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ABSTRACT: In recent years, cryptocurrency—and in particular, Bitcoin—has demonstrated its value, now boasting 

14 million Bitcoins in circulation. Investors speculating in the future possibilities of this new technology have driven 

most of the current market capitalization, and this is likely to remain the case until a certain measure of price stability 

and market acceptance is achieved. Apart from the declared price of cryptocurrency, those invested in it appear to be 

relying on a perceived “inherent value” of cryptocurrency. This includes the technology and network itself, the integrity 

of the cryptographic code and the decentralized network. The blockchain public ledger technology (which underlies 

cryptocurrency) has the potential to disrupt a wide variety of transactions, in addition to the traditional payments 

system. These include stocks, bonds and other financial assets for which records are stored digitally and for which 

currently there is a need for a trusted third party to provide verification of the transaction. In our view, the 

cryptocurrency market will develop at a pace set by the key participants, characterized by likely growth spurts of 

legitimacy from one or more of these participants in what we call “credentialising moments.” For the market to reach 

the next phase in its evolution toward mainstream acceptance and stable expansion, each of the five key market 

participants—merchants and consumers, tech developers, investors, financial institutions and regulators—will play a 

role. 
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I. INTRODUCTION 

A cryptocurrency is a monetary unit that has no physical form. Instead, it’s stored electronically in the blockchain.  

 

Cryptocurrency trading 

Encryption methods are used to control and verify the transfer of funds and, unlike other currencies, the supply isn’t 
determined by a bank. The most well-known example would be the original cryptocurrency, Bitcoin. “People who 

could not access trade and finance ten years ago can do so today. This will lift many out of poverty.” It’s giving those 

that may not previously have been considered by traditional banks another financing option. And with cryptocurrencies, 

not only will people not need to interact with banks the same way they do now, they’ll also be able to avoid bank fees. 

With cryptocurrencies giving people a new method of financing, many believe that banks are feeling threatened. 

Johann Palychata, Research Analyst at BNP Paribas, has suggested that banks will need to consider how to utilise the 

technology behind cryptocurrencies. If they don’t, there’s a possibility they will become out-dated and redundant.[1,2] 

http://www.ijirset.com/


International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET) 

        | e-ISSN: 2319-8753, p-ISSN: 2320-6710| www.ijirset.com |  

     || Volume 10, Issue 1, January 2021 || 

     DOI:10.15680/IJIRSET.2021.1001091 

IJIRSET © 2021                                                          |     An ISO 9001:2008 Certified Journal   |                                               539 

 

 

 

Despite general reservations within the industry when it comes to the effect of cryptocurrencies, six banks are working 

together to create their own. These include: HSBC, Barclays, State Street, Canadian Imperial Bank of Commerce, 

Credit Suisse, and MUFG.  Perhaps they’ll be able to harness the blockchain technology in such a way that 

cryptocurrencies are regulated, removing concerns about criminal activity. Cryptocurrencies continue to draw a lot of 

attention from investors, entrepreneurs, regulators and the general public. Much recent public discussions of 

cryptocurrencies have been triggered by the substantial changes in their prices, claims that the market for 

cryptocurrencies is a bubble without any fundamental value, and also concerns about evasion of regulatory and legal 

oversight. These concerns have led to calls for increased regulation or even a total ban. Further debates concern inter 

alia: the classification of cryptocurrencies as commodities, money or something else; the potential development of 

cryptocurrency derivatives and of credit contracts in cryptocurrency; the use of initial coin offerings (ICO) employing 

cryptocurrency technology to finance start-up initiatives; and the issue of digital currencies by central banks employing 

cryptocurrency technologies.[3,4] 

II. OBSERVATIONS 

Cryptocurrencies are digital financial assets, for which records and transfers of ownership are guaranteed by a 

cryptographic technology rather than a bank or other trusted third party. They can be viewed as financial assets because 

they bear some value (discussed below) for cryptocurrency holders, even though they represent no matching liability of 

any other party and are not backed by any physical asset of value (such as gold, for example, or the equipment stock of 

an enterprise). The applications of this technology are not necessarily finance-related; it can be applied to any form of 

record-keeping; however if the block refers to a financial transaction then each transaction in the blockchain, by 

definition, includes information about previous transactions, and thus verifies the ownership of the financial asset being 

transferred. Falsifying ownership, i.e. counterfeiting (which, one could imagine, is easy, as digital objects can be easily 

duplicated by copying), is impossible because one would have to alter preceding records in the whole chain. Since 
records are kept in the network of many users’ computers, a “distributed ledger”, this is rather unthinkable. [5,6] 
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Cryptocurrencies can be seen as part of a broader class of financial assets, “cryptoassets” with similar peer-to-peer digital 

transfers of value, without involving third party institutions for transaction certification purposes. This depends on their 

purpose, i.e. whether they are issued only for transfer or whether they also fulfil other functions. Within the overall category 

of cryptoassets, we can follow the distinctions drawn in recent regulatory reports, distinguishing two further sub-categories of 

cryptoassets, on top of cryptocurrencies.[7,8] 

 

A further distinguishing feature of crypto securities and crypto utility assets is that they are issued through a public sale (in so 

called initial coin offerings or ICOs). ICOs have been a substantial source of funding for technology orientated start-up 

companies using blockchain based business models. These classifications of cryptoassets are critical for global regulators, 

since they need to determine whether a particular cryptoasset should be regulated as an e-money, as a security or as some 

other form of financial instrument, especially in relation to potential concerns about investor protection in ICOs[9,10] 

 

III. DISCUSSION 
 

A l t h o u g h  t h e  w o r l d  o f  c r yp t o c u r r e n c y  i s  s t e a d i l y  e x p a n d i n g  a n d  g a i n i n g  p o p u l a r i t y ,  

t r a d i t i o n a l  b a n k s  a r e  h e s i t a n t  t o  a d o p t  t h e  u s e  o f  t h e s e  d i g i t a l  a s s e t s — b e l i e v i n g  t h a t  t h e i r  

i n h e r e n t  r i s k s  o u t w e i g h  t h e i r  p o t e n t i a l  b e n e f i t s .  H o w e v e r ,  r e g u l a t o r y  a g e n c i e s  s u c h  a s  t h e  

O f f i c e  o f  t h e  C o m p t r o l l e r  o f  t h e  C u r r e n c y  ( O C C )  a r e  w o r k i n g  t o  c h a n g e  b a n k s ’  p e r c e p t i o n  

o f  d i g i t a l  c u r r e n c i e s ,  b e l i e v i n g  t h a t  t h e s e  a s s e t s  c o u l d  p o s i t i v e l y  d r i v e  f i n a n c i a l  

i n s t i t u t i o n s  t o  a  n e w  e r a  o f  i n n o v a t i o n  a n d  e f f i c i e n c y . [ 1 1 , 1 2 ]  
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R e c e n t l y ,  t h e  O C C  i s s u e d  s e v e r a l  i n t e r p r e t i v e  l e t t e r s  d e t a i l i n g  h o w  t r a d i t i o n a l  f i n a n c i a l  

i n s t i t u t i o n s  c a n  e n t e r  i n t o  t r a n s a c t i o n s  ( o r  d e v e l o p  s e r v i c e s )  i n v o l v i n g  d i g i t a l  c u r r e n c i e s .  

T h i s  e f f o r t  c o i n c i d e s  w i t h  t h e  O C C ’ s  h o p e  t h a t  a d d i t i o n a l  r e g u l a t o r y  g u i d a n c e  w i l l  h e l p  

b a n k s  b e c o m e  m o r e  c o m f o r t a b l e  w i t h  t h e s e  d i g i t a l  a s s e t s .  I n  e a r l y  J a n u a r y ,  t h e  O C C  

a n n o u n c e d  t h a t  n a t i o n a l  b a n k s  a n d  f e d e r a l  s a v i n g s  a s s o c i a t i o n s  c a n  n o w  u s e  p u b l i c  

b l o c k c h a i n s  a n d  s t a b l e c o i n s  t o  p e r f o r m  p a y m e n t  a c t i v i t i e s .  T h i s  o p e n s  t h e  d o o r  f o r  b a n k s  

t o  h a v e  t h e  a b i l i t y  t o  p r o c e s s  p a y m e n t s  m u c h  q u i c k e r  a n d  w i t h o u t  t h e  n e e d  o f  a  t h i r d - p a r t y  

a g e n c y .  E s s e n t i a l l y ,  t h i s  c l a r i f y i n g  l e t t e r  p u t s  b l o c k c h a i n  n e t w o r k s  i n  t h e  s a m e  c a t e g o r y  a s  

S W I F T ,  A C H ,  a n d  F e d W i r e ,  p a v i n g  t h e  w a y  f o r  t h e s e  n e t w o r k s  t o  b e  p a r t  o f  t h e  l a r g e r  

b a n k i n g  e c o s y s t e m . [ 1 3 ]  

 

B a n k s  m a y  b e  w a r y  o f  c r y p t o c u r r e n c y ,  t h i n k i n g  t h a t  t r a n s a c t i o n s  i n v o l v i n g  t h e s e  a s s e t s  

p r e s e n t  h e i g h t e n e d  r i s k  a n d  r e q u i r e  l e n g t h y  a n d  e x p e n s i v e  d u e  d i l i g e n c e .  B u t  d i g i t a l  

c u r r e n c i e s  c a n  o f f e r  m a n y  b e n e f i t s  t o  f i n a n c i a l  i n s t i t u t i o n s  a n d  t h e i r  c u s t o m e r s ,  t h e y  j u s t  

n e e d  t o  t a k e  t h e  l e a p . [ 1 4 , 1 5 ]  

 

Why Banks  ar e  Caut iou s  o f  Cryptocurr enci es  
A c c o r d i n g  t o  a  s t u d y  c o n d u c t e d  b y  t h e  A s s o c i a t i o n  o f  C e r t i f i e d  A n t i - M o n e y  L a u n d e r i n g  

S p e c i a l i s t s  ( A C A M S )  a n d  t h e  U . K . ’ s  R o ya l  U n i t e d  S e r v i c e s  I n s t i t u t e ,  n e a r l y  6 3 %  o f  

r e s p o n d e n t s  w h o  w o r k  i n  t h e  b a n k i n g  i n d u s t r y  p e r c e i v e  c r yp t o c u r r e n c y  a s  a  r i s k  r a t h e r  t h a n  

a n  o p p o r t u n i t y . [ 1 6 ]  

 

Decentralized Nature 
C r y p t o  a s s e t s  w e r e  c r e a t e d  a s  a n  a l t e r n a t i v e  t o  t r a d i t i o n a l  b a n k i n g  i n f r a s t r u c t u r e  t h a t  d o n ’ t  

n e e d  a n  i n t e r m e d i a r y  a n d  a r e n ’ t  t e t h e r e d  t o  t h e  c a p a c i t y  o f  a  c e n t r a l i z e d  g o v e r n m e n t ,  b a n k ,  

o r  a g e n c y .  I n s t e a d  o f  r e l y i n g  o n  c e n t r a l i z e d  i n t e r m e d i a r i e s  i n  t h e s e  t r a n s a c t i o n s ,  t h e  t r u s t  

i s  p l a c e d  i n  t h e  b l o c k c h a i n  c o d e  a n d  t h e  d i s t r i b u t e d  n a t u r e  o f  t h e  b l o c k c h a i n . [ 1 7 ]  

A  c r yp t o c u r r e n c y  t h a t ’ s  m a n a g e d  b y  a  c e n t r a l  b a n k  d i m i n i s h e s  t h e  a p p e a l  o f  t h e  a s s e t  i n  t h e  

f i r s t  p l a c e ,  s o  s o m e  b a n k s  d o n ’ t  b e l i e v e  t h a t  t h e y ’ l l  b e  a b l e  t o  e n t e r  t h i s  s p a c e  

s u c c e s s f u l l y .  T h e  d e c e n t r a l i z e d  n a t u r e  o f  t h e  c u r r e n c y  i s  s e e n  t o  u n d e r m i n e  t h e  a u t h o r i t y  o f  

c e n t r a l  b a n k s ,  l e a v i n g  s o m e  t o  b e l i e v e  t h a t  t h e y  w o n ’ t  b e  n e e d e d  a n y m o r e ,  o r  t h e y ’ l l  b e  

u n a b l e  t o  c o n t r o l  t h e  m o n e y  s u p p l y .  

 

AML/KYC Concerns 

 

C r y p t o c u r r e n c i e s  a l l o w  f o r  p e e r - t o - p e e r  t r a n s a c t i o n s  w i t h o u t  a  r e g u l a t e d  i n t e r m e d i a r y ,  

g i v i n g  t h e  u s e r  t h e  a b i l i t y  t o  e a s i l y  t r a n s f e r  f u n d s  q u i c k l y  w i t h o u t  h a v i n g  t o  p a y  

t r a n s a c t i o n  f e e s .  I n s t e a d  o f  i d e n t i f y i n g  t h e  t r a n s a c t i o n  b y  a n  i n d i v i d u a l  b a n k  a c c o u n t  
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t h r o u g h  a  f i n a n c i a l  i n s t i t u t i o n ,  t r a n s a c t i o n s  a r e  s i mp l y  l i n k e d  t o  t h e  t r a n s a c t i o n  I D  o n  

t h e  b l o c k c h a i n . [ 1 8 ]  

T h i s  t y p e  o f  p s e u d o n y m i t y  w o r r i e s  m a n y  b a n k s  w h o  a r e  c o n c e r n e d  a b o u t  t h e  l a c k  o f  

a n t i - m o n e y  l a u n d e r i n g  ( A M L )  a n d  k n o w  y o u r  c u s t o m e r  ( K Y C )  r e g u l a t i o n s  s u r r o u n d i n g  

d i g i t a l  c u r r e n c y  t r a n s a c t i o n s .  O f t e n t i m e s ,  b a n k s  a r e  u n d e r  t h e  i m p r e s s i o n  t h a t  

c r y p t o c u r r e n c y  t r a n s a c t i o n s  c a n ’ t  b e  t r a c k e d  f o r  A M L  a n d  K Y C  c o n s i d e r a t i o n s ,  w h i c h  

c o u l d  l e a d  t o  i l l e g a l  a c t i v i t y  a n d  s c a m s  o n  t h e  n e t w o r k .  

Volatility 

T h e  p r i c e  o f  c r y p t o c u r r e n c i e s  ( b i t c o i n  s p e c i f i c a l l y )  h a v e  g e n e r a l l y  b e e n  v o l a t i l e  o v e r  

t h e i r  s h o r t  l i f e .  T h e r e  a r e  ma n y  r e a s o n s  f o r  t h i s  i n c l u d i n g  m a r k e t  s i z e ,  l i q u i d i t y ,  a n d  

t h e  n u mb e r  o f  m a r k e t  p a r t i c i p a n t s .  B a n k s  s e e  t h i s  a s  a  r i s k  b e c a u s e  h i s t o r i c a l l y ,  t h e  

p r i c e  h a s n ’ t  b e e n  s t a b l e ,  s o  t h e y  b e l i e v e  t h e  c u r r e n c y  m i g h t  n o t  r e m a i n  a  s t a b l e  

i n v e s t m e n t  v e h i c l e  o v e r  t i me . [ 1 9 , 2 0 ]  

How Banks Can Get  Involved in  the  Cry ptocurrency  Industry  

T o  a v o i d  b e i n g  l e f t  b e h i n d ,  b a n k s  n e e d  t o  f i n d  a  w a y  t o  e mb r a c e  t h i s  t e c h n o l o g y  a n d  

t r e a t  i t  a s  a  f r i e n d  r a t h e r  t h a n  a n  e n e m y .  C r y p t o c u r r e n c y  a d o p t i o n  c o u l d  s t r e a m l i n e ,  

e n h a n c e ,  a n d  u p g r a d e  f i n a n c i a l  s e r v i c e s ,  a n d  t h e r e  a r e  p l e n t y  o f  r e c e n t  i n d u s t r y  

a d v a n c e m e n t s  t h a t  c a n  e a s e  b a n k s ’  c o n c e r n s  a r o u n d  t h e  r i s k s  a n d  i n s t e a d  l e t  t h e m  

r e c o g n i z e  t h e  p o t e n t i a l  b e n e f i t s .  

 

100 dollar to put in crypto 

Custody Services 

I n  J u l y ,  t h e  O C C  s t a t e d  t h a t  b a n k s  a n d  s a v i n g s  a s s o c i a t i o n s  c o u l d  p r o v i d e  c r y p t o  

c u s t o d y  s e r v i c e s  f o r  c u s t o me r s ,  i n c l u d i n g  h o l d i n g  u n i q u e  c r y p t o g r a p h i c  k e y s  a s s o c i a t e d  

w i t h  a c c e s s i n g  p r i v a t e  w a l l e t s .  T h i s  m e a n s  t h a t  t h e  O C C  b e l i e v e s  t h a t  b a n k s  c o u l d  

s a f e l y  a n d  e f f e c t i v e l y  h o l d  e i t h e r  t h e  c r y p t o c u r r e n c y  i t s e l f ,  o r  t h e  k e y  t o  a c c e s s  c r y p t o  

o n  a  p e r s o n a l  d i g i t a l  w a l l e t  f o r  i t s  c u s t o m e r s . [ 2 1 , 2 2 ]  

Easy Onboarding & Expert Assistance 

B a n k s  c o u l d  h e l p  b r i n g  n e w ,  l e s s  e x p e r i e n c e d  i n d i v i d u a l  i n v e s t o r s  i n t o  t h e  s p a c e  b y  

d e v e l o p i n g  t o o l s  t h a t  wo u l d  f a c i l i t a t e  t h e  a d o p t i o n  o f  c r y p t o  b y  t h e i r  c u s t o me r s .  F o r  

e x a m p l e ,  i n e x p e r i e n c e d  c r y p t o c u r r e n c y  i n v e s t o r s  m a y  n o t  h a v e  t h e  c a p a b i l i t i e s  t o  s e t  u p  

t h e i r  o w n  w a l l e t  t o  c u s t o d y  t h e i r  o w n  c r y p t o c u r r e n c y .  R a t h e r  t h a n  l e a v i n g  t h e i r  
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c r y p t o c u r r e n c y  “ o f f  e x c h a n g e ”  o r  a t  a n  u n r e g u l a t e d  t h i r d  p a r t y ,  t h e y  m a y  f i n d  i t  e a s i e r  

a n d  mo r e  s e c u r e  t o  h o l d  i t  w i t h i n  a  t r u s t e d  f i n a n c i a l  i n s t i t u t i o n .  

 

Cryptocurrency is fueling next generation of jobs 

B a n k s  c o u l d  o f f e r  i n t e r e s t - b e a r i n g  c r y p t o  a c c o u n t s ,  w h e r e  c u s t o m e r s  c o u l d  i n v e s t  t h e  

c r y p t o  o n  t h e  b a c k  e n d  o r  t h r o u g h  o t h e r  f i n a n c i a l  t o o l s .  B a n k s  m i g h t  r e l i e v e  s o m e  o f  

t h e  s t r e s s  o f  i n v e s t o r s  t h a t  a r e n ’ t  e x p e r t s  i n  t h e  n u a n c e s  o f  c r y p t o  b y  a c t i n g  a s  a  t r u s t e d  

t h i r d  p a r t y  t h a t ’ s  w e l l - r e s p e c t e d  i n  t h e  f i n a n c e  i n d u s t r y  a n d  c a n  k e e p  i n v e s t o r s ’  a s s e t s  

p r o t e c t e d . [ 2 3 ]  

AML/KYC Regulations Administered 

I n  2 0 1 9 ,  t h e  F i n a n c i a l  C r i m e s  E n f o r c e m e n t  N e t w o r k ’ s  ( F i n C E N )  d e t e r mi n e d  t h a t  a n y  

c r y p t o c u r r e n c y  t r a n s a c t i o n s  a n d  c u s t o d y  s e r v i c e s  c o n d u c t e d  t h r o u g h  c r y p t o  e n t i t i e s  t h a t  

a r e  c o n s i d e r e d  mo n e y  s e r v i c e  b u s i n e s s e s  m u s t  s t i l l  a b i d e  b y  A M L / K Y C  r e g u l a t i o n s .  

T h i s  w i l l  h e l p  a v o i d  ma l i c i o u s  t r a n s a c t i o n s ,  i l l e g a l  a c t i v i t y ,  o r  s c a ms  u s i n g  t h e s e  

p l a t f o r m s .  T h e s e  r e g u l a t i o n s  c o u l d  h e l p  b a n k s  a n d  l a r g e r  f i n a n c i a l  i n s t i t u t i o n s  c o n d u c t  

d u e  d i l i g e n c e  o n  c u s t o me r s  i n v o l v e d  i n  c r y p t o  t r a n s a c t i o n s ,  f u r t h e r  d i m i n i s h i n g  t h e i r  

a n x i e t i e s  a b o u t  t h e  r i s k s  t h a t  t h e s e  t r a n s a c t i o n s  p o s e .  

T h e r e ’ s  e v e n  a  p o s s i b i l i t y  t h a t  b l o c k c h a i n  t e c h n o l o g y  c o u l d  a u t o ma t e  A M L  a n d  K Y C  

v e r i f i c a t i o n s .  B l o c k c h a i n  c o u l d  p o t e n t i a l l y  a l l o w  f o r  a  s t r e a m l i n e d  v i e w  o f  s h a r e d  d a t a  

o n  i n d i v i d u a l s  b e t w e e n  b a n k s ,  l o a n  o f f i c e r s ,  a n d  o t h e r  i n s t i t u t i o n s .  I n  o t h e r  w o r d s ,  

t h e r e  c o u l d  e v e n t u a l l y  b e  o n e  b l o c k c h a i n  t h a t  s t o r e s  a l l  c u s t o m e r  d a t a .  T h i s  b l o c k c h a i n  

d a t a  c o u l d  t h e n  b e  u t i l i z e d  b y  a l l  f i n a n c i a l  i n s t i t u t i o n s ,  a l l o w i n g  f o r  f a s t  r e v i e w s  o f  

c u s t o me r s  t o  q u i c k l y  i d e n t i f y  a n y  r e d  f l a g s  i n s i n u a t i n g  n e f a r i o u s  o r  i l l e g a l  

a c t i v i t y . [ 2 4 , 2 5 ]  
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Security Concerns 

B a n k s  c a n  h e l p  m i t i g a t e  t h e  s e c u r i t y  c o n c e r n s  o f  c r y p t o c u r r e n c y  h o l d e r s .  H a c k i n g  o f  

p e r s o n a l  w a l l e t s  a n d  e x c h a n g e s  i s  a  c o n c e r n  f o r  ma n y  h o l d e r s .  W e l l - e s t a b l i s h e d  b a n k s  

c o u l d  h e l p  s e c u r e  d i g i t a l  c u r r e n c i e s  f r o m t h e f t  o r  h a c k s ,  p u t t i n g  c l i e n t s ’  m i n d s  a t  e a s e .  

B r i n g i n g  c r y p t o c u r r e n c y  u n d e r  b a n k  s u p e r v i s i o n  c o u l d  h e l p  d i m i n i s h  c r i m i n a l  a c t i v i t y  

o r  t h e  a p p e a r a n c e  t o  o u t s i d e r s  t h a t  c r y p t o c u r r e n c y  t r a n s a c t i o n s  a r e n ’ t  s e c u r e .  

Payments 

A s  i n d i c a t e d  i n  t h e  m o s t  r e c e n t  O C C  l e t t e r ,  b a n k s  c a n  u t i l i z e  p u b l i c  b l o c k c h a i n s ,  

i n c l u d i n g  s t a b l e c o i n s ,  t o  s p e e d  u p  t h e i r  p a y m e n t  p r o c e s s e s .  B l o c k c h a i n  t e c h n o l o g y  

p r o v i d e s  a  f a s t e r  a n d  l e s s  e x p e n s i v e  a l t e r n a t i v e  t o  c l e a r i n g  h o u s e s  w h e n  p r o c e s s i n g  

t r a n s a c t i o n s .  T h e  c l e a r i n g  a n d  s e t t l e m e n t s  c o u l d  o c c u r  a t  a  m u c h  f a s t e r  r a t e  i f  b a n k s  

u t i l i z e d  b l o c k c h a i n  t e c h n o l o g y .  

Smart Contracts 

W h e n  e n t e r i n g  i n t o  a n  a g r e e m e n t  t h r o u g h  a  s m a r t  c o n t r a c t ,  t h e r e ’ s  a  r e d u c e d  l e v e l  o f  

t r u s t  n e e d e d  a mo n g  p a r t i e s  b e c a u s e  t h e  s u c c e s s  o f  t h e  t r a n s a c t i o n  r e l i e s  o n  c o mp u t e r  

c o d e  i n s t e a d  o f  a n  i n d i v i d u a l ’ s  b e h a v i o r .  B a n k s  c o u l d  r e i n f o r c e  t h a t  t r u s t  b y  b e c o m i n g  

a  r e l i a b l e  t h i r d  p a r t y  t h a t  u t i l i z e s  t h e s e  s m a r t  c o n t r a c t s  f o r  m o r t g a g e s ,  c o m m e r c i a l  

l o a n s ,  l e t t e r s  o f  c r e d i t ,  o r  o t h e r  t r a n s a c t i o n s .  
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Industry  Trends  

H e r e  a r e  j u s t  a  f e w  e x a mp l e s  o f  d i g i t a l  c u r r e n c y  a d o p t i o n  r e c e n t l y  s e e n  i n  t h e  i n d u s t r y :  

  J P  M o r g a n  h a s  t a k e n  o n  t wo  c r y p t o c u r r e n c y  e x c h a n g e s  ( C o i n b a s e  a n d  G e m i n i )  a s  

b a n k i n g  c u s t o me r s  

  F i d e l i t y  D i g i t a l  A s s e t s  i s  c r e a t i n g  a  c r y p t o  f u n d  

  P a y P a l  i s  n o w  a l l o w i n g  c r y p t o c u r r e n c y  t r a n s a c t i o n s  o n  t h e i r  n e t w o r k  

IV. RESULTS 

G u i d a n c e  a n d  r e g u l a t i o n  s u r r o u n d i n g  d i g i t a l  a s s e t s  i s  s p a r s e ,  l e a v i n g  m a n y  f i n a n c i a l  

i n s t i t u t i o n s  w a r y  o f  a d o p t i o n .  C o n c e r n s  s u r r o u n d i n g  t h e  s e c u r i t y  a n d  s t a b i l i t y  o f  

c r y p t o c u r r e n c y  a l s o  h o l d  b a n k s  b a c k  f r o m  e n t e r i n g  t h i s  s p a c e — b u t  i n s t e a d  o f  f e a r i n g  

t h e  r i s k s  o f  t h i s  t e c h n o l o g y ,  b a n k s  s h o u l d  b e  l o o k i n g  a h e a d  t o  i t s  p o t e n t i a l  

b e n e f i t s . [ 2 6 ]  

 

India’s cryptocurrency traders scramble after RBI crackdown 

“ L i k e  o t h e r  t e c h n o l o g y  d e v e l o p me n t s  i n  t h e  p a s t ,  t h e r e  w a s  t h e  p o t e n t i a l  f o r  c r i m i n a l  

a c t i v i t y , ”  s a i d  B r i a n  B r o o k s ,  a c t i n g  C o m p t r o l l e r  o f  t h e  C u r r e n c y  i n  a  s t a t e m e n t .  

“ T h e r e ’ s  a l s o  a n  e n o r m o u s  p o t e n t i a l  f o r  e c o n o mi c  g r o w t h .  S o  w e  d o n ’ t  w a n t  t o  t h r o w  

o u t  t h o s e  a d v a n t a g e s  b e c a u s e  t h e r e ’ s  a  c h a n c e  f o r  c r i m i n a l  a c t i v i t y .  I n s t e a d ,  w e  w a n t  t o  

g i v e  c o mp l i a n c e  g u i d a n c e  t o  h e l p  b a n k s  i n n o v a t e . ”  

F i n a n c i a l  i n s t i t u t i o n s  s h o u l d  a l s o  s h i f t  f r o m  t h i n k i n g  o f  c r y p t o  a s  a  c o mp e t i t o r  t o  t h a t  

o f  a  p a r t n e r .  B a n k s  c a n  a c t u a l l y  p l a y  a  s i g n i f i c a n t  r o l e  i n  t h e  c r y p t o  i n d u s t r y ,  a d d i n g  

s o me  m u c h  n e e d e d  a s s u r a n c e  a n d  s e c u r i t y  t o  t h e  l a r g e l y  u n r e g u l a t e d  e n v i r o n m e n t .  

A d o p t i n g  c r y p t o c u r r e n c i e s  a n d  b l o c k c h a i n  t e c h n o l o g y  o v e r a l l  c a n  s t r e a m l i n e  p r o c e s s e s  

a n d  t a k e  b a n k i n g  i n t o  t h e  n e x t  g e n e r a t i o n  o f  e f f i c i e n c y  a n d  i n n o v a t i o n .  

Bitcoin, as a relatively mature cryptocurrency, has aroused broad discussion in the academia. The paper “Dynamic 

spillovers between the term structure of interest rates, bitcoin, and safe-haven currencies” explores the connectedness 

between the US yield curve components (i.e., level, slope, and curvature), exchange rates, and the historical volatility 

of the exchange rates of the main safe-haven fiat currencies (Canada, Switzerland, EURO, Japan, and the UK) and the 

http://www.ijirset.com/
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leading cryptocurrency, the Bitcoin; the paper “On the Factors of Bitcoin’s Value at Risk” investigates the factors of 

Bitcoin’s tail risk, quantified by Value at Risk (VaR); the paper “The time-varying causal relationship between the 

Bitcoin market and internet attention” examines the time-varying Granger causality between the global Bitcoin market 

and internet attention; the paper “Implied Volatility Estimation of Bitcoin Options and the Stylized Facts of Option 

Pricing” aims to provide insights into the volatility smile in Bitcoin options and estimate the implied volatility of 

Bitcoin options through numerical approximation techniques, specifically the Newton Raphson and Bisection 

methods.[27] 

V. CONCLUSION 

Cryptocurrency is a currency and hence it is an asset. Therefore, cryptocurrency transactions are subject to tax like any 

other asset or currency. Cryptocurrency transaction may attract capital gain tax, income tax, transaction tax, and wealth 

tax. Even if cryptocurrency transaction is void and illegal, the tax law is empowered to charge taxes on such 

transactions. In March 2014, the Internal Revenue Service in the United States ruled that Bitcoin will be treated as 

property for tax purposes as opposed to currency. This means Bitcoin will be subject to capital gains tax. It makes the 

income generated through transaction using cryptocurrency taxable but it does not make income or transaction legal. 

Any illegal income equally attracts tax. Indian income tax and wealth tax definitions are wide and liberal when an 

income or asset is to be taxed, but the tax incidence does not give legality to that income or asset. The deal of 

cryptocurrency may be charged with transaction tax.[29] 

Cryptocurrency may be considered as medium of exchange, negotiable instrument, property, and subject of the 

contract. Depending upon the transaction and power of legislation to tax such transaction, tax incidences are pertinent 

for cryptocurrency. Some of the taxes that can be charged include income tax, gift tax, wealth tax, value-added tax, 

service tax, inheritance tax, transaction tax, capital gain tax, property tax, and many more.[29] 

 
REFERENCES 

 
1) Abadi, J., and M. Brunnermeier. 2018. “Blockchain Economics”. Princeton University. Retrieved on the 

24.01.2019 from https:/scholar.princeton.edu/sites/default/files/markus/files/blockchain_paper_v3g.pdf. Abraham, 

I., D.  

2) Malkhi, K. Nayak, L. Ren, and A. Spiegelman. 2016. “Solidus: An incentive-compatible cryptocurrency based on 

permissionless Byzantine consensus.” Retrieved on the 24.11.2018 from https://arxiv.org/abs/1612.02916. 

3) Adhami, S., G. Giudici, and S. Martinazzi 2018. “Why Do Businesses Go Crypto? An Empirical Analysis of Initial 

Coin Offerings.” Journal of Economics and Business. Forthcoming.  

4) Almosova, A. 2018. “A Monetary Model of Blockchain.” IRTG 1792 DP 2018-008. Retrieved on the 12.02.2018 

from https://www.wiwi.hu-berlin.de/de/forschung/irtg/results/discussionpapers/discussion-papers-2017-

1/irtg1792dp2018-008.pdf.  

5) Ametrano, F. 2016. “Hayek money: The cryptocurrency price stability solution.” Retrieved on the 24.11.2018 from 

http://dx.doi.org/10.2139/ssrn.2425270.  

6) Amsden, R., and D. Schweizer 2018. “Are Blockchain Crowdsales the New ’Gold Rush’? Success Determinants of 

Initial Coin Offerings.” Retrieved on the 12.10.2018 from 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3163849  

7) Athey, S., Parashkevov, I., Sarukkai, V., and J. Xia. 2016. “Bitcoin Pricing, Adoption, and Usage: Theory and 

Evidence”. Stanford University. Retrieved on the 11.03.2019 from 

https://siepr.stanford.edu/sites/default/files/publications/17-033_1.pdf. 

8) Aranda, D., and R. Zagone. 2015. “The ‘Ripple’ Effect: Why an Open Payments Infrastructure Matters.” 

Consultative Group to Assist the Poor. Retrieved on the 26.11.2018 from 

http://www.cgap.org/blog/%E2%80%98ripple%E2%80%99-effect-why-open-paymentsinfrastructure-matters.  

9) Arnold, M. 2018. “Ripple and Swift slug it out over cross-border payments.” Financial Times. Retrieved on the 

25.08.2018 from https://www.ft.com/content/631af8cc-47cc-11e8-8c77-ff51caedcde6.  

10) Aste, T. 2018. “Cryptocurrency market structure: connecting emotions and economics. Special Issue of Digital 

Finance on Cryptocurrencies.” Digital Finance. Smart Data Analytics, Investment Innovation, and Financial 

Technology. ISSN 2524-6186.  

11) Babich, V., and G. Hilary. 2018a. “Blockchain and Other Distributed Ledger Technologies in Operations”. SSRN. 

Retrieved on the 15.01.2019 from https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3232977. 

http://www.ijirset.com/
https://www.sciencedirect.com/topics/economics-econometrics-and-finance/capital-gains-tax
https://www.sciencedirect.com/topics/economics-econometrics-and-finance/bitcoin
https://www.sciencedirect.com/topics/economics-econometrics-and-finance/inheritance-tax
https://arxiv.org/abs/1612.02916
https://www.wiwi.hu-berlin.de/de/forschung/irtg/results/discussionpapers/discussion-papers-2017-1/irtg1792dp2018-008.pdf
https://www.wiwi.hu-berlin.de/de/forschung/irtg/results/discussionpapers/discussion-papers-2017-1/irtg1792dp2018-008.pdf
http://dx.doi.org/10.2139/ssrn.2425270
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3163849
https://siepr.stanford.edu/sites/default/files/publications/17-033_1.pdf
http://www.cgap.org/blog/%E2%80%98ripple%E2%80%99-effect-why-open-paymentsinfrastructure-matters
https://www.ft.com/content/631af8cc-47cc-11e8-8c77-ff51caedcde6
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3232977


International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET) 

        | e-ISSN: 2319-8753, p-ISSN: 2320-6710| www.ijirset.com |  

     || Volume 10, Issue 1, January 2021 || 

     DOI:10.15680/IJIRSET.2021.1001091 

IJIRSET © 2021                                                          |     An ISO 9001:2008 Certified Journal   |                                               547 

 

 

12) Babich, V., and G. Hilary. 2018b. “Distributed Ledgers and Operations: What Operations Management 

Researchers Should Know about Blockchain Technology.” Georgetown McDonough School of Business Research 

Paper No. 3131250.  

13) Back, A. 2002. “Hashcash - A Denial of Service Counter-Measure.” Retrieved on the 24.12.2018 from 

http://www.hashcash.org/papers/hashcash.pdf.  

14) Bajpai, P. 2008. Bitcoin: A peer-to-peer electronic cash system. Retrieved on the 24.11.2018 from 

http://www.bitcoin.org/bitcoin.pdf. Barker, J. 2017. “Triangular arbitrage with Bitcoin.” Texas A&M University. 

Retrieved on the 27 24.02.2019 from 

https://oaktrust.library.tamu.edu/bitstream/handle/1969.1/164589/BARKERDOCUMENT-

2017.pdf?sequence=1&isAllowed=y.  

15) Bartos, J. 2015. “Does bitcoin Follow the Hypothesis of Efficient Market?” International Journal of Economic 

Sciences, IV, 2, 10–23.  

16) Bech, M., and R. Garratt. 2017. “Central bank cryptocurrencies”. BIS Quarterly Review. Volume 55, September 

2017.  

17) Benedetti, H., and L. Kostovetsky. 2018. “Digital Tulips? Returns to Investors in Initial Coin Offerings”. SSRN. 

Retrieved on the 16.02.2019 from https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3182169.  

18) Biais, B., Bisi`ere, Ch., Bouvard, M., and C. Casamatta. 2018. “The blockchain folk theorem”. SSRN. Retrieved 

on the 08.01.2019 from https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3108601.  

19) Bistarelli, S., A. Cretarola, G. Figa-Talamanca, and M. Patacca. 2018. “Model-based arbitrage in multi-exchange 

models for bitcoin price dynamics.” Special Issue of Digital Finance on Cryptocurrencies. Digital Finance. Smart 

Data Analytics, Investment Innovation, and Financial Technology. ISSN 2524-6186.  

20) Bistarelli, S., A. Cretarola, G. Fig`a-Talamanca, I. Mercanti, and M. Patacca. 2019. “Is Arbitrage Possible in the 

Bitcoin Market?” (Work-In-Progress Paper). In: M. Coppola, E. Carlini, D. D’Agostino, J. Altmann, and J. 

Ba˜nares (eds) Economics of Grids, Clouds, Systems, and Services. GECON 2018. Lecture Notes in Computer 
Science, vol 11113.  

21) Springer, Cham. Bloomberg. 2017. “High-Speed Traders Are Taking Over bitcoin.” Bloomberg. Retrieved on the 

16.02.2018 from https://www.bloomberg.com/news/articles/2017-01-16/high-speed-traders-are-takingover-bitcoin-

as-easy-money-beckons.  

22) B¨ohme, R., N. Christin, B. Edelman, and T. Moore. 2015. “bitcoin: Economics, technology, and governance.” 

Journal of Economic Perspectives, 29(2), pp.213-38.  

23) Bordo, M., Levin, A. 2017. “Central Bank Digital Currency and the Future of Monetary Policy”. National Bureau 

of Economic Research. NBER Working Paper No. 23711.  

24) Borke, L., and W. H¨ardle 2018. “Q3-D3-LSA.” In H¨ardle, W., Lu, H., Shen, X. (Eds.). Handbook of Big data 

Analytics. Springer-Verlag Berlin Heidelberg. ISBN 978-3-319-18284-1, DOI: 10.1007/978-3-319-18284-1.  

25) Bourveau, T., De George, E., Ellahie, A., and D. Macciocchi. 2018. Initial Coin Offerings: Early Evidence on the 

Role of Disclosure in the Unregulated Crypto Market. SSRN. Retrieved on the 24.11.2018 from 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3193392. 

26) Briere, M., K. Oosterlinck, and A. Szafarz. 2013. “Virtual Currency, Tangible Return: Portfolio Diversification 

with bitcoins.” Retrieved on the 24.11.2018 from: 

https://econpapers.repec.org/paper/solwpaper/2013_2f149159.htm.  

27) Bu, G., Hana, W., and M. Potop-Butucaru. 2019. “Metamorphic IOTA.” Retrieved on the 18.06.2019 from 

https://arxiv.org/pdf/1907.03628.pdf.  

28) Bundesbank. 2017. “Monatsbericht: Bundesbank sieht Vorteile in Blockchain-Technologie.” Deutsche 

Bundesbank. Retrieved on the 14.12.2018 from 28 

https://www.bundesbank.de/Redaktion/DE/Themen/2017/2017_09_18_monatsbericht_dlt.html/.  

29) Buterin, V. 2014. “On Stake. Ethereum Blog.” Retrieved on the 24.11.2018 from 

https://blog.ethereum.org/2014/07/05/stake/. 

http://www.ijirset.com/
http://www.hashcash.org/papers/hashcash.pdf
https://oaktrust.library.tamu.edu/bitstream/handle/1969.1/164589/BARKERDOCUMENT-2017.pdf?sequence=1&isAllowed=y
https://oaktrust.library.tamu.edu/bitstream/handle/1969.1/164589/BARKERDOCUMENT-2017.pdf?sequence=1&isAllowed=y
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3182169
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3108601
https://www.bloomberg.com/news/articles/2017-01-16/high-speed-traders-are-takingover-bitcoin-as-easy-money-beckons
https://www.bloomberg.com/news/articles/2017-01-16/high-speed-traders-are-takingover-bitcoin-as-easy-money-beckons
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3193392
https://econpapers.repec.org/paper/solwpaper/2013_2f149159.htm
https://arxiv.org/pdf/1907.03628.pdf
https://www.bundesbank.de/Redaktion/DE/Themen/2017/2017_09_18_monatsbericht_dlt.html/



	Why Banks are Cautious of Cryptocurrencies
	Decentralized Nature
	AML/KYC Concerns
	Volatility

	How Banks Can Get Involved in the Cryptocurrency Industry
	Custody Services
	Easy Onboarding & Expert Assistance
	AML/KYC Regulations Administered
	Security Concerns
	Payments
	Smart Contracts

	Industry Trends

