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ABSTRACT: Previous technology is major challenge in cloud and mobile cloud computing is to ensure security and 

privacy of users personal information (e.g., financial data, health record, location information) from malicious attacks. 

It is important for a cloud service provider (CSP) to establish trust and gain confidence by providing proper security 

and privacy to the clients. Authentication is important for establishing accountability and authorization of the users 

while allocating cloud resources. In this system, we discuss different authentication techniques proposed method is 

knowledge based and location based. In the knowledge based module the username and password is required for user 

authentication. In Location based module if user is accessing a file within particular geographical location then only 

user can access files otherwise not. We categorize the algorithms based on its input, i.e. the credentials required for 

validating users. However, we emphasize that the classification is not precise, as it is difficult to classify the 

authentication algorithms relying on more than one user credentials (multi-factor authentication). The proposed 

authentication process is more efficient, secure and user friendly. 
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I. INTRODUCTION 

 

Mobile and handheld devices are constrained due to resource limitations primarily caused by limited battery life 

requiring recharging, constrained size of memory or limited power of the processor especially during roaming and 

challenge of being seamlessly connected throughout mobility or even limited size of physical persistent storage. 

Execution of high computational tasks in a mobile device may also drain the battery power very quickly. To address 

these limitations of mobile devices, cloud computing can be an obvious choice, This means that mobile users offload 

processing intensive and storage demanding portion of mobile application from resource constraint mobile device to 

resource enriched cloud. The offloading of the processing intensive and storage demanding portion(s) of mobile 

application enhances the capabilities of mobile devices in term of processing, storage, and battery. 

 

II. RELATED WORK 

 

In this Paper, This paper proposes a location-aware attribute-based access control scheme for cloud storage, in which 

the location information is flexibly set as trapdoors inside fundamental access policies of CP-ABE, and trapdoors are 

released with the help of location servers. The trapdoor approach makes that the change of users’ locations will not 

cause revocation of users’ attributes. Our analysis shows that the above approach is effective and our proposed LABAC 

brings little overhead to data consumers, attribute authorities and the cloud.[1] 

http://www.ijirset.com/


 
                   
                  

 

                  ISSN(Online): 2319-8753 

     ISSN (Print):  2347-6710 

International Journal of Innovative Research in Science, 

Engineering and Technology 

(A High Impact Factor, Monthly, Peer Reviewed Journal) 

Visit: www.ijirset.com 

Vol. 7, Issue 11, November 2018 

            

Copyright to IJIRSET                                                          DOI:10.15680/IJIRSET.2018.0711077                                              11289 

    

In this paper, we have covered several novel technologies that use mobile devices to access different services from 

anywhere and anytime. The definitions, the advantages and the architecture of each technology is explored. The mobile 

cloud computing technology was taken, recently, more consideration a caused to its importance. Because mobile 

devices in continuous and quick development, they are taken a care from IT developers. Mobile cloud computing will 

be the dominate technology and the trend now is to develop new applications and to remodify the old applications to be 

mobile cloudy. We tried to prove that this technology will conquer the challenges and the problems of preceding 

technologies. Mobile cloud computing models are presented. These models try to alleviate the problems concerning the 

limited resources in mobile devices. Despite the enormous development of mobile devices and the support of mobile 

cloud computing to mobile devices, they still take a lot of attention of researcher because a number of challenges 

encounter this technology. We are interested to work in this domain and, for future research, we will concentrate on its 

challenges and explore it deeply.[2] 

 

In this paper, we have undertaken a systematic literature review of mobile cloud computing (MCC), in order to 

understand the trend of research interests so far in MCC, in terms of the least and most researched issues. We were able 

to highlight some of the challenges in MCC such as privacy, security and trust, fault tolerance, mobility management, 

network congestion, heterogeneity and connection protocols, resource constraint and platform heterogeneity, context 

awareness, presentation and usability issues, battery life and energy awareness, and cloud API Security 

Management.[3] 

 

In this paper, we tend to propose a unique authentication theme for mobile cloud computing, Data Digest-based 

Authentication consists of 3 phases: registration, authentication, and update. With these phases, Data Digest 

Authentication utilizes hashing, additionally to traditional user id and secret primarily based authentication, to make 

sure confidentiality and integrity throughout the authentication method. It can survive a range of various attacks, like 

man-in-the-middle, replay attacks, etc.[4] 

 

Cloud computing is the present and futuristic resource pooling paradigm which converges with the Internet of Things 

(IoT). However, there are authentication and key management issues to be resolved. Identifying users is not an easy 

task in cloud. As a result in this article we proposed a provably secure multi-factors authentication scheme with trusted 

third party. In our approach, trustee distributes the authentication tokens on behalf of cloud service providers and 

allows the cloud servers just to verify the hashed key credential data. This approach also ensures the mutual 

authentication of the communication entities. We used multi-party station to station Diffie-Hellman key exchange 

protocol which overcomes many key management problems. Our proposed mechanism preserves the privacy of the 

remote authentication details in the cloud and significantly helps to protect the stakeholder’s sensitive information from 

the inside and outside malicious attackers.[5] 

 

III. EXISTING SYSTEM 

 

In the existing system several challenges, including security and privacy are raised from the adoption of this IT 

paradigm. A major challenge in cloud and mobile cloud computing is to ensure security and privacy of users personal 

information (e.g., financial data, health record, location information) from malicious attacks. It is important for a cloud 

service provider (CSP) to establish trust and gain confidence by providing proper security and privacy to the clients. 

 

IV. PROPOSED SYSTEM 

 

In this paper, The proposed authentication scheme provides a true protection for the user credentials in the cloud. 

Therefore the problems and risks envisioned in the previous section can be achieved. Advanced Encryption Standard 

(AES) algorithm is used for symmetric encryption/decryption of communication data between users and servers. A 

major challenge in cloud and mobile cloud computing is to ensure security and privacy of users personal information 

(e.g., financial data, health record, location information) from malicious attacks. It is important for a cloud service 
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provider (CSP) to establish trust and gain confidence by providing proper security and privacy to the clients. 

Authentication is important for establishing accountability and authorization of the users while allocating cloud 

resources. These days, mobile devices are built with features that allow them to access the clouds resources. The 

devices are made to easily access the resources due to their portability and ease of use. The mobile devices have two 

main purposes in MCC. Firstly, the mobile devices serve as the client to retrieve resources out of the cloud since the 

devices themselves have limited storage and processing capacity thus the use of the cloud. In this case, mobile devices 

can access to computation and storage resources of cloud service providers. This architecture is the same as the client 

server architecture. The second purpose of the mobile device is to act the node for the cloud where resources are 

gathered from all the mobile devices that are participating to solve the problem of processing power and limited 

storage. 

 

V. SYSTEM ARCHITECTURE 

 

 

 
 

    Fig. 1: System architecture 

 

VI. CONCLUSION 

 

This system proposed an authentication mechanism in mobile cloud computing with combining the two factor 

authentication and one time dynamic password called OTP token that suitable for mobile device. The generated token 

is based on geographical location system. To protect users confidential information, data should be accessible to 

authenticated people. To gain this aim, different authentication methods are proposed. In multi-factor authentication, 

more than one authentication factor is used. However, this kind of authentication offers better security and privacy. The 

proposed scheme provides a fine-grained, robust and efficient access control with one-CA/multi-AAs for public cloud 

storage. This scheme employs multiple AAs to share the load of the time-consuming legitimacy verification and 

standby for serving new arrivals of users requests. It has been proposed an auditing method to trace an attribute 

authority’s potential misbehavior. It has been conducted detailed security and performance analysis to verify that this 

scheme is secure and efficient. 

http://www.ijirset.com/


 
                   
                  

 

                  ISSN(Online): 2319-8753 

     ISSN (Print):  2347-6710 

International Journal of Innovative Research in Science, 

Engineering and Technology 

(A High Impact Factor, Monthly, Peer Reviewed Journal) 

Visit: www.ijirset.com 

Vol. 7, Issue 11, November 2018 

            

Copyright to IJIRSET                                                          DOI:10.15680/IJIRSET.2018.0711077                                              11291 

    

REFERENCES 

 
1. Yingjie Xue, Jianan Hong, A Location-aware Attribute-based Access Control Scheme for Cloud Storage. 

2. Erlangung des doktorgrades, Biometric cryptosystems: authentication, encryption and signature for biometric identities. 
3. Ahmed Dheyaa Basha, Mobile Applications as Cloud Computing: Implementation and Challenge. 

4. Prof. Mamta sharma, Study on mobile cloud computing, it’s architecture, challenges and various trends. 

5. Zhangjie Fu, Xingming Sun Towards Efficient Content-aware Search over Encrypted Outsourced Data in Cloud. 
6. Y. Zhu, D. Ma, D. Huang, and C. Hu, “Enabling secure locationbased services in mobile cloud computing,” in Proceedings of the 2nd ACM 

SIGCOMM workshop on Mobile cloud computing. ACM, 2013, pp. 27–32.  

7. J. Shao, R. Lu, and X. Lin, “FINE: A fine-grained privacypreserving location-based service framework for mobile devices,” in Proceedings of 
the 33rd IEEE International Conference on Computer Communications. IEEE, 2014, pp. 244–252.  

8. S. Yu, C. Wang, K. Ren, and W. Lou, “Attribute based data sharing with attribute revocation,” in Proceedings of the 5th ACM Symposium on 

Information, Computer and Communications Security. ACM, 2010, pp. 261–270.  
9. K. Yang, X. Jia, and K. Ren, “Attribute-based fine-grained access control with efficient revocation in cloud storage systems,” in Proceedings of 

the 8th ACM SIGSAC symposium on Information, computer and communications security. ACM, 2013, pp. 523–528.  

10. D. Boneh and M. Franklin, “Identity-based encryption from the weil pairing,” in Proceedings of the 21st Annual International Cryptology 
Conference. Springer, 2001, pp. 213–229. 

http://www.ijirset.com/

