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ABSTRACT: Privacy and security of big data is emerging as one among the most relevant research challenges of
recent years, also stirred-up by a wide family of critical applications ranging from scientific computing to social
network analysis and mining, from data stream management to smart cities, and so forth. Traditionally, the issue of
making (even very-large) databases private and secure has a long history in the context of encrypted databases but,
when specifically considered in the Cloud setting, it poses new requirements and challenges to deal with, with
particular regard to the scalability of solutions. In line with this emerging research trend, this paper focuses the
attention on state-of-the-art proposals in the area of private databases over Clouds, and proposes critical comments
about pros and cons of actual research efforts along with future research directions to be considered in future years.
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I. INTRODUCTION

Nowadays, Clouds are among the most challenging computational infrastructures of interest for actual research
communities. Clouds not only pose architectural and infrastructural issues but also paradigm-oriented research
challenges. Among these, privacy and security of big data on the Cloud play, without doubts, a dominant role (e.g., [13],
[27]). This happens, for instance, in the so-called hybrid Clouds (e.g., [37]), which are emerging as one of the most
popular Cloud environments for modern applications, such as energy-efficient computing (e.g., [5]), due to the fact that,
in such Clouds, outsourced databases (e.g., [28]) are very often introduced and managed. Indeed, it is easy to note that a
plethora of Cloud-based applications, such as scientific computing, social network analysis and mining, data stream
management, smart cities and so forth, expose to the requirement of accessing, managing and processing big data over
Clouds. From this, it is natural to derive the need for models, techniques and algorithms for defining privacy-preserving
database management solutions over Clouds, with scalable extensions towards more specific big data processing. It is a
matter of fact, indeed, the strong correlation between Cloud architectures and big data management (e.g., [3]).

Private databases on the Cloud introduce a wide family of research issues. One is represented by the issue of
securely accessing a Cloud database, which has attracted a relevant amount of attention from the research community
(e.g., [29]). Basically, here the problem consists in providing effective and efficient secure access schemes to Cloud
databases, by also ensuring a well-recognized features like: grant management, grant revocation, dynamic access, and
so forth. Another relevant issue is represented by the requirement of making Cloud databases privacy-preserving,
meaning that they must ensure the privacy of data during common (data) management tasks like indexing, query
processing, information retrieval, and so forth.

1. HYBRID CLOUDS: MODELS, DEFINITIONS AND REFERENCE ARCHITECTURE

Hybrid Clouds are a special case of inter-Clouds (e.g.,[10]) where private and public Clouds are interconnected and
integrated. The International Data Corporation (IDC) study predicted that, in 2015 [2], chief information managers will
move to hybrid Cloud and, as part of this migration, existing deficiencies in service management will become evident,
forcing investment in automation and consumption of externally managed services as alternatives to on-premises
deployment of Cloud. Key trends that will emerge in the Cloud market include demand for integrated software
development methods that stress communication, collaboration, integration, automation and measurement of
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cooperation between software developers and other IT professionals. There is also demand for higher adoption of
virtualization solutions and increased emphasis on operational governance and security management. Among these
challenges, privacy of databases “disseminated” in the Cloud is also comprised.

As a reference architecture of hybrid-Cloud systems, in the following we provide a description of Eco Multi Cloud
[18], a hierarchical framework for the efficient distribution of the workload on a multi-site scenario among
geographically distributed interconnected DCs. It allows for an integrated and homogeneous management of
heterogeneous platforms but at the same time it preserves the autonomy of single sites. Through the self-organizing and
adaptive nature of the approach, the Virtual Machines (VM) migrations are performed asynchronously, both location-
wise and time-wise, and with a tunable rate managed by DC administrators. The Eco Multi Cloud hierarchical
architecture is composed of two layers:

* The lower layer is used to allocate the workload within single DCs: each site adopts its own strategy to assign VMs
internally, with local consolidation algorithms (possibly different from site to site). The lower layer collects
information about the state of the local DC, and passes it to the upper layer.

* The upper layer is able to exchange information among geographically dispersed and interconnected sites and drive
the distribution of VMs among the DCs.

I1.STATE-OF-THE-ART TECHNIQUES FOR SUPPORTING PRIVATE DATABASES OVER CLOUDS

The research community has devoted quite a relevant amount of attention to the issue of supporting private databases
over Clouds. In the following, we provide an overview on some recent relevant proposals. [19] Focuses the attention on
the problem of supporting private Nearest-Neighbor (NN) queries over databases in the context of distributed mobile
environments, which well-marry with the case of (mobile) Clouds. In particular, authors are interested in supporting the
privacy of users via hiding their exact user coordinates to un-trusted entities that are delivering mobile services
associated to Points of Interest (POI). To this end, a two-step approach for supporting private location-based query
processing is defined. At the first step, the locations of users are hidden inside so-called Cloaking Regions (CR); at the
second step, location data (which are embedded in mobile databases) are encrypted by using a suitable Private
Information Retrieval (PIR) protocol (e.g., [41]). In addition to this, ad-hoc algorithms for supporting approximate and
exact NN queried are provided and experimentally assessed.[17] Considers again distributed settings as reference
application scenario and studies the problem of supporting efficient and private approximations of distributed databases
calculations. Authors depict a target environment where data are collected in different and non-cooperative databases.
For such specific settings, the issue of supporting privacy-preserving distributed calculations over these kind of
databases has been largely investigated. While some existent approaches exist, computational costs are still a terrible
bottleneck to deal with. Inspired by this main evidence, authors provide an innovative solution that trades-off between
performance and accuracy of distributed calculations via data sampling (e.g., [22]). They focus on the specific case of
supporting sampling for separate, non-collaborating, vertically-partitioned data sets, yet supporting privacy-
preservation requirements. In order to provide a proof-of-concept, authors apply the proposed method to approximation
of intersection set both without and with privacy preserving mechanism, and derive an interesting theoretical analysis
on the error found that, along with the experimental assessment and analysis of the proposed method, completes the
contributions of the paper.

IV.PRIVATE DATABASES OVER CLOUDS: FUTURE RESEARCH PERSPECTIVES

Several research issues will play a prominent role in next generation techniques for supporting private databases
over Clouds. In the following, we report on some of most noticeable of them.

4.1 Indexing Data Structures for Private Cloud Databases

When dealing with private Cloud databases, the issue of defining and building effective and efficient indexing
data structures enabled with data management features (e.g., searching a certain item) is very relevant. Indeed, the
encryption task must not prevent the support of such operations. This need, combined with the obvious scalability
requirement, is a clear research challenge of future efforts.
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4.2 Advanced Query Operators over Private Cloud Databases

Querying private Cloud databases not only implies the support of basic query operators (e.g, SELECT,
UPDATE, and so forth), but also advanced query operators such as: aggregate operators, rank-based operators, IR-style
operators, OLAP style operators, and so forth. The issue of supporting this rather-wide family of query operators on top
of encrypted databases is significant as well, especially when these operators are used as “basic core layer” for more
complex big data analytics tools

4.3 Dealing with Mixed-Encrypted Cloud Databases Database

Encryption usually works at a certain granularity that, for instance, can be attribute-level or tuple-level. Both
have advantages and disadvantages. For instance, attribute-level encryption may be useful during JOIN query
processing, while tuple-level encryption ensures a more-compact and better-for access-procedures solution. Starting
from these considerations, an important line of research for private Cloud databases will be represented by the issue of
introducing and devising mixed encryption schemes, i.e. encryption schemes that incorporate different granularities,
which may turn to be extremely useful in complex analytical settings.

4.4 Preference-Aware Query Processing over Encrypted Cloud

Databases Preference-aware query processing (e.g., [33]) is a fortunate research niche within the database
community. It foresees paradigms according to which users can embed so called “preferences” in their query
interaction, and the query processor filters-out the results by pruning those tuples that do not satisfy those preferences.
Skyline queries are a kind of preference-aware query. While skyline query processing over encrypted data has been
studied recently (e.g., [8]), to the best of our knowledge there are not relevant research efforts in the context of
preference-aware query processing over encrypted data. We recognize the latter as one of the most prominent research
challenge for private Cloud databases.

4.5 Distributed Query Processing over Private Cloud Databases

With the goal of supporting big data analytics tasks, query processing over private Cloud databases usually
performs in a distributed manner, i.e. private databases stored in different nodes of the reference Cloud architecture
must be accessed and queried. This calls for solutions capable of devising distributed query optimization plans in the
presence of encrypted data. A possible alternative is represented by the idea of trading off accuracy of the query
answers with the privacy of target Cloud databases. Adaptive query optimization plans are also interesting to this
purpose.

4.6 Scalability Issues One of the requirements of private Cloud

Databases are, without doubts, scalability. Indeed, Cloud databases are used to run in complex environments
where performance plays a leading role. To this end, not only the specific query algorithms, which are likely to run
online, but also the encryption algorithms, which are likely to run offline, must marry elastic metaphors and scale-up on
massive big data. This is still an open issue to be widely investigated, as it heavily impacts on the reliability of real-life
big data applications and systems.

4.7 Integration with MapReduce Engines

MapReduce [16] is a novel computational paradigm according to which complex procedures are decomposed
in simpler sub-procedures (the map phase) and later the final computation result is composed by combining the local
results of such sub-procedures (the reduce phase). This paradigm is likely to be integrated with private Cloud databases
in a smoothly way, even with the goal of computing the encrypted versions of massive Cloud databases in a
parallel/distributed-manner. The integration among private Cloud databases and MapReduce engines is really likely to
become one of the most interesting and exciting research avenues in the field of big data processing.

4.8 Integration with 10T Architectures

When integrated with 10T architectures, private Cloud databases expose a higher risk of privacy breaches. This
is due to several reasons. First, devices are characterized by very heterogeneous drivers and communication protocols.
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Second, several devices do not have an explicit. Internet connection protocol. Third, for some devices (e.g., those used
in domotics applications) the mobility is really high, hence this complicates the security- and privacy preserving
process. All these concepts are likely to be further studied in next research efforts.

4.9 Encryption Mechanisms over Uncertain Cloud Databases
Nowadays, dealing with privacy-preserving issues over uncertain data sets (e.g., [15]) is a gold research topic
for the database community. Uncertainty can be found in a plethora of real-life application scenarios, hence from this
evidence several research efforts have been devoted recently. With the same spirit, this problem will soon touch the
field of encryption mechanisms for Cloud databases. Hence, devising models, algorithms and techniques for dealing
with encryption mechanisms over uncertain Cloud databases is regarded as a rich line of research for the future years.

V. CONCLUSION

Recently, a great deal of attention has been devoted to private databases over Clouds, as stirred-up by both (i)
interesting theoretical problems and challenges and (ii) novel applications where secure and privacy-preserving access
and management of embedded databases pose strict requirements, like, for instance, the case of emerging loT
architectures. In response to this “call for arms”, a lot of research efforts has been devoted to design and implement a
wide spectrum of solutions and achievements. Inspired by this trend, this paper has focused the attention on state-of-
the-art proposals in the area of private databases over Clouds. A critical evaluation of current research efforts along
with perspectives on future research directions have been proposed as well.
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