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ABSTRACT: Cloud Computing is an emerging technology which has become today’s trending research area due its
ability to reduce expenditure associated with computing. In maintaining data, Cloud Computing plays crucial role. To
avoid data redundancy on cloud, we use Deduplication technique which helps to reduce duplicate data. It is necessary
to maintain privacy of records that are stored on cloud because there is risk of getting exploited. There are various
encryption algorithms that provide security and privacy of data.
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I. INTRODUCTION

The amount of digital data is growing rapidly in the world. The estimated amount of data generated in 2017
and 2018 is 30 zettabytes and 33 zettabytes respectively [17]. The internet users generate 3.8 million search requests
in Google search
perminute.Accordingtorecentresearchthereareapproximately682milliontweetsuploadedperday.Mostofthecloudstorage
space is occupied by duplicate data and the cost for handling this duplicate data is more than that of the original data
[2]. To manage data storage cost-effectively, has become one of the inviting issue to be solved for the cloud service
providers. To resolve this issue, Data Deduplication is broadly applied in the cloud service providers, which remove
the duplicate data to enhance storage utilization and reduce and management expenditure.

Data Deduplication is an adequate data reduction approach that not only reduces storage space, by reducing
duplicate data but also minimizes the transmission of the redundant data. According to data processing unit, data
deduplication can be divided into file-level data deduplication and block-level data deduplication; based on data
execution object, it can be divided into server-side data deduplication, client-side data deduplication and cross-user
data deduplication [8]. Server-side data deduplication is a two phase process while client-side data deduplication is a
one phase process.
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the encrypted data defined by the sender, then user can decrypt the cipher text and retrieve the data. Here the set of
attributes consist of key, which helps in encryption and decryption.

Even though data deduplication has its advantages, it also have some security challenges [10]. When the
users use cloud services, they give control of their private data to the cloud service providers. This causes the risk of
privacy leakage [11].

Encrypted data is more secure to transmit over insecure network and any unauthorized will not be able to read the
encrypted data if he/she is not having the secret key to decrypt message. There are many encryption techniques
available which have been proposed for data and network security. Encrypting data provides additional advantages
other than the confidentiality and privacy of a message. These advantages assuring that messages have not been
revoked during transmit and verifying the identity of the sender.

1. RELATED WORK

SHOBANA et al. [4] proposed a system that constrict the data by eliminating duplicate data, to secure the

privacy of the sensitive data during deduplication. The convergent encryption method is used to encrypt the data
before deploying.
Since deduplication provides considerable savings in both disk capacity and network bandwidth, D. Harnik et al. [3]
examined a mechanism that provides higher privacy guarantees while slightly reducing bandwidth savings. Ng et al.
[6] proposed a private data deduplication in data storage, where a client held a private data proves to a server stored
a summary string of the data that he/she is the owner of that data without revealing further information to the server.
Xia et al. [18] review the background of data deduplication and the differences between data deduplication and
traditional data compression.

Xu et al. [7] proposed a cryptographic primitive to magnify the security of client- side deduplication in the
bounded leakage setting where a certain amount of efficiently-extractable information about any file is leaked.
Encrypted deduplication has been deployed in commercial cloud environments and enormously studied in the
literature to concurrently achieve both data confidentiality and storage efficiency. In this paper, Li et al. [2] proposed
how the deterministic nature of encrypted deduplication makes it susceptible to information leakage caused by
frequency analysis.
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Storer et al. [8] have developed two models for secure deduplicated storage which are authenticated and
anonymous. These two models demonstrate that security can be combined with deduplication in such a way that
provides a multiple range of security characteristics. In the models they presented, security is provided through the
use of convergent encryption. In both the authenticated and anonymous models, a map is created for each file that
describes how to reconstruct a file from blocks. To prevent information leakage, several solutions have been
proposed. However, these solutions are based on a strong assumption that all individual files are independent of each
other. Shin et al. [9] proposed a storage GW-based secure client-side deduplication protocol. A storage GW is a
network appliance that provides access to the remote cloud server and simplifies interactions with cloud storage
services, and is used in various cloud service delivery models such as public, private, and hybrid cloud computing.
The proposed solution, by utilizing the storage GW as an important component in the system design, achieves
greater network efficiency and architectural flexibility while also reducing the risk of information leakage.

However, the above data deduplication schemes do not take into account the key updating and user
revocation. Kwon et al. [13] proposed a new deduplication scheme with multimedia data, which is based on
randomized convergent encryption and privilege-based encryption to achieve authorized deduplication and user
revocation. Hur et al. [14] proposed a novel data deduplication scheme for the server-side, which uses the
randomized convergent encryption algorithm and ownership group key distribution technique to achieve the
authorized access and support security deduplication with ownership changes dynamically. Ding et al. [15] proposed
a secure encrypted data deduplication scheme, which exploits the homomorphic encryption algorithm to achieve
security data deduplication, and supports ownership check and user revocation. However, the above schemes exploit
the homomorphic encryption and proxy re-encryption with high computation cost.

In this project, the notion of authorized data deduplication was proposed by Li et al. [10] to protect the data
security by including differential privileges of users in the duplicate check. In this project we perform several new
deduplication constructions supporting authorized duplicate check in hybrid cloud architecture, in which the
duplicate-check tokens of files are generated by the private cloud server with private keys

In order to tackle the problem that the unauthorized users can access the user information only by supplying
the hash value of the _le. Halevi et al. [12] proposed the proof of ownership (PoW), which is an interaction protocol
between client side and server side to verify the ownership of that client. In, the client and server create a Merkle
Hash Tree (MHT) based on the source _le, and use a challenge-response model to verify the correct of MHT path
provided by the client. Blasco et al. [5] proposed a bf-PoW scheme based on the bloom filter, which requires the
certain tokens from the verified client to achieve the proof of ownership efficiently. Through the security analysis, a
wide range of benchmark tests and comparison of the existing schemes, the proposed scheme greatly reduces the
cost of both the client and the cloud server

Zhang et al. [11] proposed two anonymous CP-ABE schemes with fast decryption by introducing a new
technique called match-then-decrypt into the decryption, in which a matching phase is added before the decryption
phase. For the sake of fast decryption, special attribute secret key components are generated which allow
aggregation of pairings during decryption, and hence the anonymous decryption only involves small and constant
number of pairings. Extensive performance comparisons show that the novel technique match-then-decrypt can
greatly improve decryption efficiency in anonymous ABE.

I1l. PROPOSED WORK

The algorithm automatically generates mask image without user interaction that contains only text regions to
be inpainted. System architecture as shown in figure describes the working of system. When user wants to upload the
data, the system checks for duplicate data. Differences among the data are referred as delta which are going to add onto
the cloud. These differences are stored in the encrypted format. A sender is responsible for defining access permission
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attributes of its data for granting permission to other users while encryption of data. If a user possesses a set of
attributes satisfying the access policy of the encrypted data defined by the sender, then user can decrypt the cipher text
and retrieve the data. Here the set of attributes consist of key, which helps in encryption and decryption.

The aim is to propose a system in which deduplication will be implemented by storing only one chunk of data which
will ultimately reduce storage space on cloud. This will also help in improving reliability and security of the
documents. Security is provided as the encrypted data is more secure to transmit over insecure network and any
unauthorized user won’t be able to read the encrypted data if the user don’t have the secret key to decrypt the data.
The level of security of data depends upon the encryption key size and complexity of the encryption algorithm.

The aim is to propose a system in which deduplication will be implemented by storing only one chunk of data which
will ultimately reduce storage space on cloud. This will also help in improving reliability and security of the
documents.

Security is provided as theencrypteddataismoresecuretotransmitoverinsecurenetworkandanyunauthorizeduserwon’tbe
able to read the encrypted data if the user don’t have the secret key to decrypt the data. The level of security of data
depends upon the encryption key size and complexity of the encryptionalgorithm.

=

Check for 1E Auarhorized
Duplicates user

Retrieve data

Figure: System Architecture

1V. CONCLUSION

To process the huge cloud data efficiently, the cloud service providers widely perform data deduplication to
reduce the occupation of storage space and the bandwidth consumption. In order to prevent privacy data leakage,
achieve authorized deduplication and satisfy dynamic privilege updating and revoking, we proposed a novel secure
role re-encryption system with authorized deduplication in cloud environment. Implementation of Data
Deduplication with Secured and Authorized Encryption in Cloud, this cloud based web application will reduce a lot
of storage space as in this application Deduplication is used. Deduplication eliminates duplicate data stored on
Cloud. Thus by reducing the storage usage, cost will also be reduced. This application is also secure as data is stored
in encrypted form and at the time of downloading data proof of ownership is checked.
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