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ABSTRACT:In spite of the fact that, Internet of Things (IoT) technologies is not reaching maturity yet and there are 

many challenges to overcome. The Internet of Things combines actual and virtual anywhere and anytime; fascinate the 

attention of both constructor and hacker. Necessarily, leaving the devices without human interference for a long period 

could lead to theft and IoT incorporates many such things. In this context, security is the most significant of them. 

Today scenario, there are millions of connected devices and billions of sensors and their numbers are growing. All of 

them are expected secure and reliable connectivity. Consequently, companies and organizations adopting IoT 

technologies require well-designed security IoT architectures. In this paper, technological perspective of Internet of 

Things security.Because, the protection was a major concern when just two devices were coupled. The security analysis 

indicates that the CoAP mechanism is secure and will prevent any unauthorized access. The results show exceptional 

compatibility and performance with different setups and configuration. 
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I. INTRODUCTION 

 

Internet of Things (IoT) technology has attracted much attention in recent years for its potential to alleviate the strain 

on healthcare systems caused by an aging population and a rise in chronic illness. Healthcare is an essential part of life. 

Unfortunately, the steadily aging population and the related rise in chronic illness are placing significant strain on 

modern healthcare systems. The Internet of Things (IoT) has been widely identified as a potential solution to alleviate 

the pressures on healthcare systems. With a rapid growth in human population and medical expenditure, healthcare has 

become one of most significant issues for both individuals and governments. The Fundamental aim is to ensure diverse 

range of things that can be connected and operated such that they can interact with themselves and users. IoT network 

aims to exchange things in secure and reliable way through IT infrastructure. It includes Cyber security to prevent the 

attacks in Modern Technology. IoT’s consists of wireless mobile nodes which communicate through wireless links. 

There are certain limitations in the type of network such as short battery life, bandwidth constraints, security etc. 

Security is considered a main concern with respect to IoT environment. Due to wireless communication links, dynamic 

changing topologies, the networks are vulnerable to variety of attacks such as node compromise, eavesdropping, DDoS, 

routing attacks. The identification of these types of attacks is a challenging task. Intrusion detection is an adequate way 

to identify such type of attacks in IoT. 

 

PROBLEM STATEMENTS 

•For security through digital signatures, a public key infrastructure is required, and this is a significant challenge to IoT 

systems. Public key infrastructure can protect against both loss of confidentiality and loss of integrity.  

•The encryption process with the public key requires computational and memory resources that are beyond many 

wireless sensor systems, especially when frequent data transmission is required.  

•Sensitive information which are hacked by IoT devices are the common Attacks in IoT. Compromise IoT components 

to launch attacks against a third-party (e.g. security breaches of smart grid, connected cars, e-health care, and smart 

city). 

 

OBJECTIVES 

•To enhance cyber security of IoT devices and networks.          

•To analyze and investigate the bandwidth attacks that decreases the performance of network.  

•To send the alert and update messages to the user for every two minutes in the critical situations. 

•To prevent and detect the intrusion in IoT devices are the add-ons of the IDS. 
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II. RELATED WORKS 

 

In [8] overview about the security and privacy challenges of IoT applications in smart grids which suffers physical 

attacks such as battery removal or modification, so detecting unauthorized changes on a meter is a challenge task. 

Introduce [22] the architecture IoT of secure packet forwarding and efficient privacy preserving authentication by 

proposing new efficient privacy preserving data aggregation without public key holomorphic encryption. Cloud 

computing could help by offering on-demand and scalable storage, as well as processing services that can scale to IoT 

requirements. The Internet of Things (IoT) [7] could enable innovations that enhance the quality of life, but it generates 

unprecedented amounts of data that   are difficult for traditional systems, the cloud, and even edge computing to handle. 

Fog computing is designed to overcome these limitations. In [12] how to integrate and apply IoT devices in health care 

services efficiently. We will focus on two essential categories which are the emergency and the operational services 

trying to highlight some new ideas of handling these services using IoT. The detection [18] metrics such as number of 

packets received and transmitted to validate the Intrusion Ratio (IR) by the IDS agent. A technique is proposed to 

identify whether the router node is a malicious node or not using the IR value. If IDS system detects the malicious node, 

it sends the alert message to the leaf nodes to isolate the malicious node in next data transmission. The aim of the 

proposed work is to minimize the Intrusion Ratio. Gateway architecture [13] is selected as the most appropriate for 

resource-constrained devices, and for high system availability. Two key technologies to assist system auto-management 

are identified. Firstly, support for system auto-configuration will enhance system security. Secondly, the automatic 

update of system software and firmware is needed to maintain on-going secure system operation. 

 

III. METHODOLOGY 

 

A prevention technique is to enhance cyber security of IoT devices and networks against DDoS attacks which consume 

the bandwidth in modern Internet of things (IoT) devices. DDoS is truly a ruthless challenge and is difficult to detect, 

and decreases the performance of the network. DDoS includes a group of attacker nodes and targets the victim to 

prevent the legitimate users from accessing the network services and resources. 

 

 
 

 

Any system is vulnerable if a user has unauthorized access to the data without proper identification.Analyse the traffic 

between the nodes and can contribute in the network operation in a negative way.Create congestion, fake routing, and 

disturb the smooth functionality of the network.The attacker can add the malicious data packet which degrades and 

delays the performance of the services to a great extent. 

 

PROPOSED APPROACH 

A new method for sensor monitoring such as ECG, Pressure and Pulse rate based on Internet of Things (IoT) 

techniques. ECG data are gathered using a wearable monitoring node and are transmitted directly to the IoT cloud 
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using Wi-Fi. Both the HTTP and CoAP protocols are employed in the IoT cloud in order to provide visual and timely 

ECG data to users. Nearly all smart terminals with a web browser can acquire ECG data conveniently, which has 

greatly alleviated the cross-platform issue. Experiments are carried out on healthy volunteers in order to verify the 

reliability of the entire system. 

 

 

TECHNIQUES USED 

1. RPL border router selection algorithm. 

2. Congestion Control Random Early Detection (CoCo-RED) Techniques. 

3. Retransmission Timeout (RTO) algorithm. 

4. Round-Trip Time (RTT) estimation techniques. 

 

SYSTEM ARCHITECTURE 

 
 

The Sensors data gathered from the human body will be transmitted directly to the IoT cloud using Wi-Fi without the 

need of a mobile terminal.Compared with Bluetooth or Zigbee, WI-Fi can provide higher data rates and wider coverage 

areas. In order to provide convenient and timely access to Sensors data for users, both the HTTP and CoAP servers are 

deployed in the IoT cloud. A web-based graphical user interface is implemented so that it provides ease of access for 

doctors and patients alike using smart phones of different OS platforms to access to the data services provided by the 

IoT cloud. 

 

 MODULE 1-Sensing Network Module 

o Sensor module  

o Controller module 

 Wi-Fi module 

o MODULE 2-IoT Cloud 

o Data analysis 

 MODULE 3-GUI 

o Admin module 

o Doctor module 

 

MODULE 1: Sensing Network Module 

  DESCRIPTION: 

       The sensing network is the foundation of the entire system, which is responsible for collecting physiological data 

from the body surface and transmitting these data to the IoT cloud through a wireless channel. Wearable sensors are 

usually adopted in this system, which have little impact on the user’s daily life. Through this means, sensor data can be 
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recorded over long hours or even days. Then, the sensor signals are processed through a series of procedures, such as 

amplification, filtering, etc., to improve the signal quality and to meet the requirements of wireless transmission. 

 

 
 

 

 

 

 

 

 

 

INPUT    :    User nodes   Sensor readings data , login name and password.                                        

OUTPUT:    If the sensor data is valid then send to server.                                      

 

MODULE 2: IoT Cloud 

DESCRIPTION:           

                     Sensors data can be stored and analysed effectively and efficiently. With the aid of an IoT cloud, 

computation-intensive data process and analysis tasks can be carried out in powerful servers, which greatly ease the 

burden of smart devices. 

 

 

 

 

 

 

 

 

 

 

 

INPUT   : Server generated the IP address 

OUTPUT: Send the data to IoT Cloud.   

 

MODULE 3-GUI 

DESCRIPTION: 

 The GUI is responsible for data visualization and management. It provides easy access to the data in the IoT cloud. 

Users can log onto the cloud to acquire visualized sensor data in real time. Generally, two kinds of GUIs are available 

for users to visualize sensor data, i.e., mobile apps and webpages. A mobile app can provide an immediate response to 

user input, while webpages are more convenient in terms of maintenance and upgrade. 

 

 

 

 

 

 

 

 

 

INPUT: Analysis of Sensor data from IoT Cloud by Doctor module 

OUTPUT: Send the alerts to the nodes. 

 

RPL BORDER ROUTER SELECTION ALGORITHM 

Using this border router, how to transmit data to the internet, how neighbours are understood and how the routes are 

computed by using the RPL border router algorithm.  The following components are needed. 

 Border-router 

 UDP-server 

 Slip-bridge 

USER NODES SENSOR READINGS 

 

SEND TO SERVER DATA 

 

 

SERVER 
ADDRESS 

CREATING THE 
ROUTES 

READING THE IP 
ADDRESS 

SEND TO IOT 
CLOUD 

 

IoT CLOUD 
DATA 

DOCTOR 
MODULE 

CURRENT 
READINGS 

 

SENDING THE 
ALERTS 
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 Httpd-simple. 

 
 

UDP-server nodes will form a DAG with the border router set as the root. The border router will receive the 

prefixthrough a SLIP (Serial Line Interface Protocol) connection and it will be communicated to the remaining of the 

nodes in the RPL network.In the border-router, the portion of code the node configured as the border router waits for 

the prefix to be set. Once it receives, the border router is set as the root of the DAG after which it sets the prefix of the 

rest of the nodes in the network. By default the border router host a simple web page. 

 

COAP 

Constrained Application Protocol (CoAP) is a software protocol intended to be used in very simple electronics devices 

that allows them to communicate interactively over the Internet.It is particularly targeted for small low power sensors, 

switches, valves and similar components that need to be controlled or supervised remotely, through standard Internet 

networks. CoAP is an application layer protocol that is intended for use in resource-constrained internet devices, such 

as WSN nodes. 

 

 
 

CONGESTION CONTROL RANDOM EARLY DETECTION (COCO-RED) TECHNIQUES 

CoCo-RED was designed to deliver a congestion control that is not only adaptive to network conditions but suitable for 

IoT characteristics.  CoAP-based message transmission and Observing Resource message transmission. CON: 

confirmable; ACK: acknowledgement. 
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According to the problems of the CoAP congestion control mechanisms suggested in the previous section, we propose 

the Congestion Control Random Early Detection (CoCo-RED) mechanism, which emerges from Random Early 

Detection (RED) gateways for congestion avoidance in packet-switched networks. 

 

RETRANSMISSION TIMEOUT (RTO) ALGORITHM 

 

RTO calculation randomly selected from the interval of 2–4 s, buffer management from the client, and retransmission.  

All the components were under the control of this mechanism in both the client and the server.The server starts 

calculating and determining the RTO timer by randomly selecting in intervals of 2–4 s. Then, it sends the CON 

message to the client, and the server needs an ACK message response within the period of the RTO timer; otherwise, 

the server undergoes retransmission.  

 
 

ROUND-TRIP TIME (RTT) ESTIMATION TECHNIQUES 

The CoAP does not adjust the RTO in accordance with the round-trip time (RTT).Consequently, if the chosen RTO 

value for the default CoAP mechanism is below a certain RTT, this may result in a failure of retransmission from the 

CoAP. Round trip time(RTT) is the length of time it takes for a signal to be sent plus the length of time it takes for an 

acknowledgement of that signal to be received. This time therefore consists of the propagation times between the two 

points of signal. 

 

IV. RESULTS AND DISCUSSIONS 

 

Cooja is the Contiki network simulator. Cooja allows large and small networks of Contiki motes to be simulated. Motes 

can be emulated at the hardware level, which is slower but allows precise inspection of the system behaviour, or at a 

less detailed level, which is faster and allows simulation of larger networks. Cooja is a highly useful tool for Contiki 
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development as it allows developers to test their code and systems long before running it on the target hardware. 

Developers regularly set up new simulations both to debug their software and to verify the behaviour of their systems. 

 

 
 

Figure 4.1 shows the distribution of sky motes for HTTP &CoAP Communication. 

 

Add 10 motes using Random positioning. Next in the Network Panel, click on View and add the following: Radio Environment, 

Mote ID and addresses. Now if you click on a Mote, it will display the Effective Radio coverage (green zone) and interference zone 

(grey zone) according to the selected medium model. The network setup for this demonstration can be seen in Figure 16. Mote 1 in 

this case is a Border Router mote which is compiled using firmware to be found in /contiki/examples/ipv6/ rpl-border-router/ border-

router. c. To establish the bridge with the Border Router, first right click the Border Router mote 1 and select ‘Mote tools for Sky1’ 

then ‘Serial Socket (SERVER)’. This will create a serial port on the Border Router which is accessible via UDP port number 60001 

on the local machine. 

 

 

 
Figure4.2  RPL Border Routers Routing table web pages for Proposed Model 
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Figure shows the RPL Border Router web page .By default the border-router applications includes a built-in web server, displaying 

information about the network, such as the immediate neighbors (1-hop located) and the known routes to nodes in its network. 

  

 
 

 

Figure 4.3 HTTP Web Sense Transmitter for Proposed model 

 

Figure 4.3 shows the sky-web sense application generates sensing data and provides access to the latest data via built-in web server. 

The actual IPv6 prefix is set in your tunslip6 application Keep adding motes and watches your network grow. On the sky-web sense 

node, the sensors enabled for this test are temperature and pressure. The results consult the web server by searching for 

http://[aaaa::212:7405:5:505] in the web browser to see the available readings. 
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Figure 4.4 HTTP Web Sense Receiver for Proposed model 

 

Figure 4.4 shows the sky-web sense application generates sensing data and provides access to the latest data via built-in 

web server. The results consult the web server by searching for http://[aaaa::212:7405:5:505]/1 in the web browser to 

control the actuators connects to mote. 
 

 

 
Figure4.5 SetupCoAP for Proposed model 
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Figure shows the setup of an IPv6 network with CoAP resources. A CoAP client (your web browser with the Copper 

plug in) polls the CoAP resource on the mote, and displays its content. The address ’Cooja2’ may be substituted with 

the IPv6 address, e.g., [aaaa:: 212:7402:2:202] To start discovering the available resources, press ”DISCOVER” and 

the page will be populated in the left side.  
 

 
 

Figure 4.6 Control motes from CoAP for Proposed model 

 

Figure 4.6 shows the setup of an IPv6 network with CoAP resources select the toggle resource and use POST to see 

how the RED led of the server mote will toggle. The status of a LED (actuators/toggle) is modified by posting a value 

to it. 
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V.CONCLUSION 

 

A low-power CoAP implementation for Contiki produces high energy efficiency with the help of generic radio duty 

cycling mechanism. We experimentally evaluated our implementation in a multi hop network and showed that the use 

of a duty cycle results in a low power consumption, at the cost of a higher latency. There are three major components 

for implementing IoT on different applications: Security, Privacy and Trust. While increasing the growth of IoT, 

security is more important for reliable data transferred among the billions of smart objects. In this research, we 

concentrate on CoAP protocol application layer protocol on IoT devices.A new congestion control mechanism for 

CoAP Observe Group Communication, namely CoCo-RED (Congestion Control Random Early Detection), based on 

buffer management and backoff algorithms in order to reduce the congestion of transmitted packets. Adapted from the 

TCP protocol, this congestion control mechanism can replace the previous CoAP. It can detect and predict congestion 

before packet loss occurs, especially when high network traffic density causes buffer overflow. Three major issues 

were also raised in this study: (1) RTO timer calculation, (2) average queue (AvgQ) and packet drop calculation, and (3) 

the use of the back off algorithm for retransmission. 
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