
 
 

 

Volume 11, Issue 3, March 2022 

Impact Factor: 7.569 



International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET) 

   | e-ISSN: 2319-8753, p-ISSN: 2347-6710| www.ijirset.com | Impact Factor: 7.569| 

|| Volume 11, Issue 3, March 2022 || 

        | DOI:10.15680/IJIRSET.2022.1102055 | 

IJIRSET © 2022                                                           |     An ISO 9001:2008 Certified Journal   |                                            2353 

 

Passive IP Trace Back: Disclosing the 
Locations of IP Spoofer’s from Path 

Backscatter 
 

Sneha S. Bhalerao1, Prof. Shilpa A Sanap2 

PG Student, Marathwada Institute of Technology, Aurangabad, Maharashtra State, India
1
 

Asst. Prof., Marathwada Institute of Technology, Aurangabad, Maharashtra State, India
2
 

 

ABSTRACT: Malicious packet dropping attacks during data transfer over the network pose a significant security risk 

to data traffic in sensor networks, as they lower legal network throughput and may obstruct the transmission of 

important data. Dealing with this assault is difficult since the sensor network's unstable wireless connection feature and 

resource limits may cause communication failure, leading to an incorrect conclusion about the presence of such an 

attack. From the source IP, the algorithm suggested Find Node Transmission. To destination IP scheme to transfer 

sensor data securely using TCP/IP Protocol and detect pocket drop and pocket forgery attacks. 
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I. INTRODUCTION 
 

IP spoofing, which refers to attackers using falsified source IP addresses to launch attacks, has long been recognised as 

a severe security issue on the Internet. Attackers can avoid exposing their real locations and thus avoid being traced by 

using addresses that are assigned to others or are not assigned at all, or they can enhance the effect of attacking, or they 

can launch reflection-based attacks by using addresses that are assigned to others or are not assigned at all. IP spoofing 

is used in a number of heinous attacks, including as SYN flooding, SMURF, DNS amplification, and so on. A DNS 

amplification attack has been detected, which has seriously harmed the service of a Top Level Domain (TLD) name 

server. Despite widespread belief that DoS assaults are launched via botnets and that spoofing is no longer important, 

the ARBOR research presented at the NANOG 50th meeting reveals that spoofing is still important in observed DoS 

attacks. Indeed, based on the collected backscatter messages from UCSD Network Telescopes, spoofing actions are still 

routinely noticed. Last but not least, identifying the origins of spoofing traffic can aid in the development of a 

reputation system for ASes, which can be used to encourage ISPs to validate IP source addresses. This is the first article 

to look into path backscatter messages in depth. Despite widespread belief that DoS assaults are launched via botnets 

and that spoofing is no longer important, the ARBOR research presented at the NANOG 50th meeting reveals that 

spoofing is still important in observed DoS attacks. Indeed, based on the collected backscatter messages from UCSD 

Network Telescopes, spoofing actions are still routinely noticed. Last but not least, identifying the origins of spoofing 

traffic can aid in the development of a reputation system for ASes, which can be used to encourage ISPs to validate IP 

source addresses. This is the first article to look into path backscatter messages in depth. 

 

II. EXISTING SYSTEM 
 

There are five primary categories of IP traceback approaches [1]: packet marking, ICMP traceback, router logging, link 

testing, overlay, and hybrid tracing. Routers must change the packet header to include information about the router and 

the forwarding decision when using packet marking methods. ICMP traceback, unlike other packet marking methods, 

sends further ICMP messages to a collector or a destination. When the router keeps a record of the packets transmitted, 

the attacking path can be reconstructed from the log. Link testing is a method of determining the attacker's upstream 

hop-by-hop while the attack is in progress. Through an overlay network, CenterTrack proposes transferring 

questionable traffic from edge routers to dedicated tracking routers. 
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III. DISADVANTAGES OF EXISTING SYSTEM 
 

The following are some of the current system's advantages: [1] 

Based on the collected backscatter messages from UCSD Network Telescopes, spoofing actions are still routinely 

noticed. There are at least two major obstacles to constructing an IP traceback system on the Internet. The first is the 

cost of implementing a routing system with a traceback capability. Existing traceback solutions are either not generally 

supported by today's commodity routers or will add significant overhead to the routers (ICMP generation, packet 

tracking, etc. ), especially in high-performance networks. The second issue is how difficult it is to get Internet service 

providers (ISPs) to work together. Given the potential for spoofers to spread across the globe, a single ISP deploying its 

own traceback system is almost pointless.  

However, because ISPs are business companies with competitive connections, there is usually no explicit financial 

motivation for them to assist clients of others in tracing attackers in their managed ASes. To the best of the authors' 

knowledge, there has never been a deployed Internet-scale IP traceback system because the deployment of traceback 

methods provides no evident benefits but appears to have a large overhead. Despite the fact that many IP traceback 

solutions have been offered and a huge number of spoofing activities have been discovered, the true locations of 

spoofers remain unknown.. 

 

IV. SYSTEM DEVELOPMENT 
 

To overcome the deployment issues, we suggest a unique approach called Passive IP Traceback (PIT). Routers may fail 

to forward an IP spoofing packet for a variety of reasons, such as when the TTL expires. The routers may generate an 

ICMP error message (called path backscatter) and send it to the faked source address in such instances. Because the 

routers can be close to the spoofers, the path backscatter messages may potentially betray the positions of the spoofers. 

PIT uses these path backscatter messages to track down the spoofers' position. With the spoofers' whereabouts 

established, the victim can ask the corresponding ISP for assistance in filtering out the offending packets or launch 

additional counterattacks. PIT is especially useful for the victims in reflection based spoofing attacks, e.g., DNS 

amplification attacks. The victims can find the locations of the spoofers directly from the attacking traffic 

 

V. PERFORMANCE ANALYSIS 
 

The feasibility study is carried out to test whether the proposed system is worth being implemented. The proposed 

system will be selected if it is best enough in meeting the performance requirements. 

The feasibility carried out mainly in three sections namely. 

 Economic Feasibility: Economic analysis is the most frequently used method for evaluating effectiveness of 

the proposed system. More commonly known as cost benefit analysis. This procedure determines the benefits 

and saving that are expected from the system of the proposed system. The hardware in system department if 

sufficient for system development. 

 Technical Feasibility: This study center around the system’s department hardware, software and to what 

extend it can support the proposed system department is having the required hardware and software there is no 

question of increasing the cost of implementing the proposed system. The criteria, the proposed system is 

technically feasible and the proposed system can be developed with the existing facility. 

 Behavioral Feasibility: People are inherently resistant to change and need sufficient amount of training, which 

would result in lot of expenditure for the organization. The proposed system can generatereports with day-to-

day information immediately at the user’s request, instead of getting a report, which doesn’t contain much 

detail. 

 

VI. CONCLUSION 

  
In this project, the system has proposed a light-weight provenance encoding and decoding scheme. This scheme is 

based on bloom filters. And proposed an in-packet Bloom filter (IBF) provenance-encoding scheme. A wireless sensor 

network (WSN) (sometimes called a wireless sensor and actor network (WSAN)) are spatially distributed autonomous 

sensors to monitor physical or environmental conditions, such as temperature, sound, pressure, etc. and to cooperatively 

pass their data through the network to a main location. In a multi-hop sensor network, data provenance allows the BS to 

trace the source and forwarding path of an individual data packet. 
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