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ABSTRACT: Link Layer Discovery Protocol (LLDP), which is widely used by the controller in Software-Defined
Networking to discover the network topology, has been demonstrated to be unable to guarantee the integrity of its
messages. Attackers could exploit this vulnerability to fabricate LLDP packets to declare a false link connecting two
distant switches to the controller. By doing so, the controller would be misled to route flows to the false links, which
leads to further DoS, eavesdropping and even hijacking attacks. This attack seems very similar to the well-known
Worm-Hole Attack in wireless sensor networking (WSN).Nevertheless, in WSN, attackers are assumed to leverage an
out of-band wired channel to achieve the true packet transmission between the two cheating sensor nodes. We propose
two efficient methods for separating the valid RSSI observations of behaving nodes from those falsified by malicious
participants. Further, we note that prior signal print methods are easily defeated by mobile attackers and develop an
appropriate challenge-response defense.

KEYWORDS: Wormhole attack, WSN, Security, Malicious node
I. INTRODUCTION

The emergence of Software-Defined Networking (SDN) has provided a new network design for future networks.
Different from the legacy network, SDN separates the control plane from the data plane, which provides a holistic
network topological visibility and flexible programmability. Many enterprises show a great interest in it, and some, for
example, Google data centers, have already deployed such technology in their network.

In a normal SDN network, with the help of Open Flow Discovery Protocol (OFDP) referring to Link Layer Discovery
Protocol (LLDP), the controller could discover the network topology. However, there are two main vulnerabilities in
LLDP: (1) The simple semantics of LLDP makes it easy to falsify the LLDP packets; (2) There is no authentication to
ensure the integrity of LLDP packets. Because of these weaknesses, the Link Discovery Service of SDN has been
demonstrated as unsecure. The study of topology poisoning in SDN is still in the infancy stage [4]. Hong et al. [3]
exploit these vulnerabilities to fabricate LLDP packets to declare a bogus link connecting two distant switches which
are not linked in fact. As a result, the SDN controller would acquire a wrong network topology, and forward the data
flows to the fabricated link. This would cause further DoS, eavesdropping and even hijacking attacks, which are
extremely serious attacks.

Nevertheless, this attack is prone to be detected by the controller as the packets cannot be really transmitted over the
forged link. It would produce 100% packet loss when flows are misguided to this link. A simple way to address this
problem is by building an out-of-band wired channel between the two switches. However, considering these two
switches could be extremely distant, this idea is obviously too expensive. In fact, this attack seems quite similar to the
well-known Worm-Hole Attack in wireless sensor networking (WSN).

In their scenario, two compromised sensor nodes, which are out of radio transmission range, falsely declare to others
that they are within the transmission range so as to attract packets to go through them that should never go in the first
place. Moreover, the two cheating nodes are assumed to be connected by an out-of-band wired channel, and thus, the
packets can be then forwarded from one compromised node to another and few packet loss occur. This assumption is
reasonable because the network environment in WSN could be much more complex and diverse than that in SDN, and
it is entirely possible for some nodes having been connected to existing wired network besides the wireless network. In
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contrary, most switches in SDN usually belong to one wired network and have no such out-of-band links, which makes
launching this worm-hole attack in SDN much more challenging than in WSN.

II. LITERATURE SURVEY

Several algorithms and scientific studies that have been devoted for MANET. Some of these algorithm require
specialized hardware or incur high communication overhead. However, we will concentrate on literature on some of the
prevailing solutions on MANET and give brief description of all the relevant literature reviewed.

Chiu and Lui [1] propose wormhole detection method called delay per hop indication (DELPHI). DELPHI perform
multipath approach and calculates mean delay per hop of every path. The sender calculate mean delay per hop of each
route. Thus, wormhole nodes can be detected if the path that has longer delays and will not be selected to transmit the
data packet. Due to the information and detection that DELPHI perform at the sender, it does not require synchronized
clock to determine the positioning of the node.

Amish and Vaghela [2] proposed an extension to AODV to detect wormhole attack called Ad-hoc On-demand
Multipath Distance Vector routing protocol (AOMDYV). the proposed method based on RTT calculation from the
source to destination for every route, then, it divide the value of RTT by corresponding hop count and the average value
is a threshold value and compare the RTT value with the threshold to determine the existence of wormhole.

Tun and Maw [3] proposed a wormhole detection mechanism based on RTT and neighbour number. The consideration
in here is that the adversary can increases the number of neighbours of the nodes within the radius, to provide
inaccurate RTT value between successive nodes. Therefore, when the RTT value between two successive nodes is high
and the neighbour number is considerable greater than the average neighbour number, there is a suspect that a
wormbhole path is in between.

Capkun et al. [4] proposed a method called secure tracking of node encounters (SECTOR) against wormhole attack.
The distance between two nodes can be calculated based on the speed of data transmitted. The detection method
measure the time between sending out a challenges bit and receiving the response, the first node will compute an upper
bound of the distance which is between these two nodes, after than, check whether this distance violates and physical
constraints.

Lai [5] proposed a method against wormhole attack, by applying the standard routing protocol IPv6 for Low Power
and Lossy Networks (RPL). However, this approach delimits the maximum distance that a packet can take in the
transmission. The rank of a node defined RPL is adopted to measure the distance. The proposed detection method
discovers malicious wormhole nodes if unreasonable rank values are identified.

Hu et al. [6] proposed wormhole attack detection mechanism based on packet leashes. The proposed methodology
consider both geographical and temporal leashes. The geographical rely on current location and transmission time
associate with the packet. The receiving node will compute the distance to the sender and the time it took the packet to
traverse the path to determine whether the packets recipient within a certain distance from the sender. In temporal
leashes, based on clock that is tightly synchronized but do not rely on GPS information. The sending node will
associate the transmission time and the expiration time to every sent packet to restrict the packet to travel over long
distances, and at the receiving node will use its own packet reception time for verification. By using compute
lightweight operations which will determine whether the packet pass through the wormhole path.

Hu and Evans [7] proposed mechanism based on directional antennas to prevent wormhole attacks. Neighbour lists will
be built in a secure way by using the direction in which a signal is heard from a neighbour with the assumption that the
antennas on all the nodes are aligned. However, it only prevents the kind of wormhole attacks in which malicious nodes
try to deceive two nodes into believing that they are neighbours.

Chen et al. [8], proposed a distance-consistency-based secure localization scheme that is employed against wormhole
attack. It consist of three different phases of detection of wormhole attack. Firstly, detect and identifies whether it is
under a duplex wormhole attack or a simplex wormhole attack. And second, the valid locator’s identification, different
identification schemes are proposed to identity the V-locators. Third, self-localization, after identifying the V-locators,
the sensor conducts the self-localization using the MLE method with correct distance measurements.
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Jamali and Fotohi [9] proposed a method against wormhole attack through Artificial Immune System (AIS) which is
able to protect against a set of extraneous attacks without affecting the overall performance of the network. The
proposed approach consist of two phases, in the first phase a test packet will be employed and sent from each route and
the destination is obliged, a confirmation packet will be send upon receiving test packet. Thus, if the route contain
wormhole nodes, the packet will not reach its destination and validation packet will not be received. While in the
second phase, usually wormhole attack having lower hop count compare with actual nodes. Thus, when having a low
number of hop counts in a route, the possibility of pollution of this route would increase. Which is the situation with a
low round trip time and an increase of total energy of the existing nodes in the route.

Tamilarasi and Santhi [10] proposed a method against wormhole attack in MANET through identifying the wormhole
and select the best path. Initially, several path will be generated between source and destination called ‘K’ using Ad-
hoc on demand Multipath Distance Vector (AOMDYV) routing protocol. Then, the wormhole attacked path will be
identifies through source node by verifying the Detection Packet (DP) and Feedback Packet (FP) from the destination.
After determine the wormhole attacked paths, the source node will selects the best path among the attacker free paths
using Particle Swarm Optimization (PSO) algorithm and forwards the data to the destination through the best path.

III. SYSTEM ANALYSIS

EXISTING SYSTEM

Exploit these vulnerabilities to fabricate LLDP packets to declare a bogus link connecting two distant switches which
are not linked in fact. Attacker nodes are detected by analyzing the signal strength of malicious node and also by
analyzing distance estimation, the nodes are detected.

DRAWBACKS

e Flows misguided to the fake link will cause 100% packet loss

e  More communication overhead.

e It assumes that all nodes, including attackers, remain stationary.

e Consume more energy.

e Less flexible

e  Security is the main problem
PROPOSED SYSTEM

The first True worm-hole attack in SDN, which could achieve packet transmission over the forged link without using
any out-of-band channels. Received Signal Strength based position verification is more promising as compared to other
worm hole attack detection techniques because it is lightweight and does not require centralization. Nodes can locally
determine their locations through received signal strength variations and inform neighbors about location updates
accordingly. In position verification, network nodes verify the position of each node and further ensure that each
physical location is bounded by only one identity at any particular time. To detect moving attackers, note that
successive transmissions from the same stationary node should have the same signal print, while attackers cannot
quickly (i.e., in milliseconds) switch between precise positions and therefore have inconsistent signal prints . They did
not further develop or evaluate a method making use of this observation. We prove conditions under which a
participant can fully separate true and false observations.

ADVANTAGES

Signal print is used to detect the attacker node.

Communication overhead reduced.

Easily identify the moving attacker node, it detects and reject the moving nodes.
Less energy

More flexible

Secure communication establishment
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IV.METHODOLOGY

IMPLEMENTATION TOOL

NS2 (Network simulator 2)

NS2 is an open-source event-driven simulator designed specifically for research in computer communication networks.
NS2 has continuously gained tremendous interest from industry, academia, and government. Having been under
constant investigation and enhancement for years, NS2 now contains modules for numerous network components such
as routing, transport layer protocol, application, etc. NS Version 2 included a scripting language called Object-oriented
Tool cl (OTcl). It is an open source software package available for both Windows 32 and Linux platforms. NS-2 has
many uses including:

e To evaluate the performance of existing network protocols.

e To evaluate new network protocols before use.

e To run large scale experiments not possible in real experiments.

e To simulate a variety of IP networks

Proposed Methodology

The main objective for designing the system is to apply Neighbor list based detection algorithm along with Collision
avoidance algorithm for the security of mobile ad hoc networks. It also improves throughput and decrease routing delay
by using DSDV routing protocol. It maintains a routing table, which lists all available destinations, the metric and next
hop to each destination and a sequence number generated by the destination node. Using such routing table stored in
each mobile node, the packets are transmitted between the nodes of an ad hoc network. Each node of the ad hoc
network updates the routing table with advertisement periodically or when significant new information is available to
maintain the consistency of the routing table with the dynamically changing topology of the ad hoc network. The
routing table gives the path distance to each destination and best route to get there. To maintain the table up to date,
each router exchanges information with all its neighbors periodically. The minimum distance to any neighbor of a node
changes, then the process will be repeated until all the nodes have updated the routing information.

ARCHITECTURE

Topology formation

w

Message Broadcasting

h 4
RSSI Observations Transfer the observations to
neighbor nodes

h

Reject attacker node Attacker Node Detection

¥
Find out alternate optitmum path
for transmission

Fig.1 System Architecture
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Topology formation
Constructing Project design in NS2 should takes place. Each node should send hello packets to its neighbor node which
are in its communication range to update their topology.

Message broadcasting
In this module the source node send the packets to the destination. Each and every nodes broadcast their packets to their
neighbor node.

RSSI observations
It separates the valid RSSI observations of behaving nodes from those falsified by malicious participants. Received
Signal Strength indication is a location based algorithm. It uses the location to detect the attacker node.

Attacker node detection
It includes signal print to detect the attacker nodes in the Wireless Sensor Network. Each node monitors the neighbor
nodes which are in their coverage. If it detects any malfunction in the network, it reports to the base station.
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Fig 5.1: Node creation and Topology formation

In the above output screen display the no.of.nodes created and topology formation in NAM window shown in Fig 5.1.
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Fig 5.2: RSSI Informs attacker to the sink node
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In the above figure detects the attacker node and schedules the awake up region. Then RSSI informs attacker node to
the sink as shown in Fig 5.2.

_ED Applications Places sSystem @& [y [&1 o o SR Mon Mar 28, 7:21 PM  shanmuga
B : Ham: Nam:nam [SIETET
| File Wiews @nalusiz | Ham . niam |
| a4 - - 13 \| 5, 7a0000 | Step: 8.0 ‘
! —r=
=3
|
=l
&
| ® o © © ®
@ @ @ "
SOURCE
@ @, @ (D)
@ ® o K )
@ @ © @ @
@ o] @ e ©
] i
| Lol I | | \Hﬁm | I | I | (-1 I B (- I | I | (- I | I | | I | I | (- I | I | { I I | (- I | I |
‘;\ Euda = 47 DETECTS the Sybil 49 and sohedulss an AUAKE region
ode — 2 RSS1 inforns Subil to the Sink
| Hode = 47 RSSI informs Subil ko the Sink o)
| T
= sybil - File Brows... || @ shanmuga@local... | I xgraph || 1 xgraph || 1 xgraph | ™1 nam: Nam.nam || 1 Nam console vi.... | [ O &

Fig 5.3: Node 47 detects the attacker node 49 and schedules awaken region

In the above figure node 47 detects the attacker node 49 and schedules the awake up region as shown in Fig 5.3.
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Fig5.4 Node 48 scheduled to awakened to send the sensed data to the base station
In the above figure schedules the awake up region and sends the sensed data to the base station as shown in Fig 5.4
VI. CONCLUSION

In this paper, we present the Worm-Hole Attack in SDN, which seriously influences the security of data in SDN
network. Compared with previous work, our attack realizes communication through the fake link with in-band
channels. We have presented a new mechanism of detecting node misbehavior. We have presented reputation and trust
based mechanism in detecting attacker in the network. This research described a method to use signal prints to attacker
node in open ad hoc and delay-tolerant networks without requiring trust in any other node or authority. We use the
inherent difficulty of predicting RSSIs to separate true and false RSSI observations reported by one-hop neighbors.
Attackers using motion to defeat the signal print technique are detected by requiring low latency retransmissions from
the same position.
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VIL. FUTURE SCOPE

In future works, we intend to enhance the simulation environment so that we can consider a more dynamic attack
model. In this phase, we enhance tracking Method to detect Multiple attacker nodes. Since we have to detect multiple
attacker nodes, we use only one Sensor node to sense the attacker to reduce the redundancy of the sensed data. In case
of failure in any node, the possible node to detect the attacker in the same face will sense the misbehaving nodes. By
using this concept we’ll reduce the Data Redundancy and Energy Consumption of the network.
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