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ABSTRACT: Cloud computing technology is gaining an increased attention of the mobile device users nowadays. 

Cloud storage is becoming more popular due to its features like centralized infrastructure, monitored performance, 

device and location independence, reliability, scalability etc. Cloud helps its users to store and process their data in data 

centers located pervasively. Users can store as well as share the data anytime anywhere. The continuous integration of 

global information leads to more and higher value data. Challenges have increased in enterprise IT departments due to 

exponential growth of high value data. Cloud computing aims at providing an overview of privacy issues and legal 

frameworks for data protection in cloud environment. Security and authority always remains an issue when it comes to 

sharing data over cloud. The highlight over here is the use of mobile device for sharing the data.  
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I. INTRODUCTION 

 

Cloud can be defined as a set of services dubbed at a remote location. Cloud is analogical to network. Cloud computing 

is a model for enabling ubiquitous, convenient, on demand access to a shared pool of configurable computing 

resources. Cloud computing and storage solutions provide users and enterprises with various capabilities to store and 

process their data in third party data centres. The three types of services provided by cloud are:  IaaS (Infrastructure as 

a Service), PaaS (Platform as a Service) and SaaS (Software as a Service). The three main types of clouds are Public 

clouds, Private clouds and Hybrid clouds. Mobile Cloud Computing (MCC) is a combination of cloud computing and 

mobile networks to bring benefits for mobile users, network operators and cloud providers. It refers to an infrastructure 

where both the data storage and data processing happen outside of the mobile device. Mobile cloud computing is an 

interaction between human and computer. Secure data protection is an important but comparatively accomplishable 

issue. Cloud computing offers can be various regarding the specification. Software as a Service (SaaS) describes the 

distribution of ready to use applications based on this technology model [4]. The basic aim of mobile computing is to 

send and receive data across cellular networks. However, the outsourced data typically contains sensitive privacy 

information, such as residential addresses, personal information, etc. which may lead to severe confidentiality 

violations, if efficient protection is not provided. It therefore becomes necessary to encrypt the sensitive data before 

outsourcing them to cloud [10]. Also privacy and integrity of the documents must be maintained in the cloud storage 

during the period of uploading and accessing [1]. 
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Fig 1: Cloud Computing 

 

II. LITERATURE SURVEY 

 

In this paper, the main focus is on the storage outsourcing in distributed cloud servers. Some solutions assume cloud 

servers to be trusted which may be a too strong assumption to constrain the applicability. Also, the mobility of mobile 

devices and cooperative accessibility of files on cloud servers are not yet carefully considered. Moreover, as mobile 

devices may be lost incidentally, the storage of mobile devices are vulnerable to exposure, which is ignored. To 

overcome all these problems, a family of schemes was designed to guarantee the privacy and integrity of outsourcing 

files or data. It firstly proposes an encryption based scheme (EnS), for a situation of single accessible Cloud Server. It 

then proposes a coding based scheme (CoS) for the situation that multiple cloud servers are available without relying 

on encryption. Then it proposes a sharing based scheme (ShS) to further decrease the computation overhead by only 

relying on exclusive – or operation. All these schemes are restricted to the storage compromise on mobile devices and 

all assume that the cloud servers are distrusted. Thus, they provide a stronger protection for more general and realistic 

application scenarios. The security requirement fulfilled in this paper is data confidentiality and data integrity users‟ 

files in mobile cloud computing [1] 

To address the data privacy challenges on cloud, Cong Wang, proposed outsource image recovery service (OIRS). The 

design of the system is based on a compressed sensing framework which is a sampling and reconstruction framework 

enabling data acquisition. The design goals of OIRS system are security, effectiveness, efficiency and extensibility. The 

empirical evaluations are setting of experiment, evaluation of efficiency and evaluation of effectiveness. The system 

framework includes four probabilistic polynomial time algorithms as „KeyGen‟ for key generation, „ProbTran‟ for 

problem transformation, „ProbSolv‟ for problem solving and „DataRec‟ for data recovery. The major drawback of this 

system is that it lacks speedup in performance [2] 
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Based on the study of other data de-duplication technologies, especially the Similarity-Aware Partitioning (SAP) 

Algorithm, this paper proposes the Frequency and Similarity-Aware Partitioning (FSAP), algorithm on cloud storage. It 

also proposes the Space-Time Utility Maximization Model (STUMM), which is useful in balancing the relationship 

between space efficiency and access efficiency. It uses 100 web files downloaded from CNN for testing and the results 

show that relative to using the algorithm associated with the SAP algorithm, the FSAP algorithm based on STUMM 

reaches higher compression ratio and a more balanced distribution of the data block. De-duplication helps in achieving 

space efficiency, improving storage efficiency and reducing network traffic. Techniques like delta encoding, Bloom 

filter and sparse index were also used to enhance the performance of de-duplication First of all, data is partitioned 

based on similarity coefficient of files. Then redundancy is removed based on occurrence of frequency of blocks. Here, 

the problem of redundant data in cloud storage systems is discussed. The main goal of this paper is how to use less 

space to store more data files and not affect access efficiency [3] 

Florian et al., did a literature survey on IT flexibility and its beneficial effects on costs, legal uncertainties regarding 

data processing on cloud computing storage especially between large economies. Due to complexity regarding 

international law, this study focused on data traffic between USA and EU. The main objective of this study is to review 

the literature on protection of data and privacy along with cloud technologies for establishment of existent law 

understanding. The basic problems surveyed were lack of regulations, legal uncertainty, missing control mechanism for 

users, and unauthorized access by third parties and cross border data flow. In this review, a detailed examination of 

legal literature is missing. Another limitation of this study is lack of investigation in relation to the imminent General 

Data Protection Regulation since the currently accessible information is rather vague [4]. 

Cloud based Personal Health Record System had been developed to handle large amount of medical data generated by 

the clinical institutions in an effective and efficient way. The system allows continuous capability of monitoring by 

supporting dynamic creation of clinical document architecture from a mobile device. One of the important concepts of 

this scheme is the cloud based file manager module which is similar to Dropbox. This Personal Health Record System 

(PHRS) helps in self monitoring and controlling health. The repository based on cloud can be shared with clinicians as 

and when required. The scheme provides the capability of constant monitoring by using easy uploading module and 

decision support system. The system does not talk about any security issues concerned with the data stored on cloud [5] 

The system shows current problems based on mobile cloud technology and focuses on its future potential. As the 

system tells, storing of data is not the only need of the user; the user also needs to share the contents. This need is 

satisfied by various social networks such as Facebook. This social interaction over such content cannot be globalized as 

it is limited for a group of particular closely related people. Hence device to device (D2D) strategy is used for content 

sharing. The key element of this system is Network coding. Network coding provides features like energy saving, 

bandwidth saving, delay reduction, privacy assurance and preventing false packet injection. Network coding 

implementation on mobiles is more feasible. Morten et al., mainly focused on the concept of mobile cloud and sharing 

data over it. The system has discussed the concept of content sharing only, but the sharing of other resources like 

spectrum onboard sensor information etc. is not concerned [6] 

Event Based Mobile Social Networks (MSNs) allows any mobile users to create events to share group messaging, 

locations, photos and insights among participants. Event Based MSNs are a category of dynamic social networks 

having a shared feature that the events in the social network are immanently temporal. Here, event based MSNs with 

smart phone content technology elements such as context aware mobility and multimedia sharing are presented. MSNs 

combine techniques in social science and wireless communication for mobile networking. This paper explains possible 

researches on interoperability, middleware design, rich media, event detection and recommendation, security and 

privacy. However, event based mobile applications remain unsatisfactory for users, as there is no single application that 

provides an integrated feature to address all the issues of applications of event based social services [7]. 

Mobile Collaboration architecture (MoCA) is a middleware architecture for developing context processing services and 

context sensitive data. The new distributed computing environment poses new challenges such as host mobility, limited 

device resources and intermittent connectivity. This project aims to experiment with new forms of mobile collaboration 

and implement a flexible and extensible service based environment which can develop collaborative applications. 
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MoCA was basically designed for infrastructure wireless networks. The MoCA infrastructure consists of client and 

server APIs and Proxy Framework. The server API offers interfaces that handle the servers configuration options. The 

client API offers interfaces to configure the client, find a proxy and send and receive data from the proxy. The proxy 

framework gives the application developer a simple mechanism for accessing context information related to client 

devices. The main goal is to design collaborative applications that use information about both user proximity and 

interest affinity to determine the participants of collaboration [8]. 

Carl et al., proposed an encryption scheme called Dynamic Searchable Symmetric Encryption which enables a client to 

store a dynamic set of documents in encrypted form with server. The system uses a concept of blind storage in which 

the clients store their files on remote server and the server does not know any parameter of the file, length of file and its 

place to be stored. Security guarantees are stronger and easier to understand. Blind storage construction is known as 

Scatter Store. A dynamic Searchable Symmetric Encryption scheme (SSE) has five probabilistic polynomial time 

procedures as SSE.keygen, SSE.indexgen, SSE.search, SSE.add and SSE.remove. The index generation process in this 

system is 20 times faster than the previous system. The major drawbacks of this scheme are insecurity against actively 

corrupt servers and insecured searches involving multiple keywords [9] 

Hongwei et al., has developed an efficient multi keyword search scheme based n k-nearest neighbor techniques that 

returns ranked search accuracy based results. This system has been proposed to tackle the cloud storage issues like 

privacy and confidentiality. The system model consists of three entities as data owner, search user and cloud server. 

The data is stored by data owner on cloud by using encryption. This data can be accessed by a search user using a 

secret key receiver from the data owner. Due to the concept of encryption and secret key, the system becomes highly 

secured. The scheme uses the concept of blind storage in which the server does not know anything about the data stored 

on cloud. The proposed scheme can achieve confidentiality of documents in an efficient way as demonstrated by the 

security analysis. The system does not tell anything about the authorization and the access control issues [10] 

   

III. CONCLUSION 

 

The purpose of this paper is to get a better understanding of the existing systems with regard to currents measures for 

data protection in mobile clouds. Our content analysis revealed numerous challenges for future research in this area. 

The evaluation of previous papers motivates us to design a system which can provide more computational efficiency 

and a simpler infrastructure. Security analysis has demonstrated that a scheme can be proposed which can effectively 

achieve confidentiality of documents. For the future work we will investigate on security and integrity issues. Our 

study provides a valuable overview of currents key regulations to be taken into consideration by practitioners which are 

currents using mobile cloud computing or tend to apply this technology. 
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