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ABSTRACT: A mosaic image generation and transmission technique is proposed, which transforms automatically a given
secret image into target image - called secret — fragment - visible mosaic image of the same size. The mosaic image, which looks
similar to an arbitrarily selected target image and may be used as a secret image, is yielded by dividing the secret image into
fragments and transforming their colour characteristics to be those of the corresponding blocks of the target image. Skilful
techniques are designed to conduct the colour transformation process so that the secret image may be recovered nearly lossless.
A scheme of handling the overflows/underflows in the converted pixels’ colour values by recording the colour differences in the
untransformed colour space is also proposed. The information required for recovering the secret image is embedded into the
created mosaic image by a lossless data hiding scheme using a key. Good experimental results show the feasibility of the
proposed method by using the CMYK method.

KEYWORDS: Mosaic Image, Secret Image, Target Image, CMYK Method, HSV, HLV, Secure image transmission,
Data Hiding.

I. INTRODUCTION

Images from various sources are frequently utilized and transmitted through the internet for various applications, such
as online personal photograph albums, confidential enterprise archives, document storage systems, medical imaging
systems, and military image databases. These images usually contain private or confidential information so that they
should be protected from leakages during transmissions. Recently, many methods have been proposed for securing
image transmission, for which two common approaches are image encryption and data hiding. Image encryption is a
technique that makes use of the natural property of an image, such as high redundancy and strong spatial correlation, to
get an encrypted image based on Shannon’s confusion and diffusion properties. The encrypted image is a noise image
so that no one can obtain the secret image from it unless he/she has the correct key. Which transforms automatically a
given large-volume secret image into a so-called secret-fragment-visible mosaic image of the same size. The mosaic
image, which looks similar to an arbitrarily selected target image and may be used as a camouflage of the secret image,
is yielded by dividing the secret image into fragments and transforming their colour characteristics to be those of the
corresponding blocks of the target image. Skilful techniques are designed to conduct the colour transformation process
so that the secret image may be recovered nearly lossless. Image encryption is a technique that makes use of the natural
property of an image, such as high redundancy and strong spatial correlation, to get an encrypted image based on
Shannon’s confusion and diffusion properties.

Il. RELATED WORKS

In the first phase, a mosaic image is yielded, which consists of the fragments of an input secret image with colour
corrections according to a similarity criterion based on colour variations.
The phase includes four stages:

1. Fitting the tile images of the secret image into the target blocks of a preselected target image.
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2. Transforming the colour characteristic of each tile image in the secret image to become that of the
corresponding target block in the target image.
3. Rotating each tile image into a direction with the minimum RMSE value with respect to its corresponding
target block and
4. Embedding relevant information into the created mosaic image for future recovery of the secret image.
In the second phase, the embedded information is extracted to recover nearly lossless the secret image from the
generated mosaic image.
The phase includes two stages:
I. Extracting the embedded information for secret image recovery from the mosaic image, and
Il. Recovering the secret image using the extracted information.

COLOR TRANSFORMATIONS BETWEEN BLOCKS

In the first phase of the proposed method, each tile image T in the given secret image is fit into a target block B in a
preselected target image. Since the colour characteristics of T and B are different from each other, how to change their
colour distributions to make them look alike is the main issue here. Reinhard et al. proposed a colour transfer scheme in
this aspect, which converts the colour characteristic of an image to be that of another in the laf colour space. This idea
is an answer to the issue and is adopted in this paper, except that the RGB colour space instead of the laf one is used to
reduce the volume of the required information for recovery of the original secret image.

The color of each pi be denoted by (ri, gi, bi) and that of each p_i by (r_i, g_i, b_i). At first, we compute the means and
standard A New Secure Image Transmission Technique deviations of T and B, respectively, in each of the three color
channels R, G, and B by the following formulas.

In which ci and c_i denote the C-channel values of pixels piand p_i, respectively, ith =r, g, or b and C=R, G, or B.
Next, we compute new colour values (r__i,g__i,b__i)foreachpiinT by

ci;" =qcci — )+ ',

In which gc = o_cloc is the standard deviation quotient and ¢ = r, g, or b. It can be verified easily that the new colour
mean and variance of the resulting tile image T_ are equal to those of B, respectively. In transforming the colour
characteristic of a tile image T to be that of a corresponding target block B as described above, how to choose an
appropriate B for each T is an issue. For this, we use the standard deviation of the colours in the block as a measure to
select the most similar B for each T. Specially, we sort all the tile images to form a sequence, Stile, and all the target
blocks to form another, Starget, according to the average values of the standard deviations of the three colour channels.
Then, we fit the first in Stile into the first in Starget, fit the second in Stile into the second in Starget, and so on.
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I1l. EXPERIMENTAL RESULTS

In transforming the colour characteristic of a tile image T to be that of a corresponding target block B as described
above, how to choose an appropriate B for each T is an issue. For this, we use the standard deviation of the colours in
the block as a measure to select the most similar B for each T. Specially; we sort all the tile images to form a sequence,
Stile, and all the target blocks to form another, Starget, according to the average values of the standard deviations of the
three colour channels. Then, we fit the first in Stile into the first in Starget, fit the second in Stile into the second in
Starget, and so on. Additionally, after a target block B is chosen to fit a tile image T and after the colour characteristic
of T is transformed, we conduct a further improvement on the colour similarity between the resulting tile image T_ and
the target block B by rotating T_ into one of the four directions, 0o, 900, 1800, and 2700, which yields a rotated version
of T_ with the minimum root mean square error (RMSE) value with respect to B among the four directions for final use
to fit T into B. After the colour transformation process is conducted as described previously, some pixel values in the
new tile image T_ might have overflows or underflows. To deal with this problem, we convert such values to be non-
overflow or non underflow ones and record the value differences as residuals for use in later recovery. Specifically, we
convert all the transformed pixel values in T_ not smaller than 255 to be 255, and all those not larger than 0 to be 0.
Next, we compute the differences between the original pixel values and the converted ones as the residuals and record
them as part of the information associated with T_. Accordingly, the pixel values, which are just on the bound of 255 or
0, however, cannot be distinguished from those with overflow/underflow values during later recovery since all the pixel
values with overflows/underflows are converted to be 255 or 0 now.
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Fig. 1 Flow diagram of the Choosing Appropriate Target Blocks and Rotating Blocks

In the first phase, a mosaic image is yielded, which consists of the fragments of an input secret image with colour
corrections according to a similarity criterion based on colour variations. The phase includes four stages:
a) Fitting the tile images of the secret image into the target blocks of a preselected target image.
b) Transforming the colour characteristic of each tile image in the secret image to become that of the
corresponding target block in the target image.
c) Rotating each tile image into a direction with the minimum RMSE value with respect to its corresponding
target block.
d) Embedding relevant information into the created mosaic image for future recovery of the secret image.
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(i)

Fig. 2 Experimental result of Mosaic Image Creation.

(a) Secret image. (b) Target image. (c) Mosaic image created with tile image size 8x8. (d) Recovered secret image using a correct key with RMSE=
0.948 with respect to secret image (a). (e) Recovered secret image using a wrong key. (f)-(i) Mosaic images created with different tile image sizes:
16x16, 24x24, 32x32, and 40x40.

In the second phase, the embedded information is extracted to recover nearly lossless the secret image from the

generated mosaic image. The phase includes two stages:
a) Extracting the embedded information for secret image recovery from the mosaic image and
b) Recovering the secret image using the extracted information.

IV. FEATURE EXTRACTION

A series of experiments have been conducted to test the proposed method using many secret and target images with
sizes 1024x768 or 768x1024. To show that the created mosaic image looks like the preselected target image, the
quality metric of root mean square error (RMSE) is utilized, which is defined as the square root of the mean square
difference between the pixel values of the two images. It can be seen from the figures that the created mosaic image
retains more details of the target image when the tile image is smaller. It can also be seen that the block effect is
observable when the image is magnified to be large; but if the image is observed as a whole, it still looks like a mosaic
image with its appearance similar to the target image. A mosaic image created with smaller tile images has a smaller
RMSE value with respect to the target image. On the other hand, the number of required bits embedded for recovering
the secret image will be increased when the tile image becomes smaller.

In order to increase the security of the proposed method, the embedded information for later recovery is encrypted with
a secret key as seen in Algorithm 1. Only the receiver who has the key can decode the secret image. However, an
eavesdropper who does not have the key may still try all possible permutations of the tile images in the mosaic image
to get the secret image back. Fortunately, the number of all possible permutations here is n, and so the probability for
him/her to correctly guess the permutation is p=1/n! Which is very small in value? For example, for the typical case in
which we divide a secret image of size 1024x768 into tile images with block size 8x8, the value n is (1024x768)/(8x8)
= 12,288. So the probability to guess the permutation correctly without the key.
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V. ALGORITHMS OF THE PROPOSED METHOD

Based on the above discussions, the detailed algorithms for
Mosaic image creation and secret image recovery may now be described respectively as Algorithms 1 and 2.

Algorithm 1 Mosaic image creation using CMYK

Input: A secret image S, a target image T, and a secret key K.
Output: A secret-fragment-visible mosaic image F.

Fig. 3 Correct permutations of tile images in the mosaic image without
Recovering the original colour characteristics (a) correct permutation of tile
Images (b) correct permutation of tile images.

Algorithm 2 Secret image recovery HSL, HSV

Input: a mosaic image F with n tile images {T1, T2,..., Tn} and the secret key K.
Output: the secret image S.
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VII. CONCLUSION

A new secure image transmission method has been proposed by using the CMYK (Cyan, Magenta, Yellow, Black) ,
HSV (Hue Saturation Value) , HSL (Hue Saturation Lightness) which not only can create meaningful mosaic images
but also can transform a secret image into a mosaic one with the same data size for use as a camouflage of the secret
image. By the use of proper pixel colour transformations as well as a skilful scheme for handling overflows and
underflows in the converted values of the pixels colours, secret-fragment visible mosaic images with very high visual
similarities to arbitrarily-selected target images can be created with no need of a target image database. The
experimental results have shown the feasibility of the proposed method. Future studies may be directed to applying the

proposed method to images of colour models other than the CMYK, HSV, and HSL.
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