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ABSTRACT: Now a day computer networks are growing day by day. With this growth these networks are required to 

be inter connected with each other which leads to the major usage of internet. Although internet makes accessibility 

easier  for these networks but it decrease data security i.e not acceptable by any user. Hence to increase data security we 

required strong cryptography in authentication protocol .Kerberos is one of the best window authentication protocols 

but one of the major drawback of Kerberos is Replay attack. In this attack the intruder replays the same ticket to the 

application server to use services again and again. Hence we are trying to increase security notations in Kerberos in 

order to minimize replay attacks. We using  a random number generated by TGS. This random number is being used by 

TGS in a key  which is required to encrypt ticket by TGS. 
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I. INTRODUCTION 

 

Authentication Protocol are  protocols concerning with security properties e.g. integrity and confidentiality. We have 

different authentication protocol regarding their usage aspect. Kerberos is a window authentication protocol. It was 

designed by MIT to provide authentication over an insecure communication  network. In Kerberos, authentication is 

done by a third party i.e both the communicating parties(client and application server) are connected through this 

party(KDC). Till now kerberos had 5 Versions. First 3 was used internally by MIT  where as Kerberos 4 were used 

outside MIT. But later it was replaced by 5 Version. Kerberos protocol have to be right, but they often are not be 

because of their  vulnerability towards replay attacks. Replay attack is one of the major attack in Kerberos protocol. It 

is a form of network attack in which a valid data transmission is maliciously or fraudulently   repeated or delayed. It 

can be easily understood by figures given below. Many of the researchers had worked on  mechanisms and 

modifications of Kerberos in order to make it replay attack resistant. 
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Firstly attacker will copy the service ticket when it is given by client to application server in order to get application 

from the server. Later the same service ticket will be sent by the attacker to get service from application service. 

Application server will check the service ticket if it is valid then service will be given . Now as attacker is authenticated 

by the server hence it can use services. 

 

 

 

 

 

 

 

 

 

 

 

II. RELATED WORK 

 

A brief literature survey regarding attempts made to minimize replay attacks  are  listed below : 

Improvement of Kerberos protocol based on dynamic password and One-time public key  

On the basis of the original Kerberos protocol, firstly, the authors  have proposed the usage of the Diffie-Hellman 

algorithm, and put the password in the token, then take the key which has added the dynamic factor as the sharing key 

between client and authentication server, this improvement can fundamentally solve the password guessing attack. 

Secondly, the method of the ElGamal algorithm has been presented in this paper. It will generate a new public key in 

each authentication, and put the new public key as the secret key of the information transmission between client and 

resource server, this method basically guarantees security of the information transmission. The authors have used the 

random number, which is associated with the public key, to take the place of the time-stamp to prevent replay attack, it 

puts the random number and our key together to increase the ability of preventing replay attack. Finally, an analysis of 

the example of improvement has been carried out. And according to the results of this article the improved Kerberos 

protocol can ensure the security of the information and password. 

 

Replay attack prevention in Kerberos authentication protocol using triple password  

Replay attack and password attacks are serious issues in the Kerberos authentication protocol. Many ideas have been 

proposed to prevent these attacks but they increase complexity of the total Kerberos environment. In this paper authors 

present an improved method which prevents replay attacks and password attacks by using Triple password scheme. 

Three passwords are stored on Authentication Server and Authentication Server sends two passwords to Ticket 

Granting Server (one for Application Server) by encrypting with the secret key shared between Authentication server 

and Ticket Granting server. Similarly, Ticket Granting Server sends one password to Application Server by encrypting 

with the secret key shared between TGS and application server. Meanwhile, Service-Granting-Ticket is transferred to 

users by encrypting it with the password that TGS just received from AS. It helps to prevent Replay attack. 

 

The use of modal logics in the security protocols analysis  

This paper deals just with best known and widely used modal logics. The description of all the logics in detail is 

beyond the scope of this paper. In general we can say that, the basic constructs for logic verification were outlined with 

foundation of BAN logic. And, since there are essentially expansions, e.g. SVO logic encompasses BAN itself as well. 

GNY [5] and AT logic add to and reformulate BAN to better reason about the same class of protocols. Another, VO 

logic adds rules to reason about key-agreement protocols. The selection of proper modal logic for security protocol 

verification is the crucial goal in the protocol analysis process. The main contribution of this paper consists in the 

comparison of various logics, their target area of use and description of specific advantages. 

 

Formal analysis of Kerberos 5  

The authors reported on the detailed verification of a substantial portion of the Kerberos 5 protocol specification. 

Because it targeted a deployed protocol rather than an academic abstraction, this multiyear effort led to the 
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development of new analysis methods in order to manage the inherent complexity. This enabled proving that Kerberos 

supports the expected authentication and confidentiality properties, and that it is structurally sound; these results rely on 

a pair of intertwined inductions. The paper also detected a number of innocuous but nonetheless unexpected behaviors, 

and it clearly described how vulnerable the cross-realm authentication support of Kerberos is to the compromise of 

remote administrative domains. 

  
III. PROPOSED PROTOCOL 

 

The newly proposed modification to Kerberos protocol, improves the internet service authentication. The existing 

versions of Kerberos authentication protocol generally focus on the authenticity of the user and the server rather than 

focusing on the outside attacks on the client-server communication. The attacker present outside the client-server 

network can try to avail the services of application server by presenting the fake service tickets. The fake service tickets 

can be generated by using the original service tickets, which the attacker can steal at the time of client-server 

communication in the network.  

 

 

Modified Kerberos Protocol 

1. A→S: A ,Na ,B 

2. S→A : {Ns ,B , Kab , (Ns, Kab, key, A)Kbs}Kas 

3. Key:  f (1) (RAND ║ Kab) 

4. A→B:{Ns, Kab, key,A}Kbs ,{A,Na}Kab 

5. B→A:{Na , key+1}Kab 

6. RAND:  f (1)
-1

(key ║ K
ab) 

 

For the solution of the problem defined we have modified Kerberos. We added a key concatenated with a Random 

number (RAND) and secret shared key (Kab) using function f(1). As Key will serve as a unique value for client ant 

service ticket issued to the client. It will uniquely identify a user and will also help in increasing the authenticity of 

service ticket issued by KDC and also will reduce the replay attack on Kerberos. As if attacker will try to decrypt the 

key so it’s a time consuming to decrypt this key, which will cause a  time synchronization problem.  In our proposed 

m o d i f i c a t i o n  t h e  Kerberos application server requires to decrypt the key using the session key (Kab ) and will get 

a random no (RAND) from it and will requires a  d a t a b a s e  to store these RAND no’s and which can be matched 

against the RAND no. from the replayed ticket and hence increases the authenticity and reduces the replay attack. 

 

Step by Step explanation of the ticket exchange process for modified Kerberos is as follows: 

In the initial ticket exchange the client obtain the ticket to start communication with the TGS. TGS is a special server 

which decreases the risk of exposure of the client’s secret key Kc. TGS also make the KDC environment transparent to 

the client (user). As soon as the client received the TGT to communicate with the TGS it deletes its private (secret) key. 

We can differentiate the TGS logically from KDC. But TGS take the help of the KDC database and run on the same 

machine on which the KDC runs. 

Step 1: [Client to KDC (TGS)].The client starts communicating with TGS by providing the KDC Host, its name (identity 

or Principal), timestamp (Na). 

A→S: A ,Na ,B 

 

Step 2: [KDC (TGS) to Client].The KDC (TGS) replies to the client the session key and timestamp (Ns) encrypted with 

(𝐾𝑎𝑠 ). It also includes the TGT encrypted with the secret key of TGS ant it contains the Key:  f (1) (RAND ║ Kab). 

S→A : {Ns ,B , Kab , (Ns, Kab, key, A)Kbs}Kas 

Now the client has to include the authenticator who can verify the identity of the client to TGS. The authenticator 

provides the information of the client i.e. the username, timestamp. It is encrypted with the session key of the client and 

the TGS. 

Authenticator = A = {C, timestamp}Kab 

Now as the TGS received the request from the client that what service it needs. The TGS has to verify the identity of the 
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client with the help of the TGT, Authenticator, and the database of the KDC. TGS decrypts the authenticator and the 

TGT and check whether the client is the genuine user who can use the specified service or not. As the client get 

authenticated, the TGS generates the service ticket. The ticket contains the username, service name, timestamp, IPlist, 

session key (𝐾𝑎𝑏 ), lifetime of the ticket. The client cannot decrypt this ticket because this is encrypted with the secret key 

which is shared between the KDC environment and the application server. 

Step 3: [Client to Application Server]. The client now starts communicating with the application server. The client sends 

the authenticator and the ticket to the application server. The client and the server now verify each other’s identity to 

themselves. 

𝐴 → 𝐵:  𝑁𝑠 , 𝐾𝑎𝑏 , 𝑘𝑒𝑦, 𝐴 𝐾𝑏𝑠 ,  𝐴, 𝑁𝑎  𝐾𝑎𝑏  

𝐵 → 𝐴: {𝑁𝑎 , 𝑘𝑒𝑦 + 1}𝐾𝑎𝑏  

RAND:  f (1)
-1

(key ║ Kab) 

The key that is concatenated with RAND (random no) and session key (Kab ) application server will maintain the table 

for random no that is obtained by decrypting the key (RAND:  f (1)
-1

(key ║ Kab) and can discard the tickets with the 

same RAND no in it and can reduce the replaying of ticket in Kerberos environment. 

 

Step 4: Now the communication has been started between the client and the application server. To start exchanging 

messages the client and the server share a common session key (𝐾𝑎𝑏 ) to encrypt these messages which are sent over the 

network. 
 

IV. PROOF OF MODIFIED KERBEROS PROTOCOL 

 

In this section, we provide a formal proof to our Proposed Protocol. We have used BAN tool through which we will be 

proving the validity of our proposed modification in the Kerberos authentication protocol. Our main focus of this proof 

is on the safe delivery of encrypted message from. In order to achieve this we used BAN to formally verify the safe 

delivery of our encrypted packet to the server. BAN is a very important tool to evaluate communication protocols. The 

following table presents the assumptions which have been taken to prove the proposed protocol.  

 

Table : Extracted Assumptions  expressed by logic of believe 

 

S│≡ A←⎯
Kas→ S 

A│≡ A←⎯
Kas→ S 

B│≡ B←⎯
Kbs→ S 

S│≡ B←⎯
Kbs→S 

S │≡   #(Na) 

A │≡   #(Ns) 

B│≡   #(Na) 

A│≡   #(Nb) 
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B │≡   #(Ns) 

A │≡  S⇒Kab 

A │≡  S⇒Key 

B│≡  S⇒Key 

B │≡  S⇒Kab 

Key : f(1)(RAND ║ Kab) 

RAND :  f(1)
-1

(key ║ Kab) 

 

Proof Using BAN Logic: 

To have a secure connection, BAN should have three main conditions i.e. message is secure if it contain; time stamp, 

encrypted key and should have the legitimate RAND (Random no.). The Proof is as follows: 

Firstly we will prove that Client i.e. A believes the key 𝐾𝑎𝑏 and also that A and B shares the key 𝐾𝑎𝑏  for this we will 

mainly use the jurisdiction rule of BAN logic.  

 

𝐴| ≣   𝐴
𝐾𝑎𝑠
  𝑆, 𝐴 ⊲ {𝑁𝑠 , 𝐾𝑎𝑏 , 𝐵, {𝑁𝑠 , 𝐾𝑎𝑏  𝑘𝑒𝑦 , 𝐴}𝐾𝑎𝑠

A| ≣ S~ 𝑁𝑆 , 𝐾𝑎𝑏 , 𝐵,  𝑁𝑆 , 𝐾𝑎𝑏 , 𝑘𝑒𝑦, 𝐴 𝐾𝑏𝑠  𝐾𝑎𝑠

 − − − − − − − − − −  − − − − (1) 

                                  

 

 
𝐴| ≣ #(𝑁𝑆)

A| ≣ # 𝑁𝑆 , 𝐾𝑎𝑏 , 𝐵,  𝑁𝑆 , 𝐾𝑎𝑏 , 𝑘𝑒𝑦, 𝐴 𝐾𝑏𝑠  𝐾𝑎𝑠

− − − − − − − − − − − − − − − − − − − − − (2) 

          

 
 1 , (2)

A ≣ S  ≣  𝑁𝑆 , 𝐾𝑎𝑏 , 𝐵,  𝑁𝑆 , 𝐾𝑎𝑏 , 𝑘𝑒𝑦, 𝐴 𝐾𝑏𝑠  𝐾𝑎𝑠

− − − − − − − − − − − − − − − − − − − − (3) 

            

 

 3 , 𝐴| ≣ 𝑆 ⇒ 𝐴
𝐾𝑎𝑏
  𝐵

A| ≣ 𝐴
𝐾𝑎𝑏
  𝐵

(Using jurisdiction rule) − − − − − − − − − − − − − − − − − − − − (4) 

                              

    

 

Now as B is required to believe the session key to access the key, it first needs to believe the Ticket. Proof for this is: 

 
𝐵| ≣ #(𝑁𝑆)

B| ≣ # 𝑁𝑆 , 𝑘𝑒𝑦, 𝐾𝑎𝑏 , 𝐴 𝐾𝑏𝑠

− − − − − − − − − − − − − − − − − − − − − − (5) 
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𝐵| ≣   𝐵
𝐾𝑏𝑠
  𝑆, 𝐴 ⊲ {𝑁𝑠 , 𝑘𝑒𝑦, 𝐾𝑎𝑏 , 𝐴}𝐾𝑏𝑠

B| ≣ S~ 𝑁𝑆 , 𝑘𝑒𝑦, 𝐾𝑎𝑏 , 𝐴,  𝐾𝑏𝑠

 − − − − − − − − − − − − − − − − − − − − − (6) 

                 

 
 5 , (6)

B ≣ S  ≣  𝑁𝑆 , 𝑘𝑒𝑦, 𝐾𝑎𝑏 , 𝐴,  𝐾𝑏𝑠

 − − − − − − − − − − − − − − − − − − − − − (7) 

                 

 

Therefore B believes A. 

 

𝐴| ≣ 𝐴
𝐾𝑎𝑏
  𝐵, 𝐴 ⊲< 𝑘𝑒𝑦 > 𝐾𝑎𝑏

A| ≣ B ~ key
 − − − − − − − − − − − − − − − − − − − − − − (8) 

                 

 

As in equation (8) 𝐾𝑎𝑏  is shared secrete key and Key is concatenated using 𝐾𝑎𝑏 so A believes in key we have generated 

and can use it to find the RAND no and verify the ticket received and hence reduces the replay attack and increases the 

Authentication.  

As shown for more authentication, we can add the key that is concatenate nation with RAND (random no) and session 

key 𝐾𝑎𝑏  as it will reduce the replay attack as Application server can maintain the random no table by decrypting the key 

and can discard the tickets with the same RAND no in it.  

 

V. CONCLUSION 

 

In this paper we have proposed a modification to Kerberos, which provides a protection against replay attack. Security 

is necessary in all aspects of fields. Kerberos provides third party authentication but many replay attacks occurred on 

Kerberos. The approach used in this thesis attempts to prevent replay attack by using random number generation and 

checking. When a ticket has been generated by the KDC-Authentication server, it introduce a random number in the 

ticket. This random number will only be decrypted by the application server. The application server store the random 

number for each user and later check this random number for equality with the new user’s random number. If the 

random number will be same, then the user requesting the service will be an attacker. The application server detects a 

replay of previous ticket and simply reject the request made by the attacker.  
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