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ABSTRACT: Wireless network are used very rapidly and widely. Being mobile used in many fields. Mobile ad hoc
network (MANET) is one of the most important applications of wireless networks. In which all the nodes work
individually as a transmitter and a receiver. In this paper, we have proposed a system, which can provide high security
when data is, send from one place to another place. The system is called as Hybrid Cryptography. Hybrid Cryptography
gives a better security than the traditional approaches. In existing system less security provider is used. In this paper, to
reduce network overhead, packet delivery ratio caused by existing system, we are using the concept of RSA and DES
algorithm along with the digital signature. Compared to present approaches Hybrid Cryptography demonstrates higher
malicious behaviour detection rates, in certain states while does not greatly affected the network performances.

KEYWORDS: MANET (Mobile ad hoc network), PDR (Packet Delivery Ratio), RSA (Rivest, Shamir, Adleman),
DES (Data Encryption Standard).

I. INTRODUCTION

In now a day, wireless networks are much popular and easy to use rather than the wired network. Wireless network
is using everywhere and in future because of more mobility and scalability. Wireless ad hoc network having a
collection of “peer” mobile nodes, this “peer” mobile nodes are proficient of interacting and independently help each
other without taking help of fixed infrastructure [1]. Nodes using routers for communication, which are out of range
and similar range node, interact with each other via wireless links.

By definition, a mobile ad hoc network is a constantly self-configuring, self-maintained infrastructure less network
of mobile devices, which are associated without wires [2]. Mobile ad hoc network consists of mobile nodes. These
mobile nodes, which can communicate with each other in bidirectional way having wireless transmitting and receiving
factor in network, directly or indirectly. We can communicate with each other by using wireless network and various
components and maintained its mobility. If our nodes or components are not in the same range then we can use mobile
ad hoc network. But to obtained this MANET which is divided into two different networks, called as single hop
network, in single hop network, nodes which are present in the same range, they can interact with each other directly,
i.e. no any common nodes used in between. But, in multi-hop network, we can use common nodes for communicating
with each other to transfer and receiving the data, when there is a problem of communication with each other directly.
Hybrid cryptography is consisted of major parts namely enhanced security services, attack prevention and
misbehaviour report.

In this research work, the main purpose is to propose a new advanced system, which specially designed for
MANET’s, which solves not only security issues and services but also prevention and the false misbehaviour report
problem to expand the research work to adopt a digital signature scheme during the packet transmission process. As in
all acknowledgement base intrusion detection system, it is highly authenticated of all the acknowledgement packets.
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Il. RELATED WORK

Elhandi M. Shakshuki, Nan Kang, Tarek R. Sheltami, author describe various intrusion detection in MANETS and its
drawbacks. EAACK helps for solving false misbehaviour report problem and bring some new technique, which are
identified with the enhanced adaptive acknowledgement. The methods, which are utilized, analyse the problem of ACK,
TWO ACK and Watchdog scheme. The techniques depend on acknowledged packets; Digital Signature is used for
preventing from attacker block from attacking the packets [6].

Nan Kang ElhadiM.Shakshuki and Tarek R. Sheltami, the author has represent the security which is depend on the
acknowledgements packets, that how to shielded those packets from attacks and clarify intrusion detection system
scheme for MANETS. Development which expands a minor in network overhead, utilizing EAACK2 which is called as
enhanced adaption of EAACK, EAACK2 which implement better in the existence of false misbehaviour and partial
dropping not just do a superior execution in the presence of forged acknowledgement packets, but also empower the
packets purity when potential attack happen. The author additionally had an arrangement to inspect other confirmation
plan and check outthe performance in the algorithm. Because of this, memory space of mobile nodes keeps better
battery [7].

PanagiotisPapadimitratos, Zygmunt J. Haas, author gives description about the capability of the protocols to modify
both malicious and benign faults grants fast and reliable data carrying in highly adverse network situation and
examined various protocols like Secure Message Transmission (SMT), Secure Single Path (SSP), Transmission control
protocol (TCP), Stream Control Transmission Protocol (SCTP) [11].

P. Joshi, P. Nande, A. Pawar, P. Shinde, R. Umbare explains about the MANETSs are distributed is Intrusion
Detection System. Explains about the features of EAACK that the system consist of a powerful attack control, which
can help to guarantee the data security. Once the activator characterizes the keys to the nodes, automatically the
preferences will be generated. And also explain that how they can detect as well as prevent from the malicious attacks

[4].

B. Thanikaivel, B. Pranisa, author tells about the fast and secure data transmission in mobile ad hoc network using
proactive and reactive system. In this paper, author uses the process algorithm and central agent for giving the security
to the network. The disadvantage of proactive protocol is to wait for a new node when it is added to the network, it
takes sometime to concentrate. For avoiding this drawback, reactive protocol is used. It increases the time efficiency
and data transfer rate also increases [1].

I1l. PROBLEM STATEMENT

In this research work, a mobile ad hoc network involving intrusion detection system having three different types of
nodes, a server node i.e. called as (source node), malicious node i.e. called as misbehaviour node and user node i.e.
called as (destination node). We are implementing a system, which can be detecting the misbehaviour node in the
network system when data, text or packets are transferred from source node to the destination node. The source node
would do prevention of attack by not receiving the acknowledgement from the nodes, which are used in the system.

IV.OVERVIEW OF EXISTING SCHEMA IN INTRUSION DETECTION SYSTEM

Existing system is designed to overcome three of the six drawbacks of watchdog approach, as, false misbehaviour,
limited transmission power and receiver collision.

Existing System with DSA Approach:

Existing system intrusion detection system contains DSA (Digital Signature Algorithm) which were used to
sends the message with users access signature. Digital signature is an essential part of the cryptography.
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Cryptography is branch of data security, which deals with study of encryption and decryption. It identical with parts of
information security such as confidentiality, data integrity and authentication.

Digital signature schemes divides into two categories.
1) Digital signature with addition:
In the signature verification algorithm, it is requiring an original message. Example of consisting of a digital
signature algorithm (DSA).
2) Digital signature with message reconstruction: This type of the signature itself in the confirmation process.

[ Message m ] Unsccurc [ Message m’ ]
Channel
[ Hash Function H ] [ Hash Function H ]
[ Message Digest d ] [ Message Digest d” ]
' N (" N
Sign Message L&A‘m“rle Verify Message
3 annel s
Spr.atice () = Sigajice Spic.alice (SiBatice) = d

N =~ =/

Alice Bob

Figure 1. Working of DSA [6]

The general flow of information communication with digital signature is demonstrated in figure 1. In this, firstly the
fixed length message digest is enumerated through a pre-agreed hash function H for each message m.

Second, the sender Alice must to apply its own private key on the digest message. Then Alice can send the message
along with the digital signature through the unsecured channel.

Third, Bob has to computes the received message against the pre-agreed hash function for getting the digest
message. After that process Bob needs to verify the signature by using Alice’s public key.

V. PROPOSED SYSTEM

I. Hybrid Cryptography with RSA Approach:
A. RSA Approach:

RSA stands for the name of the three researchers who designed it, Ron Rivest, Adi Shamir and Leonard
Adleman. Factorization of two major prime numbers is utilized as a part of RSA.

Sender Recipient
Text Text

Hello | Hello |
4

( Secret Key )

| Encrypted Text |

| Encryption I l Decryption |
Recipient Recipient
Public Key Private Key

Figure 2. Working of RSA
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Public key are being utilized as a part of RSA for secure transmission of information or data. The required key for
encrypting the data is public and for decrypting the data key is private which is shown in figure 2.

B. RSA algorithm:

1) Select two major prime numbers x and y.
2) For security guidance, the integers x and y which are chosen consistently at odd and should be of similar bit.
3) Compute m, such that the modules for both the private and public key i.e. m=xy.
4) Compute = (x-1)(y-1).
5) Randomly choose an odd integer t such that t<¢ and such that t and ¢ comparatively prime.
(ged(t,k)=1)
Where t is released as the public key exponent.
6) The formula of generating decryption key is dk=t* mod ¢
7) The pair by public key (t,k) and private key is dk.
RSA also named as “Public key Cryptography” which generally works with two keys i.e. public key as well as
the private key. From the above algorithm, two keys are used and generated which is accessible to everyone is
public key which is mutual key whereas not accessible to everyone is private key which is not a mutual key.
RSA also named as “Public key Cryptography” which generally works with two keys i.e. public key as well as the
private key. From the above algorithm, two keys are used and generated which is accessible to everyone is public key
which is mutual key whereas not accessible to everyone is private key which is not a mutual key.
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Figure 3. Previous system architecture

In previous intrusion detection system which is shown in figure 3, acknowledgement were sent to the previous nodes
and from previous node to the server, this used to make intrusion detection system more complicated and time required
for reaching the acknowledgement is getting increased. Time complexity of the given system is less than previous IDS

[6].

C. System Architecture:
In figure 4, architecture is described as below
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Node response

“
1 Encrypted Text

Covpiograhy applicd 19 data = b
ryptography app’ - Detection (misbehaving)
text, packets
Decrypted Text
Destination
Node

Figure 4. Proposed System Architecture [13]
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Source node is used to send packets to the number of destination nodes therefore the activated path can be anyone.
When packet is sent from the source node to the next node then back acknowledgement is sent to the source node,
which is also called as activation node. When packet is sent from the next node then back acknowledgement is directly
sent to the source node. When provided packet, text, data is reached at destination node then destination node sent back
acknowledgement directly to the source node. At the same time, the text, data, packet is encrypted with digital
signature at the source node. When data, text, packet is reached at destination node then packet, text, data, is decrypted
at original message i.e., text, data, packet.

VI.NETWORK CONFIGURATION, ATTACK PREVENTION APPROACH

1. Network Configuration:

In network, new node addition in the network configuration. The network structure cycle goes through the three
stages which are calling from the new node to the attacker or mishehaviour node then the concept of random key
generation is used for the new node which are from activator i.e. (source node) and finally new network formation is
done.

1) Sending request to the source node:
Network formation is a type, system science that models how a system derive by ordering which factor change
its design and how these system usually function.

2) Generating a random key:
There are number of random key generation algorithms which can be utilized for keys for encryption. Random
key is a particular altered function in java for generating a key.

3) At the point when a key is created for the new node, activator gets the request from the new node. In the
activator database, activator stores all the information of another new node like IP address and machine
address. At that point the activator will store every operation, which is settled on that node in the database.

2. Attack Prevention:

To build up the security in the mobile ad hoc network concept of Elliptic Curve Cryptography (ECC) is using for
providing more security at the same time of sending packets from the source node to the destination node. ECC
algorithm is basically utilized for the encryption and decryption of the data, text and packets [14]. While using the
concept of encryption it creates secured connection, when data is to be send through the network and the observer
cannot see the relevant information. The attack prevention system takes the precaution of providing prevention from
the malicious node in the MANET. This system probably utilizing either RSA or DES for the concept of providing
security data for the function of key exchange and encryption or decryption.

VII. PERFORMANCE EVOLUTION

Results:
In this section, study of impact of PDR (packet delivery ratio), RO or OFR (routing overhead or overflow rate),
retransmission count and underflow rate are studied.

A. Stimulation parameter:

Parameter Value
Number of Nodes | 15 nodes
Simulation area 500 meter * 500 meter
Mobility Model Dynamic Mobility
Speed range Uniformly distributed (1-15) meter/second
Packet size 512bytes

Table 1.Simulation Parameter Table
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B. PDR (Packet Delivery Ratio):
PDR is described as the ratio of number of packets received by receiver at destination node to the number of
packets sends by the source node.
PDR= Total amount of data packet received (Receiver) / Total amount of packet sent (Source)

C. RO or OFR (Routing Overhead or Overflow rate):
This describes as the ratio of routing, which is related to the packets in bytes to the total routing and data
transmission (sent or forwarded packets) in bytes.
RO = X (Routing Transmission) / (X(Data Transmission)+ X(Routing Transmission)).

D. Performance Analysis:

1. Result Scenario I:

Approximation time (m/sec)

PDR Retransmission Count Underflow rate Overflow rate

O B N W A IO N ® W0

Performance

Figure 5. Result Performance |

In scenario I, we perform our system from 1 node to 3 nodes in which PDR, retransmission count, underflow rate
and overflow rate is to be calculated which is shown in the figure 5.

2. Result Scenario Il:

Approximation time (m/sec)

1 . |
, Il - -
PDR Retransmission Count Underflow rate Overflow rate

Performance

Figure 6. Result Performance Il
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In scenario Il, we perform our system from 1 node to 7 nodes in which PDR, retransmission count, underflow rate
and overflow rate is to be calculated which is shown in the figure 6.

3. Result Scenario 1ll:

Approximation time (m/sec)
-

, Il -
PDR Retransmission Count  Underflow rate Overflow rate

Performance

Figure 7. Result Performance 11

In scenario 111, we perform our system from 1 node to 11 nodes in which PDR, retransmission count, underflow rate
and overflow rate is to be calculated which is shown in the figure 7.

4. Result Scenario 1V:

Approximation time (m/sec)

0
PDR Retransmission Count ~ Underflow rate Overflow rate

Performance
Figure 8. Result Performance IV

In scenario 1V, we perform our system from 1 node to 15 nodes in which PDR, retransmission count, underflow rate
and overflow rate is to be calculated which is shown in the figure 8.

VIII. CONCLUSION AND FUTURE WORK

The most discussed field when MANET’s are concerned is Intrusion Detection System. Intrusion Detection System,
which basically concentrate on preventing attacks, which are come from the attacker in the network, which can be
harmful to the system. At the point when security issues are seen then packet dropping and hacking is the most
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important concern in MANET’s. For that we have given IDS named Hybrid Cryptography with some new techniques
and methods for prevention of attacks, which are added.
There are some important features in the system:
1.  This system has a powerful prevention control, which is one of the important and necessary conditions to
guarantee the security of the data.
2. By providing Hybrid Cryptography technique, it will become difficult for attacker to break the network as well
as retrieved the data.
We can extend our work in future that not using any kind of trusted third party (TTP) for key administration and
could be recognized different attacks.
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