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ABSTRACT: An EEG system capable of measuring brain waves in analyzing individual for biometric purpose has
received plenty of attention in recent years. These brain waves (EEG), measured as the electrical activity on the scalp,
can reveal numerous information concerning a person. This paper discusses the efficacy of the EEG signal for human
identification using fifty six channels of 2 totally different sorts of recording. It is one amongst the foremost fraud
resistant biometrics. Most of the previous analysis relies on the extraction of features characterizing the activity of a
single brain region. But in the functional connectivity features are extracted from the activity of different brain region.
A recognition accuracy improves using functional connectivity between totally different brain regions compared to the
activity of a single brain region and shows higher distinctiveness. The main aim of this proposed approach is to use
channel supported functional connectivity between totally different brain regions as a viable biometric feature. Two
totally different characterizations such as Eyes-Open and Eyes-Closed resting state conditions of brain activities are
considered. In this proposed methodology, considering the functional connectivity concept and adding features using
different wavelet feature extraction methods to improve the recognition accuracy results in both eyes-closed and eyes-
open resting state condition compared to previous approaches when integrating between totally different regions in the
brain zones such as frontal, central and parieto-occipital regions.

KEYWORDS: Electroencephalogram (EEG), Functional Connectivity, Correct Recognition Rate, Biometric, Resting
State

I. INTRODUCTION

The word ‘Biometric’ refers to metrics related to human characteristics. Biometric identifiers [1], [2] are the distinctive,
computable characteristics are used to identify and describe individuals. Bioelectric signals such as EEG are more
confidential compared to conventional biometrics [3]. Automatic identification of a person based on his or her
anatomical or behavioral characteristics is called biometrics. The conventional biometrics are of two types. Anatomical
characteristics are such as face, fingerprints, iris recognition, palm veins, DNA, retina and behavioral characteristics
such as the pattern of behavior of a person, including signature, but not restricted to type writing rhythm, gait and voice
[4]. Even though they are unique identifiers, they are not confidential. People can leave their fingerprints on everything
when they touch, iris pattern can be observed anywhere they look, faces are visible, voice is being recorded, but
bioelectric signals such EEG, EMG, ECG is difficult to mimic and hard to be copied. The electroencephalogram (EEG)
measures the modification in voltage ensuing from ionic flow inside the neurons [4]. Hans Berger has shown that the
electrical exertion of the brain can be recorded noninvasively through electrodes located on the surface of the scalp and
named as brainwave. The brain waves are of four varieties, Alpha waves (8-12 Hz), Beta waves (12-30 Hz), Theta
waves (4-7.5 Hz) and Delta waves (up to 4Hz). Alpha wave emerges with the closing of the eyes and with relaxation
while beta attenuates with the opening of the eyes or mental exertion. Theta waves are connected to us experiencing
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and feeling deep emotions. Delta waves are the slowest recorded brain waves in human beings and they are related to
the deepest levels of relaxation state. Resting state is a beneficial condition for biometric application since it will not
need the active involvement of the topic throughout the electroencephalogram recording, thus reducing fatigue,
inconvenience and artifact occur. From a neuro-physiological perspective, ongoing electroencephalogram activity
throughout resting state elicit patterns of synchronous oscillations in the exact frequency ranges from 1 to 40 Hz that
share and support basic psychological feature functions.

Il. RELATED WORK

The research cluster at University of Kent is led by Ramaswamy Palaniappan [3], [5] and [6] has been shown that folks
have a sure distinct brain and heart patterns that are specific to individual. The benefit of innovative technology is that
it is additional fraud resistant compared to conventional biometrics like fingerprints.

Tien Pham et al [7] proposed the feasibility of using Electroencephalography (EEG) brain signals for authentication
purpose. In general, there are three sorts of authentications including token based, password based and biometric based.
An EEG based authentication system has the combined benefits of both password based and biometric based
authentication systems without drawbacks. Therefore, it makes an EEG signal based mostly authentication appropriate
for the particularly high security system.

And Hong Ji Lee et al [8] proposed the performance of using EEG signal for reproducibility for personal authentication.
The documentation shows that finding repeatable and stable brainwave patterns in EEG data is feasible. In this study,
we found the characteristics to identify people using features extracted from EEG data with resting state. And the
method was verified using data measured from the same subjects on different day. LDA had 100% correct
classification with 50 seconds data length on 4 subjects. The advantages of this research were that using only one
bipolar channel, and the simple and easy method related to power analysis was used for identity of subjects.

Swati S Bobde et al [9] proposed a multi-biometric model that combining voice, fingerprint and facial scanning can be
installed on a mobile phone and also making e-transactions for additional security. It says that a multi-biometric system
is obtained by the unification of multiple individual biometrics models. A number of models integrating face, hand
geometry, keystroke dynamics and iris recognition system have flooded the markets in recent years.

La Rocca et al [10] proposed the distinctiveness of the human brain based on EEG spectral coherence connectivity. In
this paper, they stated that using features extracted from different brain region, providing better results compared to
using features extracted from single brain region, but in this proposed method, considering the functional connectivity
concept that is using features extracted from different brain regions and adding more features using different
connectivity methods that do not require stationarity that is wavelet based feature extraction methods are used to obtain
the 100% of recognition accuracy in more number of channel pairs in both eyes-closed and eyes-open resting state
condition.

M. METHODOLOGY

The EEG based biometric system can be used to identify the persons. A global framework for discreteness of brain
waves recognition consists of three stages as (i) pre-processing, which performed to denoise, smoothing and detrend
signals to prepare them for further analysis and (ii) feature extraction, which several feature extraction techniques used
to extract the unique features of the EEG signal for classification and (iii) classification stage, which includes svm
classifier to identify the persons and finally the correct recognition rate was determined. Let us discuss the three stages
as detailed,
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Fig 1: Block Diagram of the Proposed Methodology

The Block Diagram of the proposed methodology Fig 1 describes the operation of pre-processing, feature extraction
methods and SVM classifier. In the per-processing, it performs operations like down sampling and filtering. In feature
extraction, it deals with spectral coherence connectivity and wavelet based methods. In classification, svm classifier is
used for identification of persons.

i Pre-processing

In pre-processing stage, a filter is used to confine the available frequency range up to 50 Hz. In this a finite impulse
response (FIR) filter could be a filter response to any finite length input is of finite period, as a result of it settles to zero
in finite time. Then the input data are subsequently downsampled to 100 Hz after applying low pass filter. For each
subject eyes-closed and eyes-open condition the obtained EEG signals are segmented into consecutive non-overlapping
six epochs. These epochs are used to extract specific features for the assessment of person recognition.

ii. Feature Extraction

Feature extraction starts from a primary set of measured information and builds derived values or features intended to
be non redundant, informative, facilitating the subsequent learning and generalization steps. In signal processing, a
pattern recognition in which pattern within a signal are measured and using that input signal feature values are
estimated and then classification process are carried out depending on those measurements. In this proposed methods
five features are extracted.

a) Spectral Coherence Connectivity
In this proposed technique, functional connectivity [10] is estimated by calculating the spectral coherence (COH). This

method is frequently used due to its intuitive and practical interpretation. Spectral coherence quantifies the level of
synchronous between two stationary signals at a specific frequency f.

— _ 1Gxv(®F
COH(f) = 1Gxx (DI|Gyy (D (1)
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Gxy(f) the cross-spectral density between x and y the two input signal channel, and Gxx(f) and Gyy(f) the auto-
spectral densities, respectively for the first and second channel of the pair. For each electrode pair, consider a feature
vector consisting of COH values ranging from 1 to 50 Hz. The total number of electrodes are equal to 56, we have
x=1,...,Nch-1 and y=x+1,...,Nch and each segmented epoch consists of 21 feature vectors for a channel pair.

b) Wavelet Cross Spectrum

The cross wavelet transform of two channels x and y is defined as W,=WxW,* where * denotes complex conjugation
[11] at scales a and position b and S represents the smoothing parameter.

Wy (a.b) = S(W(a, bW, (b)) (22)
Using this method each segmented epoch consists of 1000 features for each channel pair x and y.
c) Wavelet Coherence
Cross wavelet power confesses areas with high common power. Another beneficial measure is how coherent the cross
wavelet transform is in frequency, time space [11]. Coherence between two channels is a standard method of measuring

the synchronicity between two signals. This represents the strength of connectivity between regions in the brain.

(sWyy(ab))

[scwy(ab) ) S(Wxab) 2)

WC,(a,b) = (2.3)

W,, the cross-spectral density between the two input channels, and W, and W, represents the auto-spectral densities

for the first and second channels of the pair at scales a and position b respectively and S represents the smoothing
parameter. Using this method each segmented epoch consists of 1000 features for each channel pair.

d) Wavelet Packet Based Energy and Entropy Feature

Wavelet packet based methods was preferred as a result of its ability to produce data in frequency and time domain of a
non-stationary signal. It separates the signal into its low frequency and high frequency components and the frequency is
downsampled at each level results in a complete wavelet packet tree for a complete signal analysis [12]. Then the signal
is decomposed into completely different scales to obtain wavelet coefficients.

The discrete wavelet transform can be implemented by a symlet wavelet filter with least asymmetry and highest
number of vanishing moments for a specified support width. The EEG signals were then applied a three-level wavelet
packet decomposition for further processing. Energy and Entropy are applied to wavelet packet coefficients to decrease
the dimension of feature vectors. The energy and entropy values of each coefficient vector were estimated or
calculated according to the following equations to obtain the feature set of a channel pair.

Energy E; = [*_ x1,(t)dt (2.4)
Entropy € (x) = —Z_xizlog(xiz) (2.5)

1

Where j denotes the number of decomposition levels and E; denotes the energy of each sub-band and € (x) represents
the entropy value associated with the wavelet packet decomposition. Using this method nine feature values are
extracted for each segmented epoch of channel pair x and y.
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iii. Classification

The classification process is used to identify the person using the Support Vector Machine (SVM) classifier. SVM is
used for classifying both linear and non-linear data. It uses the non-linear mapping to transform the original training
data into the higher dimension. The new dimension searches the linear optimum hyper plane that is decision boundary.
It separates the one class from another one. The SVM determines the hyper plane using support vectors and margin
[13]. Extracted features using different feature extraction methods are given as the input to the svm classifier to identify
the person.

The misclassification or confusion matrix (M) [10] is used to evaluate the recognition performance. The result is
calculated based on the correct recognition rate (CRR), is defined as the mean or average over the diagonal of the
emerging misclassification matrix M

CRR:G §=1M[n,n])*1oo (2.6)

Where M represents the misclassification or confusion matrix and N represents the number of subjects.
IV.  RESULT AND DISCUSSION

Scalp EEG signals were gathered from the on-line information PhysioNet [14]. The database consists of healthy
subjects EEG signals recorded in 2 totally different baseline conditions, i.e. 1-minute EO resting state and 1-minute EC
resting state. The EEG data were recorded with a 64-channel system with an original sampling rate of 160 Hz.

The result of the analysis is based on the correct recognition rate determined for each subject based on EEG signals.
Two conditions such as Eyes-Closed and Eyes-Open resting state condition are investigated separately and the related
output is here compared in the Table I, Table II, Table I1l, Table IV, Table V and Table VI.

In this totally six thousand samples are considered. It is segmented into six epochs and each epoch consists of thousand
samples. From this five epochs are considered for training and one epoch for testing and average of 10 executions are
carried out to see the performance and to see which combination of channels are providing better result.

TABLE |

CRR Obtained in the Frontal Region in Eyes-Closed Condition

S.No Channel Name Channel Number CRR
1 F3,F5 32,31 100
2 F1,F3 33,32 90
3 F5,F7 31,30 100
4 F6,F8 37,38 70
5 F4,F6 36,37 60
6 Fp2,Fpz 24,23 90
7 F2,F6 35,37 70
8 Fpl,Fp2 22,24 90
9 Af7,Af3 25,26 80
10 Afz, Af4 27,28 70
11 Af4,Af8 28,29 90
12 F5,F1 31,33 90
13 F2,F4 35,36 70
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Table | compares the CRR of different combinations of channels for eyes-closed condition in the frontal region of the
brain zones. It is observed that the channel pairs F3-F5 and F5-F7 achieved the maximum of 100% recognizing
accuracy respectively.

TABLE Il

CRR Obtained in the Central Region in Eyes-Closed Condition

S.No Channel Name Channel Number CRR
1 Tp7,T7 45,41 100
2 Fc2,Fcz 54 100
3 Fc2,Fc4 5,6 100
4 C6,T8 14,42 60
5 Fcl,Fc4 3,2 90
6 C2,Cz 12,11 90
7 Cp2,Cpz 19,18 90
8 Cp6,T8 21,42 90

Table 11 compares the CRR of different combinations of channels for eyes-closed condition in the central region. It is
observed that the channel pairs like T9-T7, Fc2-Fcz and Fc2-Fc4 achieved the maximum of 100% recognizing
accuracy respectively.

TABLE IlI

CRR Obtained in the Parieto-Occipital Region in Eyes-Closed Condition
S.No Channel Name Channel Number CRR

1 P2.P4 52,53 90

2 Po7,P5 56,48 90

3 P1,P3 50,49 80

4 P4,Pz 53,51 60

5 Po7,P4 56,47 90

6 P4,P6 53,54 100

Table 111 compares the CRR of different combinations of channels for eyes-closed condition in the parieto-occipital
region of the brain zones. It is observed that the channel pair P4-P6 achieved the maximum of 100% recognizing
accuracy.
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TABLE IV

CRR Obtained in the Frontal Region in Eyes-Open Condition

S.No Channel Name Channel Number CRR
1 F3,F5 32,31 80
2 F1,F3 33,32 90
3 F5,F7 31,30 90
4 F6,F8 37,38 60
5 F4,F6 36,37 60
6 Fp2,Fpz 24,23 70
7 F2,F6 35,37 70
8 Fpl,Fp2 22,24 60
9 Af7,Af3 25,26 80
10 Afz,Af4 27,28 60
11 Af4,Af8 28,29 70
12 F5,F1 31,33 90
13 F2,F4 35,36 50

Table 1V shows the CRR of different combinations of channels for eyes-open condition in the frontal region of the head.
It is observed that the channel pairs like F1-F3, F5-F7 and F5-F1 achieved the maximum of 90% recognizing accuracy
respectively.

TABLE V

CRR Obtained in the Central Region in Eyes-Open Condition

S.No Channel Name Channel Number CRR
1 Tp7,T7 45,41 60
2 Fc2,Fcz 5,4 90
3 Fc2,Fcd 5,6 100
4 C6,T8 14,42 70
5 Fcl,Fc4 3,2 90
6 C2,Cz 12,11 100
7 Cp2,Cpz 19,18 70
8 Cp6,T8 21,42 50
9 Cp5,Tp7 15,45 70
10 C5T7 8,41 50
11 Tp8,Cpb 46,21 50
12 Cp5,T7 15,41 60

Table V shows the CRR of different combinations of channels for eyes-open condition in the central region. It is
observed that the channel pairs like Fc2-Fc4 and C2-Cz achieved the maximum of 100% recognizing accuracy
respectively.
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TABLE VI
CRR Obtained in the Parieto-Occipital Region in Eyes-Open Condition

S.No Channel Name Channel Number CRR

1 P2.P4 52,53 90

2 Po7,P5 56,48 100

3 P1,P3 50,49 60

4 P4,Pz 53,51 80

5 Po7,P4 56,47 90

6 P4,P6 53,54 90

Table VI shows the CRR of different combinations of channels for eyes-open condition in the parieto-occipital region
of the brain zone. It is observed that the channel pair Po7-P5 achieved the maximum of 100% recognizing accuracy.

The results are obtained stating that in eyes-closed resting state condition maximum of channel pairs in the central
region shows the maximum of 100% recognizing accuracy compared to the frontal and parieto-occipital region of the
brain zones. In eyes-open resting state condition the maximum of 100% recognizing accuracy is achieved in the central
and parieto-occipital region and maximum of 90% recognizing accuracy is attained in the frontal region of the brain
zones.

V. CONCLUSION

In the recent years there has been an increasing interest in EEG-based biometric systems [15]. Compared to other
characteristic that are usually considered in biometrics (e.g. fingerprints, iris, voice, signatures, etc.) EEG activity
presents main advantages, among others: i) It is a most fraud resistant technique ii) The technical advantages are for
future implementation of smart EEG-based biometric system for criminal identification and it can be used as a
biometric for highly confidential purposes like bank lockers etc.

The majority of the methods only consider the activity of a single brain region without taking into account its essential
relationship with different regions. In this proposed technique, features estimate among specific zones (i.e. frontal,
central, parieto-occipital) and correct recognition rate are determined. The proposed approach test on a number of
subjects have been recorded with a high-density EEG system with 56 electrodes available.

In a future implementation, the embedded based hardware system can be developed to use EEG as a biometric for
highly confidential purposes like security applications. For example, it can be used for enrollment to enter into the bank
locker room and for entering in a military campus etc.

The obtained results indicate that the combined use of five different features significantly enhances the overall
performance compared to existing approved techniques. Notably a perfect recognition of 100% accuracy is achieved in
more number of channel pairs in eyes-closed and eyes-open resting states by considering EEG channel pairs in the
three regions of the head for ten subjects.
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