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ABSTRACT: Steganography is become a well-known feature of hiding secret messages within every day, seemingly
innocuous objects to produce a stego text. The recipient of a stego image/message can use his knowledge of the
particular method of steganography employed to recover the hidden information from the stego image. This paper
shows a technique for image steganography using edge detection for colour images. We have basically used 2nd level
transform of haar wavelet after embedding secret message. Edge detection is the most important feature of image
processing for object detection, it is crucial to have a good understanding of edge detection algorithms/operators. Here,
We have used the approach of Wavelet based Technique for Steganography and sobel method for edge detection.
Here a comparative study is done between different steganography algorithms using edge detection.

KEYWORDS: Steganography, Information hiding,, Haar Wavelet Transform, Stego image, Pixel Value Differencing,
Secret Message, Security, PSNR, MSE, Threshold, Edge Detection.

I. INTRODUCTION

Edge detection of an image reduces the amount of data and filters out useless information, without changing important
structural properties in an image. Edge detection is kind of a fundamental concepts which is used for image
segmentation. Steganography can be defined as the art and science of invisible communication. This is accomplished
through hiding information in other information, thus hiding the existence of the communicated information. Though
the concept of steganography and cryptography are the same, but still steganography differs from cryptography.
Cryptography focuses on keeping the contents of a message secret, steganography focuses on keeping the existence of a
message secret. Steganography is the method for secret communication. The word “Steganography” derives from
Greek and it means “cover writing”.Steganography is the art of hiding information within other information in such a
way that it is hard or even impossible to tell that it is there. The proposed method has the ability of hiding secret
message in a digital color image. In image steganography, many different image file formats exist. For different image
file formats, different steganographic algorithms are there. Here we compare between three approach to say that our
method shows better results in hiding capacity and detecting the edges partially.

In our experiment different kind of color images are basically used, in which plaintext used as a secret message
which are hidden. Our used technique of steganography is implemented using wavelet transform approach to hide
secret message in gray and color images and results are compared.

Il. WAVELET TRANSFORM

In the decomposition level 1, the image will be divided into 4 sub bands, called LH, LH, HL, and HH . The LL sub
band is a low-resolution residue that has always low frequency components, which are often referred to as the average
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the image. LH provides vertical detailed images. HL provides detailed images in the horizontal direction of image, The HH sub band

of the image gives details on the diagonal, the while LL sub band is divided again at the time of decomposition at a higher level i.e.
LL sub band can be further decomposed into four sub bands labelled as LL2, LH2, HL2, and HH2 as shown in Figure.

LL2 HL2
LL1 HL1 HL1
Image > >
LH1 HH1
LH2 HH2
LH1 HH1

Figurel:- Different Level Transfer of Wavelet upto 2 nd level

1. LSB METHOD

One of the popular and oldest technique for hiding the message in a digital image is the LSB based data hiding. In LSB method
hiding is done in the least significant bits (LSB’s) of pixel values of an image. In this approach binary equivalent of the secret
message is distributed or altered among the LSBs of each pixel.

Step 1: Take Input Cover Image X of m * n.

Step 2: Convert the image into grey scale.

Step 3: Take the message.

Step 4: Convert this message stream into bit stream.

Step 5: Hiding is done Using LSB based hiding technique.

Step 6: Generate the image after hiding data.

Step 7: Execute the further steps of Sobel edge-detection.

Step 8: A threshold value is taken and it is compared with the pixel gradients. If the gradient value is lesser than threshold value, it is not
considered as the edge pixel. Other pixels are edge pixels.

Step 9: Final image is received and compare it with Threshold values.

Step 10: Compute Mean Square Error(MSE) and Peak Signal to Noise Ratio(PSNR) and Time to execute.
Step 11: Obtained Stego Image and Edge Detected Image.

Step 12: End

Figure2:- Steps of LSB Approach For Edge Detection

IV.SoBEL EDGE DETECTION METHOD

In Sobel edge detector, the task of edge detection is fulfilled by performing a 2D spatial gradient convolution operation on an image.
The sobel edge detector computes the gradient by using the discrete differences between rows and columns of a 3X3 neighborhood.
The sobel operator is based on convolving the image with a small, separable, and integer valued filter. In below a sobel edge
detection mask is given which is used to compute the gradient in the x (vertical) and y (horizontal) directions[27],[11]. This is given
in below:-

-1 0 +1 +1 +2 +1
-2 0 +2 0 0 0
-1 0 +1 -1 -2 -1

Figure3:- Sobel Method
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V. PROPOSED APPROACH

Here We have used haar wavelet transform for wavelet decomposition. Here firstly we embed some message to the
image , then wavelet transform is done and after that the edge detection is done using sobel method.

Step 1: Take Input Cover Image X of m *n.

Step 2: Convert the image into grey scale.

Step 3: Enter the name different name of wavelet.

Step 4: Find the DWT coefficients [LL, LH, HL, HH] of image X.

Step 5: Decompose the vertical component up to 2-nd level.

Step 6: Encrypt the secret data into binary form in cover image.

Step 7: Generate the image after hiding data.

Step 8: Execute the further steps of Sobel edge-detection.

Step 9: A threshold value is taken and it is compared with the pixel gradients. If the gradient value is lesser than threshold value, it is not
considered as the edge pixel. Other pixels are edge pixels. Final image is received and compare it with Threshold values.
Step 10: Compute Mean Square Error(MSE) and Peak Signal to Noise Ratio(PSNR), and Time to execute.

Step 11: Obtained Stego Image and Edge Detected Image.

Step 12: End

Figure4:- Steps of Proposed Wavelet Based Edge Detection Approach

We have Used Some Cover Image for experimental purposes are shown below:-

Figure5:- Original Cover image of (a) imagel, (b) image2, (c) image3, (d) image4

VI. EXPERIMENTAL RESULTS

The algorithm performance is tested using a lot of images. The simulations results are taken in MATLAB environment. Here,
MSE/PSNR is the kind of standard and widely used metric for quality assessment of image. Physically, it represents the error due to
difference between the original and distorted images. Mathematically it is given, for a gray scale image wherein the intensity range
of pixels is 0-255, by Eqgn. 1.

m—1 n—1

MSE =L M1, j)-K (i, j) I

=) =4} (1)
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where I(i, j) and K(i, j) are intensity values at pixel locations (i, j) in the original and distorted images of size m x n respectively.
How Much Lower the numerical value of MSE, better is the image quality. As the image is considered as a signal represented in
spatial domain, any amount of noise or distortion may be found to affect its quality significantly. After adding noise to the image, the
assessment of the ratio of signal component to noise component is done using PSNR. This parameter makes use of MSE and gives
an assessment up to what extent the peak noise is present within the signal (image). Mathematically, it is clearly shown by Egn. 2.
where MAXI is the maximum intensity of the pixels of the image and MSE is the mean square error for the pixels. PSNR is Peak
Signal To Noise Ratio for Image.

PSNR = 10.log, (%) = 20.log, (st .

Here the Stego image is generated after hiding message in it that is shown in given below. So the figure below shows the cover and
stego images of used image. If , We compare two results of Pixel value Difference method of Steganography method, LSB
Approach and Our proposed Wavelet based approach then we can see for proposed wavelet steganography method gives higher
PSNR value and lower MSE value than other method.

Image Pixel value Pixel value LSB Approach LSB Approach Wavelet Based Wavelet Based
Difference Difference PSNR MSE Approach PSNR Approach MSE
PSNR MSE
Imagel 42.084 4.0237 43.3503 3.0064 50.3776 5961
Image2 41.957 4.1432 43.3052 3.0376 50.2033 .6205
Image3 42.872 3.3567 43.3541 3.0034 50.5965 .5668
Image4 42.598 3.5745 43.3492 3.0049 50.5629 5712

Tablel:- Comparative Results of Different Method

We can see that the wavelet based proposed method gives better PSNR and MSE values than other. If PSNR values are higher and
error is lesser then the hiding is better and image quality is higher. The Tablel shows the higher PSNR values in the range of 50.
Also for pixel value difference method the MSE values are higher.

Image Pixel value Difference LSB Approach Wavelet Based Approach
Execution Time Execution Time Execution Time
Sec Sec Sec
Imagel .2107 0277 .3789
Image2 .2789 .0289 4669
Image3 2321 .0169 4113
Image4 .2943 .0187 4359

Table2:- Comparative Results of Execution Time Of Different Method
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VIL. ANALYSIS

The variations of Peak Signal To Noise Ratio is shown in Different Methods are shown in figure below. The figure
shows that the PSNR values of proposed method give better performance than other methods.

50 A
40 -
30 1

D2 wnv o

20 A
10 A

Imagel Image2 Image3 Imaged

Images

m Pixel value Difference W LSB Approach m Wavelet Based Approach PSNR(Proposed)
PSNR PSNR

Figure6:- Graphical representation of PSNR values

The variations of Mean Square Error(MSE) is shown in Different Methods are shown in figure below. The figure
shows that the MSE values of proposed method give better performance than other methods. In this figure the PVD
method contains higher mse values than other but the wavelet based method consists less mse values.

V7

L]

Imagel Image2 Image3 Imaged

Images

M Pixel value Difference M LSB Approach M Wavelet Based Approach MSE(Proposed)
MSE MSE

Figure7:- Graphical representation of MSE values
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In the graphical representation of time graph the execution time of proposed wavelet method require higher time period
because upto 3-rd level decomposition time requirement become higher. LSB Based Approach gives lower execution
period than other methods.
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0.15 A

0.1 -
0.05 A

m < — -

Imagel Image2 Image3 Imaged
Images
m Pixel value Difference B LSB Approach m'Wavelet Based Approach
Execution Time Execution Time Execution Time
Sec Sec

Figure8:- Graphical representation of Execution Time values

VIII. CONCLUSION

This work proposed an algorithm that is combination of edge detection method and data hiding method for encoding.
From the above sections we can conclude that proposed algorithm has shown better results. The performance of
proposed algorithm has been implemented by embedding messages within the Original images to produce stego
images. When these stego-images are decoded, the messages which are hidden basically fully recoverable. Here the
changes of edge detected image according to threshold level also shown in given technique. In our technique the
quality of stego image is very impressive. The Embedding capacity of the image is increased by using the concept of
Edge Detection. The proposed algorithm produces better capacity of stego images due to use of several edge detection
method. So, the technique shows slightly better performance rather than the other method which we have used for our
experiments.
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