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ABSTRACT: In this paper, a new approach has been applied for Image encryption using genetic algorithm. In genetic
algorithm Crossover operation assembles existing genes and mutation operation produces new genes. Here, for each
pair of pixels binary value of an image the crossover and mutation are applied to encrypt the image. Different test
analysis like correlation, entropy test and histogram analysis is done for verification of the performance of the
algorithm.
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I. INTRODUCTION

In the field of cryptography and network secuirity Image encryption is an important research topic due to its huge
application in digital communication. Here using some method the Plain text Image is converted to cipher text Image
and send it through the communication channel to the receiver. So, the encryption algorithm should be robust enough to
protect it from intruder. The author here proposed a new Image encryption method using Genetic algorithm without
using any key.

Many authors has proposed different techniques of Image encryption using Genetic Algorithm. Rasul Enayatifar and
Abdul Hanan Abdullah [1] in their paper at first they used chaotic function to encrypt a image, then they used genetic
algorithm to get the best encrypted image. In their next paper [2] they used a hybrid technique composed of genetic
algorithm and chaotic function. In 2012, Aarti Soni, Suyash Agrawal [3] Presented a method for key generation using
genetic algorithm & then used AES for image encryption. Some authors has made a comparative study [4-9] on the
different methods of Image encryption and reviewed them. The results of the showed that every method has advantages
and disadvantages based on their techniques which are applied on images. Rasul Enayatifar and Abdul Hanan Abdullah
in their 2014 paper [10] proposed a hybrid model of DNA masking , a genetic algorithm and a logistic map. Here DNA
and logistic map functions used to create the number of initial DNA masks and then it applies GA to determine the best
mask for encryption. More work on Image encryption by using Genetic algorithm and their performance are presented
[11-14] and by other method[15-18].

Il. PROPOSED METHOD

In this method Genetic algorithm is applied to each pair of pixel value of Image to be encrypt. At first convert each
pixel of a pair to binary array and apply crossover operation on that pair since it is a inter-pixel operation. Here single
point crossover technique is applied but the crossover changes every time based on the pair no. After crossover
operation Mutation operation is implemented on the remaining bit stream of the each pixel of a particular pair as
Mutation operation is Intra-pixel operation as mentioned before.

ALGORITHM:
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Step 1: To read the Image in matrix form.

Step 2: To take a pair of pixel from beginning and pixel and represents it by equivalent  eight bit binary
array.

Step 3: Perform Crossover Operation.

Step 4: Perform Mutation operation.

Step 5: Convert each of the binary array to the decimal value taking right-most bitasa  “Most significant
bit’.

Step 6: Go to step 2 and repeat up to the last pair of pixel.

Step 7: Result is an encrypted Image.

A. CROSSOVER

Suppose for an Image the pixels are B1, B2, B3, ........... , Bn . To perform crossover operation from a pair of pixel from
beginning and binarize them. The pair no will be used as crossover point (Single point).

1% pair of pixel (B1, B2) Crossover point CP=1
2" pair of pixel (B3, B4) Crossover point CP=2
3" pair of pixel (B5, B6) Crossover point CP=3
Nth pair of pixel Crossover point CP=N

Now binary bit stream from beginning to crossover point for each pixel of a pair (B; Bi.;) will exchange themselves to
perform single point crossover operation. Let first two pixels are B1=116 and B2=170 and fourth pair B7=59 and
B8=141.

B1 (binary)

B2 (binary) 1 0 1 0 1 0 1 1

1

After crossover operation

Bl

1 1 1 1 0 1 0 0

B2 0 0 1 0 1 0 1 1
Table-1

B7 (binary) 0 0 1 1 1 0 1 1

B8 (binary) 1 0 0 0 1 1 0 0

CP=4 since it FoTthh pair
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After crossover operation

B7 1 0 0 0 1 0 1 1
B8

Table-2

This operation will be applied to the rest of the pair of pixels. In each successive pair of pixels CP is incremented by
one. When CP is equal 7 reset it to 1.

B. MUTATION

As mentioned mutation operation is an intra-pixel operation and after crossover it is applied to the rest of the bit of each
pair of pixel based on the CP value. Here remaining untouched bit of each pixel is complemented by one’s complement
method. After crossover operation mutation operation is applied on (B1, B2) and (B7, B8) and the result is as follows.

Before Mutation

Bl

[
[y
[y
[y
o
[y
o
o

B2

A
v

After Mutation

Bl 1 0 0 0 1 0 1 1
8o 0 1 0 1 1
Table 3

Before Mutation

B7 1 0 0 0 1 0 1 1
B8 0 0 1 1 1 1 0

Futation region

\ 4

After Mutation

B7 1 1 0 0 0 1
B8

Table 4
Finally, each of the binary arrays of each pair is converted to decimal by taking right-most bit as ‘Most significant bit’.

According to this new value of the First pair will be (11010001,, 00101010;) =(209,42). Similarly from Table 4 New
value of fourth pair will be (00100011, 11001100,) = (35,204)
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11l EXPERIMENTAL ANALYSIS

A. VISUAL ANALYSIS

Experimental analysis shows good performance when it the algorithm has been applied on different types of images.
The following figure indicates that the algorithm performs well.

IMAGE NAME IMAGE
Train Original Image Encypted Image

Tusi Criginal Image Encypted Image

Lina Original Image

Table 5: Original and Encrypted Images
B. HISTOGRAM ANALYSIS

Histogram describes the statistical characteristics for a particular Image. Histogram analysis of the plain text image and
encrypted image of Table 5 has been given below. It demonstrates that it is very hard for an intruder to guess the

statistical nature of the image.
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IMAGE NAME HISTOGRAM
Train Original: Histogram Encrypted: Histogram
3000 3000
1000 1000
a a
a] 100 200 a 100 200
Tusi Original: Histogram Encrypted: Histogram
100
al
a
a 100 200 a 100 200
Lina Original: Histagram Encrypted: Histogram
200 200
0 a
0 100 200 a 100 200

Table 6: Histogram Analysis

C. CORRELATION COEFFICIENT

The formula to find out Correlation coefficient of an image is

r_ COV (x,y)
VD (x)/D(y) where
1 N .
COV(x,y) N 2 (xi—E(X)(yi—
i=1
1 N
E(x)=— X xi
Nj-1
1 N
D(x) =— X (xi-E(x))2
Nij=1
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Here x and y are grey-scale values of two adjacent pixels of an image. The following table shows the correlation
coefficient of Original Image and Encrypted Image of Table 5. The RED component of the Particular Image has been
considered to find out the correlation coefficient.

NAME ORIGINAL IMAGE ENCRYPTED IMAGE
Train 0.7928 0.0035
Tusi 0.9409 0.0232
Lina 0.9828 0.0570

Table 7: Correlation Coefficient
D. ENTROPY ANALYSIS

Entropy defines the statistical measure of randomness which can be used to characterize the texture of the input image.
If entropy is low it can be compressed easily whereas high entropy image cannot compressed as much as low entropy
images. It defines by the equation

H(m) =3 p(mi)log 2—~+ —
p (mi )

where p(m;)= Probability of pixel value m;

The Following table defines the entrpy corresponding to Table 5

NAME ORIGINAL IMAGE ENCRYPTED IMAGE
Train 7.7956 7.8669
Tusi 7.6402 7.8081
Lina 7.8558 7.9354

Table 8: Entropy
IV. CONCLUSION

The proposed encryption algorithm uses two reproduction operations Crossover and Mutation of Genetic Algorithm to
provide good encryption. In this algorithm no key has been used, so the drawback of exchanging key between sender
and receiver is eliminated here. Different analytical and visual indicates that the proposed algorithm performs well and
can be used effectively in image encryption.
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