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ABSTRACT: Email is one of the most important Internet applications for most computer users. The usage of email is
increasing from time to time. However, together with this growth comes a variety of problems, such as increase of
spam and the widely spread of computer worms via emails. The current scenario poses a challenge on ways to manage
email efficiently, especially in avoiding the sending and receiving of spam email. Recent development in web
technology such as Semantic Web provides an infrastructure that enables web pages, databases, and services to both
consume and produce data on the web. Application developer can use this information to search, filter, and prepare
information in new and exciting ways to assist the web user. With these features, Semantic Email, one of Semantic
Web application, is believed to be able to help control spam by using semantic filtering and filing of email. This paper
reports the current practice of email violation prevention method by Internet Service Providers in Malaysia, and later
proposes a measure to prevent email violation in Malaysia through Web 3.0 technology. The development of an email
violation prevention model based on Web 3.0 elements signifies the theoretical contribution of this study.

KEYWORDS: Computer worms, emails, semantic web, spam, semantic filtering, internet service providers, web 3.0
technology.

I.LINTRODUCTION

There has been much alarm about Internet abuse in the past decade. Claims of Internet-related crimes such as
homicides, suicides, and child neglect have received widespread media attention across the globe. Almost 10 percent of
adult Internet users are identified as Internet addicts and 31 percent of Facebook users admitted that they are addicted to
Internet applications. In India, according to local Internet Service Provider Jarring, reported the recent abuse of the
Internet, in which 38 computer servers belonging to local educational, government and private.

Organizations were hacked and used as the launching pads for the online abuse in 1999. The Web technology is
evolving day by day. Starting with Web 1.0, the first generation of web technology was static and read-only
applications that followed strict categorization and naming of web element representations. At the transaction level,
these applications are a complete backward and forward communication to the server for each of the user requests. In
other words, each request had to be serviced by the server. Web 2.0 aims to enhance creativity, information sharing and
collaboration among users. User participation is exaggerated through user’s involvement in the application, abilityto
contribute and share interest in the group that they are associated. Control over data hosted on the application provides
scope for creative data management, usage and representation. This transforms application usage experience from a
static to a participative operator of the application. The current new generation of Web applications is Web 3.0. Web
3.0 extends Web 2.0 applications by completely upsetting the technology of the traditional computer application
industry. Major web sites with the Web 3.0 technology will undergo transformation into web services and will
effectively expose their information to the community. This study aims to explore the current practice of Internet
Service Providers (ISP) in India on handling email violation problem and their prevention method of the problem.
Based on the information gathered, an email violation prevention model is developed by integrating Web 3.0
technology into the current practice framework
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I1.RELATED WORK

Email privacy is a broad topic dealing with the issues of unauthorised access and inspection of electronic mail. This
unauthorised access can happen while an email is in transit, as well as when it is stored on email servers or on a user
computer. In countries with constitutional guarantee of this secrecy of correspondence, whether email can be equated
with letters and get legal protection from all forms of eavesdropping comes under question because of the very nature
of email.The related works are summarized as follows:

1.

There are certain technological workarounds that make unauthorized access to email hard, if not impossible.
However, since email messages frequently cross nation boundaries, and different countries have different rules
and regulations, governing who can access and email, email privacy is complicated issue.

There are certain technological workarounds to ensure better privacy of email communication. Although it is
possible to secure the content of communication, protecting the meta-data of (who sends the email to whom) is
fundamentally hard. Even though certain technological methods exist, the widespread adoption is another issue
because of reduced usability.

Emailing from home is likely to grant you a reasonable expectation of privacy, but even then, it’s not very
difficult for prying eyes to gain access to your emails. Because your emails are stored locally, at your ISP, and
on the receiving end, there are multiple points that hackers or law enforcement can gain access to.

Government employees have even less privacy than the little privacy a typical employee in the private sector
may have. Under various public records acts and the freedom of information (FOIA), the public can gain access
to almost anything the government employee writes down.

I11. EXPERIMENTAL RESULTS

Figures shows the results of the email violation prevention model and how it can be achieved using various practices.

Figure 1 shows a full email header, in an email, the body is always preceded by header lines that identify routing
information of the message. Figure 2 shows the spam firewall architecture that is it optimises the processing of each
email to maximise performance and process millions of messages per day. Figure
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Figure 1. A full email header Figure 2. Spam Firewall Architecture
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Figure 3. Domain specific relations
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Figure 3. Overall view of the proposed emall violaton

Figure 4. Email viclation prevention model by filtering PIETE[[UDH model thEthH with the current pIE‘.'EﬂT.IDﬂ

the receiver of the 2-mail based on preset criteria. model.

IV.CONCLUSION

This seminar discusses the email violation definition in the perspective of ISP. The definition is slightly different from
what we got in the literature review since it is depends on the customer of the ISP. The current practice by thelSP in
handling the email violation cases by their customer is by studying the email contents. If the email is categorized as
spam email, the ISP will check the full email header to get the more information such as IP address and routing
information. For email violation prevention in their own organization, the ISPs are using off the shelf software and
hardware. The number of software used is depends on the organization budget. An email violation prevention model
based on Web 3.0has been constructed and explains in this chapter. The model is adapting the Web 3.0 elements to
prevent email sender sends email to the wrong recipients
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