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ABSTRACT: In this sense, DoS, especially DDoS, not only threatens the Internet, but also threatens the civil security,
due to its prevalent usage in cyber-crimes. Thus to understand well the characteristics of DDoS problems and
investigate corresponding defense mechanisms have significant contributions not only for academia and industry, but
also for the social security and emergency management agencies, since they can use such knowledge to enhance their
abilities of risk assessments and help the stakeholders to make appropriate decisions when facing DDoS threats. In the
existing research work the different types of problems, such perspective in terms of detecting DoS attacks is to view the
problem as that of a classification problem on network state (and not on individual packets or other units) by modeling
normal and attack traffic and classifying the current state of the network as good or bad, thereby detecting attacks when
they happen. Another is the Transmission failures or deadline misses may result in disturbances to the process,
degradation of the overall control performance. In future All these are resolved with the help of a DDoS attack
detection and DSR Algorithm with Cryptography on Wireless Sensor network and the WSN with BS, CH
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I. INTRODUCTION

Nowadays, distributed denial of service (DDoS) attacks pose one of the most serious security threats to the Internet
[1]. DDoS attacks can result in a great damage to the network service. The DDoS attackers usually utilize a large
number of puppet machines to launch attacks against one or more targets, which can exhaust the resources of the victim
side. That makes the victim lose the capability to serve legitimate customers and prevent legitimate users from
accessing information or services. Since DDoS attacks can greatly degrade the performance of the network and are
difficult to detect, they have become one of the most serious security challenges to the current intrusion detection
systems (IDS) [2]. Concerning the current state of the network, every corner of the world is likely to be the target of
DDoS attacks. However, as long as they are detected early, the loss can be reduced to the minimum. Therefore, DDoS
attack detection and defense still attract much concern from researchers. During a typical attack period, an attacker
controls the compromised hosts to send requests to a target site and those combined packet flows will overwhelm the
target due to the limited resources. The target can be machine, network link or even network links of ISPs. According
to the typical communication pattern of DDoS attacks, they can be divided into two main categories, which are called
direct attacks and indirect attacks, respectively. In order to launch an attack, attackers have to build a network first.
Such kind of networks usually contains three components, which are attackers, masters and agents. The attacker
controls one or more masters and each master controls thousands of agents to initialize the attacks. The attacker itself
does not send packets to victims directly. It makes the puppets to send attack packets in order to hide its malicious
activities. By this way, it is difficult to track the attack source during attacks.[2]
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Il. DIRECT AND REFLECTOR-BASED ATTACKS

During a direct attack, spoofed IP addresses are usually involved to prevent attackers from being discovered. As shown
in Fig. 1, the attacker directly sends packets with forged source IP addresses to the victim side and tries to periodically
establish connections with the victim to exhaust the victim’s resources. Such kind of attacks utilizes the inherent
weaknesses of some communication protocols, which require the receiver to send feedback to the sender side when it
receives packets from senders. The attacker can take advantage of such feedback mechanism to launch an attack. One
of the most prevalent DDoS attacks in the past decade is SYN flood attack which belongs to direct attacks.[3]
According to the three-way handshake mechanism of TCP initialization process, the victim server needs to send an
acknowledge packet to the sender side. Since source IP addresses of malicious packets are spoofed, the server will
never get responses from sender’s side. At the same time, the victim server still keeps a large amount of memory and
CPU resources for those broken connections. By exhausting the resources of the server, legitimate users cannot access
normal services. Fig. 2.shows a typical flow distribution during a DDoS reflector attack. Compared with the direct
attack, the attackers do not send packets directly to the victim but to some reflectors.

Both routers and DNS servers can be utilized as the reflectors. The attacker sends packets, which are required to be
responded to the reflectors. However, those packets which are sent to the reflectors contain the victims’ IP addresses.
The reflectors will then send a large number of packets to the victims. The large number of packets will saturate the
ingress link of the victim. Such kind of attacks is more dangerous since all the responding packets have no difference
compared with legitimate packets and thus it is more difficult to detect.[4]
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Figure 1: Direct attack [4]
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Figure 2: Reflector-based attack [4]

111. DDOS DETECTION

Systems used to detect DDoS attacks are considered as a type of Network Intrusion Detection Systems (NIDs). The
latter employ two distinct approaches to detect malicious activities: signature-based detection and anomaly-based
detection [2]. Signature-based detection is used to detect known security threats (e.g., a virus or malformed packets)
looking for specific patterns (signatures) to appear in individual packets. On the other hand, anomaly-based NID is
used to detect potential security threats based on abnormal behaviors over a set of packets. Due to the nature of
flooding-based DDoS attacks, where every malicious packet may seem legitimate if analyzed individually but where
the overall traffic behavior may suffer abrupt variations (e.g. abrupt increases of traffic volume), anomaly-based
detection is always used to detect flooding-based DDoS attacks. In the recent decade, many anomaly-based detection
methods were proposed to identify DDoS attacks from network traffic. Basically, these detection methods can be
classified into two categories: off-line DDoS mining and on-line DDoS detection. Off-line DDoS mining usually try to
find attacks by analyzing the main characteristics of feature distributions of the network traffic with some systematic
methods, such as PCA (Principal Component Analysis) ) [4, 5] and dominate states analysis [5]. The basic idea of PCA
is to embed the multidimensional data into lower dimensional subspace in which normal instances and the anomalies
appear significantly different. The basic idea of the dominate states analysis is to explore the interaction or dependence
among the dimensions of the data by identifying subset of values (dominate states) to represent or approximate the
original data in their probability distribution. Anomalies can be identified since their dominate states deviate
significantly from the normal ones. When the network anomalies are identified, data clustering methods, such as k-
means clustering [6], are applied to group different types of anomalies together for further identification, correlating
anomalies to attacks. To achieve accurate analysis results, the processing procedures of off-line methods are executed
on the whole data trace, and these methods usually involve expensive computations, e.g PCA involves matrix
computations for computing principal components of the data. So the off-line DDoS mining methods can hardly be
used in online detection, due to time and space complexities. However, the analysis results from the off-line anomaly
mining can help build the base-line profile for the real time detection. Considering the big scale of the DDoS attacks,
detection over big volume of traffic (e.g. multi-10Gbps) is really challenging [7]. Computation over massive data
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streams is being studied in the emerging field of data streaming, aiming at methods for processing massive amounts of
data in a real-time fashion, such that each tuple in the data stream is only processed once. Data streaming computation
has been adopted in applications such as financial markets and mobile phones or credit card fraud detection
applications [8]. Recently, data streaming has also been proposed for DDoS detection at high-speed network links,
where streams of packets are processed by continuous queries to find anomalous DDoS-related traffic patterns in real
time. Data streaming queries are referred to as continuous as they are constantly “standing” over the streaming tuples
and continuously producing output results. Most data-streaming based DDoS detection methods focus on using space
efficient and time-efficient algorithm to keep track of the heavy hitters, e.g. a source sending lots of packets to many
destinations, in the monitored traffic. One particular algorithm used is sketch algorithm [9]. Sketch is a probabilistic
summary technique which can sustain large streaming datasets. It keeps the summary updates using projection along
random vectors to achieve space efficiency with guaranteed probabilistic reconstruction accuracy. However, sketch
based solutions do not support continuous monitoring with sliding window, since the random vectors used for
maintaining the sketches are reset when some anomalies are detected or some predefined period expires. Thus sketch-
based solution may miss the anomalies spanning consecutive periods. Considering the types of DDoS attacks that are in
the focus of the previous work in DDoS detection, SYN flooding is the most common one, since such attacks usually
cause imbalance between the number of SYN packets and the SYN/ACK or FIN packets [10]. However, monitoring
such imbalance to detect SYN flooding may require the monitor to be deployed at the edge routers, due to the routing
asymmetry. So solutions which can detect DDoS attacks at the early stage, i.e. at the backbone links, are desired.
However, monitoring high speed traffic in backbone links is challenging [11]. To detect bandwidth flooding attacks,
change-point detection [11] and wavelet analysis [8] were proposed. Change-point detection maintains a moving
average of each flow and compares the current flow rate against the moving average; if the changing ratio exceeds the
threshold, then the flow is identified as suspicious. Wavelet detection maps the series of the flow rates into a spectral
domain. Since the attack flows and the legitimate flows have distinguishable frequency components, the presence of
attack flows can be detected[12]. However, most of the change-point based and wavelet-based detections only focus on
detecting the abrupt changes of the traffic rate, so they may be insufficient for detecting connection requests flooding,
like SYN flooding, since the traffic rate may not increase so much in such attacks.[11]

IV.RELATED WORK

Akash Mittal et.al.[2011] have studied Internet is the primary medium for communication which is used by number of
users across the Network. At the same time, its commercial nature is causing increase vulnerability to enhance cyber
crimes and there has been an enormous increase in the number of DDOS (distributed denial of service attack) attacks
on the internet over the past decade. In this paper basically summarizing different techniques of DDoS and its
countermeasures by different methods such as Bloom Filter, Trace Back method, Independent Component Analysis and
TCP Flow Analysis.[1]

Divya Kuriakose et.al.[2013] have studied Network is collection of nodes that interconnect with each other for
exchange the Information. This information is required for that node is kept confidentially. There are many security
attacks in network. One of the major threats to internet service is DDoS (Distributed denial of services) attack. DDoS
attack is a malicious attempt to suspending or interrupting services to target node. Various schemes are developed
defence against to this attack. Main idea of this paper is present basis of DDoS attack. Types of DDoS attack,
components of DDoS attack, need for Distributed defense system, comparative study of different defense
mechanism.[2]

Saurabh Ratnaparkhi et.al.[2013] have studied DoS/DDoS attacks are a strong, comparatively new type of Internet
attacks, they have basis some Biggest web sites on the world -- owned by the mainly famous E-Commerce companies
such as Yahoo, eBay, Amazon -- became unreachable to customers, partners, and users; the financial losses are very
huge. While former security threats could be faced by a tight security policy and active measures like using recalls,
vendor patches etc. these DDoS are novel in such way that there is no totally pleasing protection yet. In this paper we
classify diverse Forms of attacks and give an indication over the most common DDoS tools. The goal of this paper to is
present the idea behind various protecting technique against the DDOS attack.[3]
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Darshan Lal Meenal et.al.[2014] have studied Distributed denial-of-service (DDoS) is a rapidly growing problem.
The multitude and variety of both the attacks and the defense approaches is overwhelming. This paper is a survey on
the problem of denial-of-service (DoS) and Distributed Denial of Service (DDoS) attacks and proposed ways to deal
with it. We describe the nature of the problem and look for its root causes, further presenting brief insights and
suggested approaches for defending against DDoS. We point out both the positive and negative sides of each potential
solution. Future work identifies and justifies open research issues. This provides better understanding of the problem
and enables a security administrator to effectively equip his arsenal with proper prevention mechanisms for fighting
against DDoS threat.[4]

Shenam Chugh et.al.[2015] have studied a review on the problem of denial-of-service (DoS) attacks and proposed
ways to deal with it. Broadcast authentication is an important application in sensor networks.Public Key Cryptography
(PKC) is desirable for this application,but due to the resource constraints on sensor nodes, these operations are
expensive, which means sensor networks using PKC are susceptible to Denial of Service (DoS) attacks: attackers keep
broadcasting bogus messages, which will incur extra costs, thus exhaust the energy of the honest nodes. In addition, the
long time to verify each message using PKC increases the response time of the nodes; it is impractical for the nodes to
validate each incoming message before forwarding it.We describe the nature of the problem and look for its root
causes, further presenting brief insights and suggested approaches for defending against DoS.[5]

Raksha Upadhyay et.al.[2015] have studied Open nature of wireless sensor networks (WSN) makes it vulnerable to
outside attacks. Many security threats like denial of service, black hole, sinkhole etc. may affect the network
performance. Distributed denials of service (DDOS) attacks are defined as attacks that are launched by a set of
malicious entities towards a node or set of nodes. In this work we propose a solution to prevent WSN from DDOS
attack using dynamic source routing (DSR). Energy of concerned nodes has been used for detection and prevention of
attack. Qualnet 5.2 simulator is used for implementation of the proposed solution.[6]

V. PROBLEM FORMULATION

In the research work big data processing on wireless sensor network different problems are faced that are given below:
¢ An important such perspective in terms of detecting DoS attacks is to view the problem as that of a classification
problem on network state (and not on individual packets or other units) by modelling normal and attack traffic and
classifying the current state of the network as good or bad, thereby detecting attacks when they happen.

e Thereis aresource overloading problem due to DDoS attacks.

o Another problem is the down security problem due to attacks.

o Transmission failures or deadline misses may result in disturbances to the process, degradation of the overall control
performance.

VI. CONCLUSION AND FUTURE WORK

Distributed Denial of Service (DDoS) attack is now became a great challenge for the various ISP’s (Internet Service
Providers) as well as researchers who are working in the field of network security in the word. To handle this great
challenge a lot of research and work have been done and based on that a lot of recommended models and mechanisms
are there. Complete elimination of denial of service threats is infeasible given the current Internet infrastructure.
Internet, being an open environment with no limits set in stone on the number of users, is inherently vulnerable to
attacks of the denial of service type. There is no way to predict the parameters of the largest possible flood. Here in this
all the above problems are reviewed. In the future these problems are resolved with the help of DSR and Cryptography
to achieve better results.
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