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ABSTRACT: This paper proposes a new multiresolution domain watermarking of grayscale images and has also
shown its VLSI Implementation without altering its content in real time using a secret key. The proposed algorithm
does not make any change in the host image. Thus it shows high robustness to signal processing attacks. The
watermark extraction process is simple as the host content is extracted based on key. We have evaluated the robustness
of the algorithm against several signals processing using MATLAB. Finally we have implemented the same algorithm
in verilog HDL using Altera Quartus-11.
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I. INTRODUCTION

In this modem digital era the reproduction digital content is so easy due to the presence of lot of software packages.
Digital watermarking is one of the promising methods to communicate secret data in an image, video or audio, visibly
or invisibly, which can be used to manifest the owner copyrights. The secret data (watermark) can be embedded in the
host content in robust, fragile or in semi fragile manner. There exist three main spaces or domains of watermark
insertion viz; spatial domain, frequency domain, and multiresolution domain. The frequency domain techniques like
DFT, DCT will modify the frequency components of host contents with a transformation of original content, which
yields high robustness (i.e. persistent to signal processing attacks) with a higher computational complexity and low
embedding capacity. Whereas the spatial domain techniques like LSB embedding, Pixel Value Differencing (PVD) will
involve only the direct manipulation of pixel intensities. So there exists a high embedding capacity with less
computational complexity, but it is less robust to signal processing attacks.

In this paper a text watermark is taken as input in the domain of insertion as frequency because of its low
computation complexity and fidelity. The different multiresolution domain techniques have inherent merits and
demerits. The proposed technique called Discrete Wavelet Transform multiresolution domain watermarking with VLSI
architecture wherein we have added a threshold value in incrementing and decrementing fashion to get an exact match
of the watermark content. In case there is no match, it retains the previous neighborhood pixel value of host as a secret
key. Also the proposed algorithm does not affect the host image content but only takes its pixel value location as key
for embedding and extraction of secret watermark content and overcomes all the demerits of all LSB, PVD.

Il. PROPOSED METHOD

Watermarking is the procedure to cover up some information which will be named watermark or tag in to the
original data(image, audio or video) in a way that watermark may be removed or recognized later to produce an
assertion in regards to the object. Image watermarking systems are used to protect the digital images. Watermarks of
varying level of visibility are put into demonstration media as a guarantee of authenticity, quality, ownership and
source. The image watermarking systems have been popular to solve the copyright protection problems of digital
picture related to illegal use or distribution. Watermarking scheme quality is decided applying robustness, transparency
and capacity. Transparency indicates after installation of watermark the initial picture should not be distorted.
Robustness relates to attacks. If watermark treatment is hard to different attacks like Intensity Transformation, noise
then watermarking scheme is robust.
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Digital watermarks can be divided into visible and invisible types. Based on human perception a visible watermark
is a secondary translucent image overlaid on to the primary image in visible watermarking, the information is visible in
the picture or video. Typically, the information is text or a logo which identifies the owner of the media. When a
television broadcaster adds its logo to the corner of transmitted video, this is also a visible watermark. The invisible
watermarks are categorized into watermarking techniques as fragile and robust. Generally, a robust mark is generally
used for copyright protection and ownership identification because they are designed to withstand attacks such as
common image processing operations, which attempt to remove or destroy the mark. These algorithms ensure that the
image processing operations do not erase the embedded watermark signal. On the other hand a fragile or semi-fragile
watermark are mainly applied to content authentication and integrity verification because they are very sensitive to
attacks, i.e., it can detect slight changes to the watermarked image with high probability.

Discrete Wavelet transform (DWT) is a mathematical tool for hierarchically decomposing an image. Discrete
wavelet transform, which transforms a discrete time signal to a discrete wavelet representation. It gained widespread
acceptance in signal processing, image compression & watermarking. The transformation of a signal is that converts
one to another form of the signal to representing it. It does not change the data present in the signal. Discrete wavelet
transform is a multiresolution decomposition of a signal. It hierarchically decomposes an image. Mapping an image
into a set of coefficients is done by discrete wavelet transform. Basically non stationary signals are processed by
discrete wavelet transform. Both frequency and spatial domain of an image are provided by discrete wavelet
transform i.e. it captures both frequency and location information. In this, decoding is done in low resolution to high
resolution manner. High and low frequency parts are obtained on decomposing an image by dwt. Information about
edge components are contained in high frequency parts and, low frequency parts again decomposed into another set of
low and high frequency parts. The image is divided into four multiresolution sub-bands LL, LH, HL and HH using
DWT. Fine-scale DWT coefficients are represented by LH, HL, HH sub-bands and coarse-scale DWT coefficients are
represented by LL sub-bands. LL sub-band is further decomposed into four multiresolution sub-bands to obtain next
coarser wavelet coefficients. This process is repeated several times determined by application for which it is used.

WATERVARK
HOST INSERTION | | WATERMARKED
DMAGE P ALGORITEM HY DMAGE

Fig.1. Watermark Insertion Procedure

In this paper we used 1-level DWT which decomposes an image into LL1 which is lower resolution approximation
coefficient and LH1, HL1, HH1 which are detailed components of an image.

One of the traditional applications of the watermark is copyright protection. The primary reason for using watermarks
is to identify the owner of the content by an invisible hidden “mark” that is imprinted into the image.

In many cases, the watermark is used in addition to the content encryption, where the encryption provides the secure
distribution method from the content owners to the receivers, and the watermark offers the content owners the
opportunity to trace the contents and detect the unauthorized use or duplications. Without watermarking, there is no
way to extend the control of the content owner once the content leaves the protected digital domain and is released to
the user. Digital watermark is used to extend the protection and provide the opportunities for the content owners to
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protect the rights and properties of the electronic distributed contents. The signature of the owner, content ID and usage
limitation can be imprinted into the contents, and stay with the contents as far as it travels. This mechanism extends the
opportunity of protecting the contents after the release of the contents to the open environment.

The major technical requirements for this application are as follows; The watermark does not incur visible (or audible)
artifacts to the ordinary users. The watermark is independent of the data format. The information carried by the
watermark is robust to content manipulations, compression, and so on. The watermark can be detected without the
unwatermarked original content. The watermark can be identified by some kind of “keys” that are used to identify large
number of individual contents uniquely. The contents may be changed to the other formats, edited or trimmed by the
users or compressed for the storage and transmission, and it is desirable to be able to detect the watermark from those
processed contents. Usually, the watermark signal embedded into the content does not disappear after the editing of the
content, but becomes more and more difficult to detect while the content is distorted. In general, higher robustness can
be achieved by increasing the strength of the watermark signal, thus improving the detection capability.

In other words, the robustness of the watermark is a trade-off between the amount of watermark signal that applies to
the content and the overhead to the detection. Currently, several commercial products and services using watermarking
technology are available. They include applications for watermark embedding/detection and services to search the
Internet for the contents with certain designated watermarks. These applications are mainly taking place between the
large content owners (e.g. Electronic publishers/distributors), and their customers (e.g. the content creators).Because
the usage is limited within relatively smaller groups, each group tends to use their own proprietary watermark rather
than a common one. Other applications of watermarking are Copyright Watermarks, Fingerprint Watermarks,
Broadcast Watermarks, Annotation Watermarks, Integrity Watermarks.

It converts an input series into one high-pass wavelet coefficients series and one low-pass wavelet coefficient
series. For many signals, the low-frequency content is the most important part. In wavelet analysis, the
approximations (A) and details (D) are obtained after filtering. The approximations are the high-scale, low frequency
components of the signal. The filtering process is schematically represented as in Figure.1.functional part of the cover
data so that it results in watermarked image as shown in Figure.2.The original image and the watermark text
undergoes the haar based DWT. The DWT image of the original image and the watermark image are embedded into
one image.

g
¥
LOW HIGH
PASS FILTEES AR
A D

Fig.2. Single stage filtering

The original signal, S, passes through two complementary filters and emerges as two signals. Unfortunately, it may
result in doubling of samples and hence to avoid this, down sampling is introduced. The one-dimensional forward
wavelet transform is defined by a pair of filters s and that are convolved with the data at either the even 2r odd
locations.
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The 1-D wavelet transform can be extended to a two-dimensional (2-D) wavelet transform using separable wavelet
filters. With separable filters the 2-D transform can be computed by applying a 1-D transform to all the rows of the
input and then repeating on all of the columns. The image undergoes the DWT transform and it is decomposed into 4
frequency districts. In that four districts one is low frequency district (LL) and other are the high frequency districts
(HL, LH, HH). In this paper the low frequency district of the decomposition is used to store the main content. Since the
low frequency district is prone to low noise if the information of low-frequency district is DWT transformed, the sub-
level frequency district information will be obtained. This four LL, LH, HL HH district used to compress the image in
wavelet transform as shown in Figure.2. This compression technique has been utilized to secure the digital data with
the help of watermarking. If the information of low-frequency district is DWT transformed, the sub-level frequency
district information will be obtained. This paper implements the algorithm in two stage as shown in Figure.3.

ORIGINAL IMAGE | |WATERL1ARK TEXT |

\ /

APPLY DWT HAAR APPLY DWT HAAR
TRANSFORM TRANSFORM

N/

EMBEDDING
PROCESS

WATERMARK ED
IMAGE

Fig.3. Image DWT decomposed

Stage 1. This watermark embedding stage consists of generating watermarked image from the host image and
watermark image with the help of Haar based DWT Original image (cover) and watermark text are considered and
watermark text is embedded into the

LL1 HLI

LHI HHI

Fig.4. Encryption Unit

Stage 2: The watermark extraction stage consists of extracting watermark image from watermarked image with the
usage of Haar based IDWT. The watermarked image undergoes the inverse discrete wavelet transform and both
original image (cover) and the watermark image is separated by extracting process. Then the original image and
watermark text is obtained as shown in the Figure.5
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Fig.5. Watermarking Unit
111. CHIP LEVEL DESIGN OF WATERMARKING

For the chip level implementation, the datapath embedding and extraction units are modeled using verilog HOL.
Then the Host image and watermark text is converted into binary form (hex-file or memory-initialization file) and
stored in the RAM of corresponding sizes. The code modeled in verilog HDL is simulated and synthesized to get a real
time chip. The entire VLSI flow is illustrated in Fig 6.

Design the Datapath modules in verilog

[ Integrate into single module ]

l

Simulate and venify the functionality

Synthesis to Netlist level

¥

Tapeout the Layout and chip

Fig.6. VLSI Flow

The datapath modules are modeled using Verilog HDL, integrated and then simulated using Modelsim-SE 6.5© and
Finally synthesized using Altera Quartus-11 9.0© with a generation of netlist and layout.
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IV. PERFORMANCE EVALUATION

This section gives the simulation results using MATLAB R2014b© and Altera Quartus-11 9.0©. In the MATLAB
implementation process we have taken the host image of size 256 x 256 as Lena and the watermark is text. Then we
have simulated DWT and generated a secret key for authentication. The host image and watermark text are shown in
Fig-7 and 8.
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Fig.10. Embedding process in Modelsim

Copyright to JIRSET DOI:10.15680/IJIRSET.2017.0605338 9924


http://www.ijirset.com

A

IJIRSET

International Journal of Innovative Research in Science,

Engineering and Technology

(An ISO 3297: 2007 Certified Organization)

Website: www.ijirset.com

Vol. 6, Issue 5, May 2017

¥ toe B NEE BTy

Fig.11. Extraction process in Modelsim
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The same watermarking and extraction were modeled using Verilog HDL with initialization of image values in ram.
Then executed the simulation and we verified that both the MATLAB simulation and Verilog simulation will have the
same results. For the reconstruction of image file, we once again wrote all the secret key values from ram to text file
during Verilog simulation. Then using MATLAB the text file is used as a key to generate the watermark image content.
The Verilog simulation is done by Modelsim SE6.5b©. Then we have synthesized the entire watermarking embedding
and extraction module using Altera Quartus-11 11.0 © with their layout generation. The Synthesis and layout generation
of the chip generated are done using Altera FLEX10KA EP3SC5F256C6 device family. From the synthesized report it

is found that no critical path in the design.

The design constraints such as area, power and delay were satisfied. The reduction of area and delay is
possible while generating the structural netlist. Both area and delay can be reduced simultaneously until they reach
equilibrium or acceptable value range. The clock frequency is fixed in the design analyzer to optimize the design. Once
the critical delay for the circuit is determined, the clock frequency is again adjusted.
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Fig. 13: Device utilisation summary for EP3SC5F256C6
V. CONCLUSION

In this paper we proposed a ASIC implementation of watermarking algorithm in real time without altering its
content. Our algorithm does not make any change in the host image and the watermark is invisible. The watermark can
be extracted only by the key hence it finds its application in security and copyright purposes. DWT provides an
invisible, robust and real time high speed hardware implementation. The multiple watermarking finds its application
where a digital content has more than one owner and each has to be authorized distinctly.
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