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ABSTRACT: Cloud brokers have been recently introduced as an additional computational layer to facilitate
cloud selection and service management tasks for cloud consumers. However, existing brokerage schemes on
cloud service selection typically assume that brokers are completely trusted, and do not provide any guarantee
over the correctness of the service recommendations. It is then possible for a compromised or dishonest broker
to easily take advantage of the limited capabilities of the clients and provide incorrect incomplete responses. We
propose a cloud based secure data system, which allows trusted authority to securely store their secret data on
the semi-trusted cloud service providers, and selectively share their secret data with a wide range of data
receiver. Different from previous cloud-based data system, Data owners encrypt their secret data for the data
receivers using KP-ABE Encryption scheme. Another advanced specification is, if any data receiver want
personal file to download, the data receiver will send the request to the authority. The authority owner has the
Access Control. If the Owner wants to share the original file with the data receiver, he shares these keys to data
receiver. After accepts request the data receiver download the secret key and use this key to download the
original data. In addition for classification of data files a new classification algorithm is proposed

KEYWORDS: Cloud computing, KP-ABE, SVM, Data sharing.
I. INTRODUCTION

Nowadays, as an emerging and efficient computing model, cloud computing has attracted widespread attention
and support in many fields. In the cloud computing environment, many services such as resource renting,
application hosting, and service outsourcing show the core concept of an on-demand service in the IT field. In
recent years, many IT tycoons are developing their business cloud computing system, e.g. Amazon’seC2[1],
Amazon’s S3[2], Google App Engine[3] and Microsoft’s Azure[4] etc. Cloud computing can provide flexible
computing capabilities, reduce costs and capital computing capabilities, reduce costs and capital expenditures
and charge according to usage.Although the cloud computing paradigm brings manybenefits, there are many
unavoidable security problems caused by its inherent characteristics such as the dynamic complexity of the
cloud computing environment, the openness of the cloud platform and the high concentration of resources. One
of the important problems is how to ensure the security of user data. Security problems, such as data security
and privacy protection in cloud computing, have become serious obstacles which, if not appropriately addressed,
will prevent the development and wide application of cloud computing in the future. Security concern in a
distributed file system has been a major issue during the last decades. There are many security concerns in
distributed file systems. Some of the concerns are how to make a distributed file confidential and to control its
access. Traditional user control mechanisms keep user authorities in an access control list (ACL) in a group or a
hierarchical structure. Then, it adds access control attribute to a file using a trusted server for authentication and
authorization.

However, these traditional approaches heavily depend on security of the access control list. Once ACL were
compromised, it would im-plicate the access control service. In general the access control mechanisms usually
de-ploy symmetric and public cryptographic schemes to secure the access control list. Symmetric and public
cryptography are employed for realizing access control mechanisms. However, traditional public key encryption
schemes are not suitable for ABAC systems because it has simple one-to-one relation between cipher-texts and
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user’s key. Meanwhile, ABAC system requires complex relations between ciphertexts and user’s such as a
ciphertext can be decrypted by a class of users.

A new type of encryption scheme called ciphertextpolicy attributed-based encryption (CP-ABE) can be used for
realizing ABAC system. CP-ABE is a class of encryption scheme which al-lows fine grained relations between
ciphertexts and user's keys. In CPABE, a set of at-tributes is used to parameterize a user's secret key. On other
hand, an access structure from the same attribute space is used to parameterize a ciphertext. The ciphertext can
be decrypted if the attribute set satisfies the access structure. Attributedbased encryption schemes already been
used in many systems for example oblivious transfer, vehicular adhoc network, and cloud computing. We
propose a cloud-based secure data system, which allows trusted authority to securely store their secret data on
the semi-trusted cloud service providers, and selectively share their secret data with a wide range of data
receiver.To reduce the key management complexity for authority owners and data receivers. Different from
previous cloud-based data system, Data ownersencrypt their secret data for the data receiver’s usi

1. CLOUD COMPUTING

Cloud computing, also known as on-the-line computing, is a kind of Internet-based computing that provides
shared processing resources and data to computers and other devices on demand. Cloud computing and storage
solutions provide users and enterprises with various capabilities to store and process their data in third-party
centers.. Proponents also claim that cloud computing allows enterprises to get their applications up and running
faster, with improved manageability and less maintenance, and enables IT to more rapidly adjust resources to
meet fluctuating and unpredictable business demand. Cloud providers typically use a "pay as you go" model.
This can lead to unexpectedly high charges if administrators do not adapt to the cloud pricing model. The
present availability of highcapacity networks, low-cost computers and storage devices as well as the widespread
adoption of hardware virtualization,service-oriented architecture, andautonomicand utility computing have led
to a growth in cloud computing. Companies can scale up as computing needs increase and then scale down
again as demands decrease. Cloud computing has become a highly demanded service or utility due to the
advantages of high computing power, cheap cost of services, high performance, Scalability, accessibility as well
as availability. Some cloud vendors are experiencing growth rates of 50% per year, but being still in a stage of
infancy, it has pitfalls that need to be addressed to make cloud computing services more reliable and user
friendly

1. METHODOLOGY OF PROPOSED SYSTEM SECURE INFORMATION RETRIEVAL

In this study, an efficient encryption scheme based on layered model of the access structure is proposed in

Saocial network, which is named file hierarchy CP-ABE scheme (or FH-CP-ABE, for short). FH-CP-ABE

extends typical CP-ABE with a hierarchical structure of access policy, so as to achieve simple, flexible and fine-

grained access control. The contributions of our scheme are three aspects.

o  Firstly, we propose the layered model of access structure to solve the problem of multiple hierarchical files
sharing. The files are encrypted with one integrated access structure.

e Secondly, we also formally prove the security of FH-CP-ABE scheme that can successfully resist chosen
plaintext attacks (CPA) under the Decisional Bilinear Diffie-Hellman (DBDH) assumption.

e Thirdly, we conduct and implement comprehensive experiment for FH-CP-ABE scheme, and the simulation
results show that FH-CP-ABE has low storage cost and computation complexity in terms of encryption and
decryption.
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A. SYSTEM FLOW DIAGRAM
It should be noticed that the proposed scheme differs from the subsequent CP-ABE schemes, which utilize the
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B. ATTRIBUTE-BASED ENCRYPTION (ABE)

Attribute-based encryption (ABE) is a relatively recent approach that reconsiders the concept of public-key
cryptography. In traditional public-key cryptography, a message is encrypted for a specific receiver using the
receiver’s public-key. Identity-based cryptography and in particular identity-based encryption (IBE) changed the
traditional understanding of public-key cryptography by allowing the public-key to be an arbitrary string, e.g.,
the email address of the receiver. ABE goes one step further and defines the identity not atomic but as a set of
attributes, e.g., roles, and messages can be encrypted with respect to subsets of attributes (keypolicy ABE - KP-
ABE) or policies defined over a set of attributes (ciphertext-policy ABE - CP-ABE). The key issue is, that
someone should only be able to decrypt a ciphertext if the person holds a key for "matching attributes" (more
below) where user keys are always issued by some trusted party.

C. KEY-POLICY ABE

An important property which has to be achieved by both, CP- and KP-ABE is called collusion resistance. this
basically means that it should not be possible for distinct users to "pool" their secret keys such that they could
together decrypt a ciphertext that neither of them could decrypt on their own (which is achieved by
independently randomizing users' secret keys)

D. SUPPORT VECTOR MACHINE

SVM is a useful technique for data classification. Even though it’s considered that Neural Networks are easier to
use than this, however, sometimes unsatisfactory results are obtained. A classification task usually involves
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with training and testing data which consist of some data instances. Each instance in the training set contains
one target values and several attributes. The goal of SVM is to produce a model which predicts target value of
data instances in the testing set which are given only the attributes.

Classification in SVM is an example of Supervised Learning. Known labels help indicate whether the system is
performing in a right way or not. This information points to a desired response, validating the accuracy of the
system, or be used to help the system learn to act correctly. A step in SVM classification involves identification
as which are intimately connected to the known classes. This is called feature selection or feature extraction.
Feature selection and SVM classification together have a use even when prediction of unknown samples is not
necessary. They can be used to identify key sets which are involved in whatever processes distinguish the
classes.

The above is a classic example of a linear classifier, i.e., a classifier that separates a set of objects into their
respective groups (GREEN and RED in this case) with a line. Most classification tasks, however, are not that
simple, and often more complex structures are needed in order to make an optimal separation, i.e., correctly
classify new objects (test cases) on the basis of the examples that are available (train cases). This situation is
depicted in the illustration below. Compared to the previous schematic, it is clear that a full separation of the
GREEN and RED objects would require a curve

(which is more complex than a line). Classification tasks based on drawing separating lines to distinguish
between objects of different class memberships are known as hyperplane classifiers. Support Vector Machines
are particularly suited to handle such tasks.

IV. RELATEDWORK
Kaitai Liang [1] et al propose the first cloud-based revocable identity-based proxy re-encryption (CRIB-PRE)

scheme that supports user revocation but also delegation of decryption rights. No matter a user is revoked or not,
at the end of a given time period the cloud acting as a proxy will re-encrypt all ciphertexts of the user under the

current time period to the
revoked in the forthcoming
decrypt the ciphertexts by
anymore. We state that this
many  practical  network
subscriptionbased cloud
to some naive solutions
generator (PKG) to interact
each time period, the new
advantages in terms of

next time period. If the user is
time period, he cannot
using the expired private key
primitive is applicable to
applications, such as
storage services. Comparing
which require a private key
with non-revoked users in
scheme provides definite
communication and

computation effciency. Our scheme only requires the PKG to publish a constant-size public string for each time
period and meanwhile, the workload of ciphertexts update is loaded to the cloud server. More importantly, the
scheme can be proven secure in the standard model.

Youngho park [2] et al present a fully secure CPABE system with non-monotonic access structure for large
attribute space. Our system achieves fully secure definition by giving a proof that any polynomial time attacker
cannot distinguish the distribution in a real game and a final game by using dual encryption framework. In final
game, the challenger always receives a semi-functional type 2 version of secret key or ciphertext. This mean the
challenger can-not make decryption to the challenge ciphertext with queried secret key include those that satisfy
the challenge access structure. Moreover, our scheme also allows user to define NOT gates in the access tree
besides AND, OR and threshold gates which add the ex-pressibility of access control. Our present CP-ABE
system also allows large attribute universe since the public parameter in the present CP-ABE does not grow
linearly with attribute space size. Furthermore, from analysis of memory requirement and computation cost, our
proposed CPABE is feasible to be used in real application.

Joseph K. Liu [3] et al tackle the open problem of proposing a leakage resilience encryption model that can
capture leakage from both the secret key owner (the data user or control centre) and the encryptor (the data
owner or sensor), in the auxiliary input model. Existing models only allow the leakage of the secret key and do
not allow adversaries to query more leakage information after seeing the challenge ciphertext of the security
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games. We solve this problem by defining the post-challenge auxiliary input model in which the family of
leakage functions must be defined before the adversary is given the public key. The post-challenge query will
return the leakage of the encryption randomness used by the encryptor. This model is able to capture a wider
class of real-world attacks.

Yanjiang Yang [4] et al presented an extended proxyassisted approach in order to overcome the limitation of
needing to trust the cloud server not to disclose users’ proxy keys inherent in proxy/mediator assisted user
revocation approaches. In our approach, we bind the cloud server’s private key to the data decryption operation,
which requires the cloud server to reveal its private key should the cloud server decide to collude with revoked
users. We then formulated a primitive, ‘revocable cloud data encryption’, under the approach. We presented a
concrete construction of the primitive and implemented the construction using a proof-of-concept. The
experimental results suggested that our construction is suitable for deployment even on smart mobile devices.
Willy Susilo [5] et al proposed a message is encrypted in a ciphertext associated with an arbitrary length index
string, and a decryptor is legitimate if and only if a DFA associated with his/her secret key accepts the string.
Furthermore, the above encryption is allowed to be transformed to another ciphertext associated with a new
string by a semitrusted proxy to whom a re-encryption key is given. Nevertheless, the proxy cannot gain access
to the underlying plaintext. This new primitive can increase the flexibility of users to delegate their decryption
rights to others. We also prove it as fully chosen-ciphertext secure in the standard model.

Tao Jiang [6] et al proposed probabilistic challengeresponse scheme is proposed to prove that the clients' _les
are available and stored in a specified cloud server. In order to resist the collusion of cloud servers, common
cloud infrastructure with some reasonable limits, such as rational economic security model, semi-collusion
security model and response time bound, are exploited. These limits guarantee that a malicious cloud server
could not conduct a t-round communication in a _nite time. We analyze the security and performance of the
proposed scheme and demonstrate that our scheme pro-vides strong incentives for economically rational cloud
providers against re-outsourcing the clients' data to some other cloud providers.

Man Ho Au [7] et al introduce a new fine-grained two-factor authentication (2FA) access control system for
web-based cloud computing services. Specifically, in our proposed 2FA access control system, an attribute-
based access control mechanism is implemented with the necessity of both user secret key and a lightweight
security device. As a user cannot access the system if s/he does not hold both, the mechanism can enhance the
security of the system, especially in those scenarios where many users share the same computer for web-based
cloud services. In addition, attribute-based control in the system also enables the cloud server to restrict the
access to those users with the same set of attributes while preserving user privacy, i.e., the cloud server only
knows that the user fulfills the required predicate, but has no idea on the exact identity of the user. Finally, we
also carry out a simulation to demonstrate the practicability of our proposed 2FA system.

V. CONCLUSION

In this paper, we tackle the open problem of proposing a leakage of data. We propose a cloud based secure data
system, which allows trusted authority to securely store their secret data on the semi-trusted cloud service
providers, and selectively share their secret data with a wide range of data receiver. Different from previous
cloud-based data system, Data owners encrypt their secret data for the data receivers using KP-ABE Encryption
scheme. In addition for classification of data files a new classification algorithm is proposed
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