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ABSTRACT: we define and solve the challenging problem of privacy-preserving multi-keyword ranked search over
encrypted data in cloud computing (MRSE). We establish a set of strict privacy requirements for such a secure cloud
data utilization system. Among various multi-keyword semantics, we choose the efficient similarity measure of
“coordinate matching,” i.e., as many matches as possible, to capture the relevance of data documents to the search
query. We further use “inner product similarity” to quantitatively evaluate such similarity measure. We first propose a
basic idea for the MRSE based on secure inner product computation, and then give two significantly improved MRSE
schemes to achieve various stringent privacy requirements in two different threat models. To improve search
experience of the data search service, we further extend these two schemes to support more search semantics.
Thorough analysis investigating privacy and efficiency guarantees of proposed schemes is given. Experiments on the
real-world data set further show proposed schemes indeed introduce low overhead on computation and communication.
Proxy re-encryption serves

as a promising solution to secure the data sharing in the cloud computing. It enables a data owner to encrypt shared
data in cloud under its own public key, which is further transformed by a semitrusted cloud server into an encryption
intended for the legitimate recipient for access control. This paper gives a solid and inspiring survey of proxy re-
encryption from different perspectives to offer a better understanding of this primitive. In particular, we reviewed the
state-of-the-art of the proxy re-encryption by investigating the design philosophy, examining the security models and
comparing the efficiency and security proofs of existing schemes. Furthermore, the potential applications and
extensions of proxy re-encryption have also been discussed. Finally, this paper is concluded with a summary of the
possible future work.

I. INTRODUCTION

Cloud computing is the long dreamed vision of computing as a utility, where cloud customers can remotely store their
data into the cloud so as to enjoy the on-demand high-quality applications and services from a shared pool of
configurable computing resources [2], [3]. Its great flexibility and economic savings are motivating both individuals
and enterprises to outsource their local complex data management system into the cloud. To protect data privacy and
combat unsolicited accesses in the cloud and beyond, sensitive data, for example, e-mails, personal health records,
photo albums, tax documents, financial transactions, and so on, may have to be encrypted by data owners before
outsourcing to the commercial public cloud [4]; this, however, obsoletes the traditional data utilization service based on
plaintext keyword search. The trivial solution of downloading all the data and decrypting locally is clearly impractical,
due to the huge amount of bandwidth cost in cloud scale systems. Moreover, aside from eliminating the local storage
management, storing data into the cloud serves no purpose unless they can be easily searched and utilized. Thus,
exploring privacypreserving and effective search service over encrypted cloud data is of paramount importance.

One promising approach to protect the security of the data stored in cloud computing is to encrypt these data with
normal asymmetric encryption owning to the elimination of cumbersome key management in the symmetric encryption.
To share storage with many other members in the group, the data owner needs to download and decrypt the requested
data, and further re-encrypt it under the target user’s public key. In this way, normal public key encryption cannot be
regarded as the best candidate to achieve the goal of confidentiality since extra computation cost and communication
overhead have been introduced to the data owner, which contradicts the motivation of cloud computing. Another way
to think of is to allow data owners to define access policies and encrypt the sharing data with the attribute-based
encryption under the access policies where only authenticated users whose attributes matching these policies can
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decrypt the ciphertext [5]. However, the data owner also needs to download, decrypt and re-encrypt the requested data in case
data access policies change dynamically and frequently.
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Fig. 1. Secure Data Sharing with PRE in Cloud Computing.

1. DEFINITIONS AND SECURITY MODELS FOR PROXY RE-ENCRYPTION

In this section we first formalize the syntax for PRE scheme, and examine the various security models proposed for PRE
schemes with respect to the oracles available to the adversary. Furthermore, we survey the properties of PRE schemes to
evaluate the advantages and drawbacks of existing constructions.

Syntax of PRE Schemes
Despite the notion of PRE has been initialized by Blaze et al. [6] in 1998, the formal definition and security model for the
PRE scheme has been given by Ateniese and Hamburger [14] until 2005. By incorporating the definitions by Ateniese
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Fig. 2. The mtwition of Proxy Re-Encryption Primitive.

Security Models

In normal public key encryption environment, security definitions are generally developed from the antagonistic relationship
between a security goal and an adversary with a specific attack. With the indistinguishability of encryptions (IND) goal and
three attacks (chosen-plaintext attack (CPA), non-adaptive chosen-ciphertext attack (CCAL) and adaptive chosen-ciphertext
attack (CCAZ2)), three security models are usually taken into consideration: IND-CPA security, INDCCAL security and IND-
CCAZ2 security [20]. Due to the fact that the PRE is one special kind of public key encryption cryptosystem, PRE schemes are
also expected to offer INDCPA security [12], IND-CCAL security [18] and IND-CCAZ2 security [15]. This subsection
attempts to offer definitional union for PRE by presenting a family of attack models which captures the nature of CCA-
security associated with PRE schemes and avoid the security definitions that are particular for each PRE subclass.

I11. SURVEYING PROXY RE-ENCRYPTION SCHEMES

A. STATE-OF-THE-ART OF PRE

1) Basic PRE schemes: In 1998, Blaze et al. [6] initially introduced the notion of proxy re-encryption, which is called atomic
proxy encryption in [6]. They constructed a bidirectional and multi-use PRE scheme based on the ElGamal public key
encryption [23]. However, their scheme can only achieve CPA security and suffer from the collusion attack such that the
proxy can reveal the delegator’s private key by colluding with the delegatee. They left an interesting open problem to
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construct an unidirectional or a single-use PRE scheme. One year later, Jakobsson [24] devoted to present unidirectional
proxy re-encryption, which was regarded as an open problem in [6]. Concretely, a unidirectional PRE scheme was
constructed under quorum controlled such that the ciphertext transformation can only be performed by multiple proxies where
each proxy owns a share of re-encryption key secret. In other words, if the number of honest proxies is larger than pre-defined,
the private key of the delegator will not be disclosed even though the delegator is under collusion attacks.

2) Identity-based PRE schemes: In view of the costly

certificate management overhead in the traditional public key encryption, Green et al. [27] introduced the notion of
identitybased proxy re-encryption (IB-PRE) scheme by incorporating the idea of PRE and ID-based encryption [28]. They
gave the first concrete construction of the first ID-PRE scheme based on the bilinear pairing. Their PRE scheme is
unidirectional, multi-use and non-interactive but not collusion-resistant as shown in [55]. Compared with the basic PRE
schemes in the traditional public key infrastructure, ID-PRE enjoys the advantage of avoiding the tedious certificates
management problem.

3) Attribute-based PRE schemes:

By combining the identity-based PRE [27] and the attribute-based encryption [64], Liang et al. [32] first proposed the concept
of attributebased PRE (AB-PRE), where the delegator associated with some specified attributes could freely allow a proxy to
reencrypt a ciphertext with respect to a certain access policy to another encryption under a different access policy.

4) Certificateless-based PRE Schemes:

Sur et al. [38] introduced the PRE primitive into certificateless public key encryption [39] and proposed the notion of
certificateless PRE (CL-PRE) in order to enjoy the advantages of traditional public key encryption and identity based
encryption without suffering from their corresponding drawbacks. Based on Libert- Quisquater’s certificateless encryption
[68], they constructed the first unidirectional CL-PRE scheme with CCA security in the random oracle model. Concretely,
CL-PRE not only eliminates the tedious public key certificate management in basic PRE in PKI environment, but also solves
the inherent

key escrow problem in the ID-PRE setting. Based on the Al-Riyami-Paterson [39], Xu et al. [69] then presented an
unidirectional and single-use CL-PRE scheme for securing cloud based data sharing. Their scheme is provable CPA security
in the random oracle model. However, Guo et al. [70] constructed a RCCA secure CL-PRE scheme.

B. COMPARISONS

In this subsection, several representative PRE schemes are compared in terms of properties, performance and security in
Table II, 1l and Table IV respectively. In our comparisons, the complexity of highly efficient operations such as
multiplication or addition in group, conventional hash function and XOR operation are omitted. We denote by P a pairing
operation, by S a scalar multiplication in G1, by E a exponentiation in G2; Sig and Vfy denote the one-time signature and
verification, respectively; Enc and Dec denote the symmetric encryption and decryption respectively; k, k1 and k2 denote a
security parameter, the bit-length of {0, 1}k1 and {0, 1}k2, respectively; |G|, |G1|, |G2| and |Zp| denote the bit-length of an
element in G, G1, G2 and Zp, respectively; |ks| and |os| denote the bit-length of one-time signing key and signature; |T |
denotes the bit-length of the timestamp; [M| denotes the bit-length of message m € M; |SymEnc| denotes the bit-length of the
one-time symmetric encryption ciphertext; [N|, |[Nx| and |Ny| denote the safe-prime modulus; RO and ST denote the random
oracle model and the standard model, respectively.

IV. EXTENSIONS
A. PROXY RE-SIGNATURE

The primitive of proxy re-signature (PRS), which was also introduced by Blaze et al. in their seminar work [6], allows a
semi-trusted proxy to transform a signature from the delegatee into a signature from the delegator on the same message.
However, the proxy cannot sign arbitrary message on behalf of either the delegatee or the delegator. A multi-use and
bidirectional PRS scheme has also been presented in [6]. Since the introduction of the PRS primitive, there was no follow-ups
until the work by Ateniese and Hohenberger [14] in 2005. In [14], they first formalized the definition of security for the PRS
scheme, known as the AH model, and then proposed three concrete proxy re-signature schemes based on bilinear pairing with
proven security. Similar to PRE schemes, PRS has attracted a lot of attention from then on.
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B. SPECIAL PRE SCHEMES

1) The Conditional-based Formulation: Despite PRE has been applied to many practical scenarios already, it is nontrivial to
deploy ordinary PRE schemes in the environments where the conditional transformation is necessary. To meet this
requirement,Weng et al. [33] proposed the definition of conditional proxy re-encryption (C-PRE). In this PRE paradigm, the
re-encryption key contains a partial re-encryption key rki—j and a conditional key cki—j . The proxy is allowed to make a
transformation from user i’s ciphertext into user j’s ciphertext if and only if user i’s ciphertext meets a specific condition set
by herself. In general, the definition of C-PRE are described as follows, where the KeyGen, ReKey and Decrypt algorithms
are omitted since these algorithms are identical to those in the typical PRE schemes.

C. APPLICATIONS USING PRC

1) Data Sharing in Cloud Computing: Despite the abundant resource provided by the cloud computing, data
owners’concerns about the privacy of their outsourced data such that these data can only be accessed by the authorized parties
become the main obstacles impede cloud computing from spread adoption, especially if the cloud server is only semitrusted.
As described in Section I, proxy re-encryption is a promising candidate to enable secure data sharing in the cloud computing.
In view of the special translation of PRE, Wu et al. [82, 69] constructed a certificateless-based PRE scheme and applied this
scheme to secure data sharing in the cloud computing environment. In their protocol, the approach

of hybrid encryption is adopted by enjoying the merits of public key encryption and symmetric encryption together.
Concretely, the shared data is encrypted by a symmetric encryption algorithm with the data encryption key (DEK). Then, the
DEK is encrypted using the asymmetric encryption

under the public key of the data owner. After receiving the ciphertext of the DEK, PRE is used by the cloud server to
transform the encrypted DEK into the encryption that can only be decrypted by the granted recipient’s private key. Then the
recipient can download the encrypted data from the cloud and use the DEK for decryption.

2) Encrypted Email Forwarding:

In the encrypted email forwarding system, the email containing sensitive information should be encrypted under the
recipient’s public key before being sent to this recipient. After that, only the legitimate recipient is able to decrypt this email
using his/her own private key. However, sometimes it is necessary for the recipient delegate his colleague to check the emails
on behalf of himself in case this recipient is on a journey or cannot access the Internet. It is unwise for the recipient to
disclose his own private key to the colleague directly. However, there was no suitable cryptographic primitive to solve this
problem effectively and securely until the PRE primitive was proposed.

3) Digital Rights Management:

The digital rights management (DRM) is developed to prevent digital contents from being copied and redistributed illegally
by binding a digital content and a unique license together. In such a DRM system, the value of digital content can be
protected by bounding digital content to a license such that the content can only be accessed under the terms stated by the
license. However, most DRM systems cannot support inter-operation due to the lack of standardization.

4) Vehicular Ad Hoc Networks:

By enabling vehicles to communicate with other vehicles or roadside units (RSUs) via the equipped on-board units (OBUs)
communication devices, vehicular ad hoc networks (VANETS) can be formed to offer a more efficient and comfortable
driving experience. Generally, VANETSs includes a top trusted authority (TA), the immobile RSUs at the roadside, and the
moving vehicles equipped with OBUSs. Despite its attracting characteristics, the communication

trust and privacy issues in VANET should be carefully addressed in view of the open-medium nature of wireless
communications and the high-speed mobility of the OBUs.

V. FUTURE WORK AND CONCLUSION
As a promising primitive to secure the data sharing in the cloud computing, PRE has captured a lot of concern due to the

delegation function of decryption. In this paper, we reviewed the state-of-the-art of the PRE by investigating the design
philosophy, examining the security models, and comparing the efficiency of existing schemes. Furthermore, the potential
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applications and extensions of PRE have also been discussed. There are some possible interesting problems in this research
field that need further investigation.

1) One direct open problem of PRC is how to design a generic framework which can transform the ordinary
encryption/signature to proxy re-encryption/re-signature.

2) Bearing the quantum computing in the mind, it is natural to construct PRC schemes based on the lattice-based
cryptography or multi-variable public key cryptosystem.

3) Finding the efficient PRE schemes with full security is also an open problem since most of the existing PRE schemes can
only achieve selective security.

4) ldentifying new scenarios where the decryption/signing rights of the resource-limited users can be delegated to the
resource-abundant proxy by adapting the existing PRC schemes to feature with special properties can be regarded as another
open problem.
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