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ABSTRACT: Today, Internet is one of the most important and powerful creations in all of human history. Internet of 
Things is a new concept for industries and it offers a platform to transfer the digital world. The impact of the Internet 
already has had on education, communication, business, science, government, and humanity. This paper mainly focuses 
on the key challenges associated with the development of IoT. 
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I. INTRODUCTION 
 

Internet of Things is a worldwide network communications between physical and virtual things through the 
development of data capture and communication capabilities. Cisco IBSG predicts there will be 25 billion devices 
connected to the Internet by 2015 and 50 billion by 2020[3].The IoT is an intelligent network which connects all things 
to the Internet for the purpose of exchanging information and communicating through the information sensing devices 
in accordance with agreed protocols[2]. The definition of internet is not only a network of computers, but it has a 
network of device in different size and type, it may be smart phones, Transportation, Building, City, Lifestyle, Retail, 
Agriculture, Factory, Supply chain, Emergency, Healthcare, User interaction, Culture and tourism, Environment and 
Energy[8]. The definition of ‘‘thing’’ is very flexible, and may refer to: intelligent machines, drones, self-driving cars, 
sensor nodes measuring parameters such as temperature and humidity, actuators that turn on and off devices or make 
adjustments in real time, and much more[6]. 

The most accepted definition is “The Internet of Things is a global infrastructure for the information society 
that is able to provide advanced services through existing or evolving physical or virtual connections based on objects, 
compatible information and communication technologies. By expanding and developing the technology of the Internet 
of Things, each device in our environment will be able to communicate with another device and send information to 
them or control them, according to the information collected”, defined by ITU in 2005[11].  

 
II. CHALLENGES 

 
The more devices are connected to the internet which emanates the large amount of data. The development of 

the IoT exposed many challenges including the architecture, standards and hardware and software issues. 
A. Architecture  

The communications among these devices are in a wireless, autonomic, and ad hoc manner. Infrastructure 
solutions will require systems to combine different volumes of data with their related features, to compare data 
to historical information, and support decision-making. Single reference architecture cannot be a suitable for 
all applications. Heterogeneous reference architectures have to coexist in IoT.  IoT architectures should be 
flexible for RFID identification, intelligent devices, and smart objects [2]. The external architecture on the 
internet makes it possible for a substantial collaboration between billions of objects. The IoT needs an open 
architecture to increase providers and end user participation. Single-domain systems will become multi-
domain, which will cause new challenges.  IoT nodes may require decentralized autonomic and dynamic 
architectures based on peering of nodes. The architectural design also need Cloud computing, event-driven 
architectures, disconnected operations and synchronization technologies for processing, storing and retrieval 
of information. 
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B. Network Technology 
The IoT deployment requires RFID, short-range wireless technologies and sensor networks for development. 
Different applications and environments need different networking technologies, and the ranges as well as 
other characteristics of cellular, WLAN, and RFID technologies are much different from each other. 
Communication technologies are either simple or complicated, should be low cost and with reliable 
connectivity. So, the new scalable sensor network communication architecture is needed to allow billions of 
devices. Applications have different requirements on what parties need to communicate with each other, what 
kind of security solutions are appropriate, and so on[2]. 
 

C. Hardware and Software Challenge 
Smart devices with enhanced inter-device communication will lead to smart systems with high degrees of 
intelligence. The RFID and sensor network technologies consist of logic and analogue circuits with n and p 
type Thin Film Transistors (TFTs), power converters, batteries, memories, sensors and active tags. It forced to 
develop a cheap, non-toxic and disposable hardware device. Therefore, hardware researches are focusing on 
designing wireless identifiable systems with low size, low cost. As the bandwidth of IoT terminals could vary 
from kbps to mbps from sensing simple value to video stream, requirements on hardware are diverging. 
However, two essential requirements are low power consumption in sleep mode and the ultra low cost. The 
sleeping time is so far impossible when an IoT terminal is sleeping and receiving RF signals. It will be even 
difficult when using advanced CMOS silicon with relatively more leakage power. Hardware and protocol code 
design for sleeping has been the first hardware challenge of IoT [2]. One of the essential challenges in IoT is 
how to interconnect “things” in an interoperable way while taking into account the energy constraints, 
knowing that the communication is the most energy consuming task on devices [8]. 
Low active power is also a challenge for low-cost terminal. Traditionally, low cost equals to lower 
performance or longer process latency. Longer processing latency ends up to higher energy consumption. As 
the spectrum resource is very limited at the lower part in L band, IoT may use higher RF such as the frequency 
bands higher than 5 GHz. In another way, not yet used very narrow spectrum band between two used bands 
may have to be used by future IoT [2]. 
 

D. Heterogeneity 
The devices can interact with one another and provide service through different networks [8].  IoT devices 
have different functionalities, configuration and hierarchies. The integration of these devices is very complex. 
The degree of complexity increases many folds when some of these simple devices are merged to form a 
complex network [6]. 
 

E. Scalability 
The rapid development of embedded technologies is leading to enormous deployment of miniaturized devices 
(sensors, actuators, etc.). As the number of devices grows, the data produced by these devices grow 
unboundedly. Thus, handling the growth of number of devices and information they produce is a massive 
challenge in IoT[6]. 
 

F. Interoperability 
Each devices and protocols are integrated to work with one another. The different platforms are used in 
different IoT systems. Seamless interaction among the various devices is crucial to predict the vision of IoT 
[6]. In IoT, data integrations over different environments are thus tough and will be supported by modular 
interoperable components [2]. To achieve the interoperability, all the shared information interprets correctly. 
So the developer needs to handle both application and hardware devices. 
  

G. Cost versus Usability 
The cost of components that are needed to support capabilities such as sensing, tracking and control 
mechanisms need to be relatively inexpensive [8]. 
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H. Data Management 
The vast amount of data is available in either local or global systems. The local systems can be indexed within 
a bounded area but the global system there will be a need new indexing methods for managing addresses and 
identifiers. Devices are interconnected to exchange all types of information, so the handling of these data 
becomes critical [8]. 
 

I. Standards 
The universal standards are needed to communicate with such heterogeneous environment of devices as well 
as communications, applications and services. The ETSI and IETF communities are working towards the 
development of standard IoT [14]. When the process will be open, it can be freely available to all participants. 
IEEE organization is also working with standards to solve these challenges by ensuring that IPv6 packets can 
be routed across different network types [3]. 
 

J. Security 
Many technologies are used in IoT, therefore they have different security issues. The internet devices have low 
power consumption, light calculations and energy resources, so there is a need for standard encryption 
techniques and key management scheme to secure a data in long time. 
 

K. Business Challenge  
Businesses need to profit and grow capital in order to survive in their area of activity and this depends on 
security in the business. The business executives have to spend more attention to the storage location, media 
and method of transmission, encryption, and retrieval, etc. to increase the security of Internet of 
Things[11].The IoT business model and application development model is easily mapped into the technical 
aspects. But, the business-technology alignment, and one solution will not fit possibilities for all scenarios. 
Although small-scale applications have been profitable in some industries, it is unsustainable when extended 
to other industries. In the early stage of IoT development, business aspects should be considered to reduce the 
risk of failure[2]. 
 

III. CONCLUSION 
 

IoT represents the next evolution of the Internet. The IoT encompasses several technologies such as 
communications, sensors, big data, cloud technology, fog computing etc., therefore they have development and 
implementation challenges.This paper addressed some key challenges associated with the IoT technology. The IoT 
deployment could be hard and require large research efforts to tackle with the challenges but it can provide significant 
personal, professional and economic benefits in the near future.  
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