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ABSTRACT: The use of credit cards for online purchases has increased recently thereby causing credit card fraud.
Thus there is a need to detect and prevent credit card frauds, In this paper, we propose a method to detect fraud in
credit card transactions using Genetic Algorithms. The aim is to develop a search heuristic method of generating test
data and to generate useful solutions to optimization and search problems. A credit card payment system is developed
which is a user friendly system. It allows utilization of all the facilities provided by an online banking system including
online shopping. This system also stores all the user details in a secure manner. Thus using this system a user can
perform banking operations and purchase items online without credit card fraud.
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I.  INTRODUCTION

The increase usage of credit cards for online purchases as well as common purchases causes a credit card fraud. In the
electronic payment system mode, fraud transactions are climbing on the regular basis. The users need to wait for hours
at the bank. Instead they can just take the service of Online Credit Card Fraud Detection System. This paper is to
propose a credit card fraud detection system using genetic algorithm. Genetic algorithms are evolutionary algorithms
which aim at obtaining better solutions as time progresses and technically to eliminate the fraud, a high importance has
given to develop efficient and secure electronic payment system to detect whether a transaction is fraudulent or not.
Credit card fraud detection payment system presents to find the detection of credit card fraud mechanism and examines
the result based on the principles of genetic algorithm. The advantage of detecting fraud is to increase security for both
credit card companies and their clients. The prevention of fraud transactions are not performed from being cleared; the
company must accept the financial cost of that transaction. The aim is to develop a method of generating test data and
to detect fraudulent transaction with this algorithm. This algorithm is an different technique and acceptable based on
the principles of genetic and natural selection, heuristic used to solve high complexity computational problem .This
algorithm is a different technique and evolutionary search based on the principles of genetic and natural selection are
used to solve high complexity computational problems.

A credit card is a thin handy plastic card that contains identification information such as a signature or picture, and
authorizes the person named on it to charge purchases or services to his account - charges for which he will be billed
periodically. Today, the information on the card is read by automated teller machines (ATMs), store readers, bank and
is also used in online internet banking system. They have a unique card number which is of utmost importance. Its
security relies on the physical security of the plastic card as well as the privacy of the credit card number. There is a
rapid growth in the number of credit card transactions which has led to a substantial rise in fraudulent activities. Credit
card fraud is a wide-ranging term for theft and fraud committed using a credit card as a fraudulent source of funds in a
given transaction. Generally, the statistical methods and many data mining algorithms are used to solve this fraud
detection problem. Most of the credit card fraud detection systems are based on artificial intelligence, Meta learning
and pattern matching. The Genetic algorithms are evolutionary algorithms which aim to obtain the better solutions in
eliminating the fraud. A high importance is given to develop efficient and secure electronic payment system to detect
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whether a transaction is fraudulent or not. In this paper, we will focus on credit card fraud and its detection measures.
A credit card fraud occurs when one individual uses other individuals’ card for their personal use without the
knowledge of its owner. When such kind of cases takes place by fraudsters, it is used until its entire available limit is
depleted. Thus, we need a solution which minimizes the total available limit on the credit card which is more
prominent to frauds. And, a Genetic algorithm generates better solutions as time progresses. The complete emphasis is
given on developing efficient and secure electronic payment system for detecting the fraudulent.

Il. DIFFICULTIES OF CREDIT CARD FRAUD DETECTION

Fraud detection systems are prune to several difficulties and challenges enumerated bellow. An effective fraud detection
technique should have abilities to address these difficulties in order to achieve best performance.

Imbalanced data: The credit card fraud detection data has imbalanced nature. It means that very small percentages of all
credit card transactions are fraudulent. This cause the detection of fraud transactions very difficult and imprecise.

Different misclassification importance: in fraud detection task, different misclassification errors have different
importance. Misclassification of a normal transaction as fraud is not as harmful as detecting a fraud transaction as
normal. Because in the first case the mistake in classification will be identified in further investigations.

Overlapping data: many transactions may be considered fraudulent, while actually they are normal (false positive) and
reversely, a fraudulent transaction may also seem to be legitimate (false negative). Hence obtaining low rate of false
positive and false negative is a key challenge of fraud detection systems [8].

Lack of adaptability: classification algorithms are usually faced with the problem of detecting new types of normal or
fraudulent patterns. The supervised and unsupervised fraud detection systems are inefficient in detecting new patterns
of normal and fraud behaviors, respectively.

Fraud detection cost: The system should take into account both the cost of fraudulent behavior that is detected and the
cost of preventing it. For example, no revenue is obtained by stopping a fraudulent transaction of a few dollars [5, 7].
Ukraine 19% Indonesia 18% Yugoslavia 18% Malaysia 6% Turkey 9% United States 1% other country 29% Statistical
Classification of Credit Card Fraud Occurrence Ukraine Indonesia Yugoslavia Malaysia Turkey United States other
country 5.

Lack of standard metrics: there is no standard evaluation criterion for assessing and comparing the results of fraud
detection systems.

I11. PROBLEMS WITH CREDIT CARD FRAUD DETECTION

There are lots of issues that make this procedure tough to implement and one of the biggest problems associated with
fraud detection is the lack of both the literature providing experimental results and of real world data for academic
researchers to perform experiments on. The reason behind this is the sensitive financial data associated with the fraud
that has to be kept confidential for the purpose of customer’s privacy. Now, here we enumerate different properties a
fraud detection system should have in order to generate proper results:
e The system should be able to handle skewed distributions, since only a very small percentage of all credit card
transactions is fraudulent.
e There should be a proper means to handle the noise. Noise is the errors that is present in the data, for example,
incorrect dates. This noise in actual data limits the accuracy of generalization that can be achieved, irrespective
of how extensive the training set is.
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e Another problem related to this field is overlapping data. Many transactions may resemble fraudulent transactions when
actually they are genuine transactions. The opposite also happens, when a fraudulent transactions appears to be genuine.
The systems should be able to adapt themselves to new kinds of fraud. Since after a while, successful fraud techniques
decreases in efficiency due to the fact that they become well known because an efficient fraudster always find a new and
inventive ways of performing his job.

e There is a need for good metrics to evaluate the classifier system. For example, the overall accuracy is not suited for
evaluation on a skewed distribution, since even with a very high accuracy; almost all fraudulent transactions can be
misclassified.

e  The system should take care of the amount of money that is being lost due to fraud and the amount of money that will be
required to detect that fraud. For example, no profit is made by stopping a fraudulent transaction that is way lesser than the
amount of money that will be required to detect it.

V. METHODOLOGY & RESULT

Fraud Detection System Using Genetic Algorithm
The flow of fraud detection system:
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Security Information Check Verification:

This is the last verification to check whether there is fraud.

Update Form:

We can update the registration if needed for example if there is any mistake in entering the name we can update.

Delete Form:

We can delete the registration details if the card is not in use.

V. CONCLUSION

In recent years, topics such as fraud detection and fraud prevention have received a lot of attention on the research front,
in particular from payment card issuers. The reason for this increase in research activity can be attributed to the huge
annual financial losses incurred by card issuers due to fraudulent use of their card products. A successful strategy for
dealing with fraud can quite literally mean millions of dollars in savings per year on operational costs.

Analyzing every transaction is legitimate or not is very expensive. Moreover it is also time consuming, hence it is not
practically possible. Confirming whether a transaction was done by a client or a fraudster is a better option, but by
phoning all card holders is cost prohibitive if it is check in all transactions. Further it might also lead to customer
dissatisfaction.
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