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ABSTRACT: The emerging internet technology has led to the need of high level security of data during its 
transmission. In this paper we fully focused on protect the image processing by using suitable encryption and 
decryption algorithm. There is some message and a image that has to be sent over the network. In the first phase of 
Encryption the actual text is converted into another form (cipher text) using SHA 512 algorithm. In the second phase 
the cipher text is embedded into any part of the image that is to be sent over to the other phase. In the third phase of 
steganography part the output image of embedding  phase is to be taken. Then the phases are to be overlapped at the 
receiver end and the images are stitched together using KNN algorithm. The receiver end performs the decryption of 
hiding and embedding  phase. The SURF technique is used to improve the quality of image. 
 
KEYWORDS: SHA,KNN,SURF. 

I. INTRODUCTION 
 
In today’s world of growing technology security is of utmost concern. With the increase in cybercrime, providing only 
network security is not sufficient. Security provided to images like blueprint of company projects, secret images of 
concern to the army or of company’s interest, using image steganography and stitching is beneficial. As the text 
message is encrypted using SHA 512 algorithm and embedded in a part of the image the text message is difficult to 
find. More over since the secret image is broken down into parts and then sent to the receiver. This makes it difficult 
for the trespasers to get access to all the parts of the images at once. Thus increasing the security to a much needed 
higher level. This makes it becomes highly difficult for the  intruder to detect the and decode the document. There is no 
limitation on the image format that can be used right from .bmp to a .gif image can be used. It can be grey scale or 
colored images. The size of the message needs to be of only 140 characters. The work in this paper is divided in two 
stages. 1) Text- Detection 2) Inpainting. Text detection is done by applying morphological open-close and close-open 
filters and combines the images. Thereafter, gradient is applied to detect the edges followed by thresholding and 
morphological dilation, erosion operation. Then, connected component labelling is performed to label each object 
separately. Finally, the set of selection criteria is applied to filter out non text regions. After text detection, text 
inpainting is accomplished by using exemplar based In painting algorithm. 
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II. RELATED WORK 
 

     Current picture of the world says that everything that can be thought off can be done with the help of the internet. 
Right from shopping for clothes to buying a house. The transactions are all done using personal information, credit card 
numbers etc. With the amount of internet users hiking day by day, everything that is transmitted over the internet is 
under threat by some malicious mischief of another person. In order to provide security to the data that is being send 
across the system network security is not enough. With the growing technology the hackers have also kept themselves 
updated with technology and ways to hack it. In order to provide security the only way would be not letting the hackers 
know about the presence of important information in your transaction. Many techniques have been developed to do so 
like digital watermarking, visual cryptography were used before image steganography. Researchers have also 
developed techniques that embed data or another image within the image 

III. EXISTING SYSTEMS 
 

Various systems are available for information hiding in an image, but they have some drawbacks i.e., they either do not 
encrypt the message or use a very weak algorithm in order to perform cryptography. They use the same key for 
encryption and decryption making it easy for the intruder to get access of the information. For example AES algorithm, 
an encryption algorithm, used keys of smaller sizes (128 bit key) hence it was easy to decode it using computations. 
Algorithms using keys of these sizes are easily cracked by any intruder. So it is better if one goes for algorithms using 
keys of larger size which are difficult to decrypt and provide better security. Where stitching is concerned, multiband 
blending, gain compensation, automatic straightening makes the image 
smooth and more realistic.  

IV. PROPOSED SYSTEMS 
 
The proposed system is divided into phases for better understanding. The phases are as follow Breaking an image of 

size w * h into n sub-images of size x * y can be done using blkproc function in matlab. 
 
1.ENCRYPTING PHASE 

      Secure Hashing Algorithms, also known as SHA, are a family of cryptographic functions designed to keep data 
secured. It works by transforming the data using a hash function: an algorithm that consists of bitwise 
operations, modular additions, and compression functions. The hash function then produces a fixed size string that 
looks nothing like the original. These algorithms are designed to be one-way functions, meaning that once they’re 
transformed into their respective hash values, it’s virtually impossible to transform them back into the original data. A 
few algorithms of interest are SHA-1, SHA-2, and SHA-5, each of which was successively designed with increasingly 
stronger encryption in response to hacker attacks. SHA-0, for instance, is now obsolete due to the widely exposed 
vulnerabilities. 

       A common application of SHA is to encrypting passwords, as the server side only needs to keep track of specific 
user’s hash value, rather than the actual password. This is helpful in case an attacker hacks the database, as they will 
only find the hashed functions and not the actual passwords, so if they were to input the hashed value as a password, 
the hash function will convert it into another string and subsequently deny access. Additionally, SHA exhibit the 
avalanche effect, where the modification of very few letters being encrypted cause a big change in output; or 
conversely, drastically different strings produce similar hash values. This effect causes hash values to not give any 
information regarding the input string, such as its original length.. 
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                                                                         FIGURE 1 :SHA ALGORITHM 
 

In addition, SHAs are also used to detect the tampering of data by attackers, where if a text file is slightly 
changed and barely noticeable, the modified file’s hash value will be different than the original file’s hash value, and 
the tampering will be rather noticeable. 
 
2.EMBEDDING PHASE 
       In this phase the encrypted message is embedded on to a part of the secret image. In this phase the cipher text that 
is given as input in the text editor is actually hidden in the cipher. 
      The LSB steganographic algorithm is used for hiding the cipher inside the image. In this each bit of the cipher text 
(that has been converted its binary equivalent) is exchanged with the last bit of each pixel value. Similarly for each 
pixel the last bit is replaced with the consecutive bits of the cipher text i.e. its binary equivalent. Therefore four 
possibilities of swapping are 
 
 ıA ‘0’ replaced by a ‘0’ 
ıA ‘0’ replaced by a ‘1’ 
ıA ‘1’ replaced by a ‘0’ 
ıA ‘1’ replaced by a ‘1’ 
 
       So in cases two and three, only the last bit is going to be changed. So the difference in the resulting pixel value is 
not going to show much difference. Hence the resulting image will reassemble the original image. This technique of 
replacing the bits is called the LSB technique in steganography. The LSB technique together with the masking 
technique provides more security. Masking is nothing but replacing the bits in the pixel before, the binary equivalent of 
the character is binary ANDed with 254. 
 
3.HIDING PHASE 
 
       In this phase image steganography is performed. The technique used for image steganography is (KFCG) .KFCG 
does not use Euclidean distance to generate the codebook. Let T is the initial training vector. T contains m training 
vectors each of size k. T= {X1, X2,..., Xm} and X1= {x11,x12,…….x1k}. Initial code vector C1 is computed as 
centroid of training vector T.  
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                                                                  FIGURE 2:KFCA FOR TWO DIMENSION 
 

In first iteration, first element of each training vector of T is compared with the first element of code vector. i.e. 
if xi1< C11 then put Xi in cluster 1 else in cluster 2. In second iteration, split cluster1 into two by comparing xi2 with 
second element of the centroid of cluster 1 and cluster 2 into two by comparing xi2 with second element of the centroid 
of cluster 2. Repeat this procedure till codebook of desired size is generated.  
 
4.STITCHING PHASE 
        K-Nearest Neighbour or KNN algorithm is part of supervised learning, it is also a non parametric technique, 
which means that no assumption is made about the parameters in this algorithm..[1]the working is based on finding the 
minimum distance from the query instance to the training samples to determine the K-nearest neighbours to the query 
instance. After we find the k nearest neighbours simple majority of these K-nearest neighbours is taken to be the 
prediction of the query instance. 
 
ü An arbitrary instance is represented by (a1(x), a2(x), a3(x),.., an(x))  

 ai(x) denotes features 
ü Euclidean distance between two instances 

d(xi, xj)=sqrt (sum for r=1 to n (ar(xi) - ar(xj))2) 
 
 
Algorithm: Automatic Panorama Stitching 

Input: n unordered images 
  I. Extract SURF features from all n images 
  II. For each feature find nearest- k -neighbours using a k-d tree 
  III. For each image: 

(i) Select m candidate matching images that have the most feature matches  to this image 
(ii) Use RANSAC to find geometrically consistent feature matches to solve for the 
homography between pairs of images 

    (iii) Using a probabilistic model verify image matches 
   (iv) Find connected components of image matches 
    (v) For each connected component: 

(vi) Perform bundle adjustment to solve for the rotation _1, _2, _3 and focal length f of all 
cameras 

    (vii) Render panorama using multi-band blending 
Output: Panoramic image(s) 
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V.CONCLUSION 
 

       This paper has presented a novel system for data and image encryption using SHA algorithm for cryptography, 
image steganography and image stitching which can be used by banking, consultancies and detective agencies. It has 
put forth a new system which combines text cryptography and image Steganography which could be proven a highly 
secured method for data transactions in the near future. As the image to be sent is broken down into parts and encrypted 
individually and sent over the network it becomes difficult of the intruder to get access of all the parts. With the help of 
SURF features and RANSAC algorithm the output of the image is rectified and we get a smooth image. This image can 
also be used as a password to open a document of a file. 
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