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ABSTRACT:In this modern world, internet plays an important role in daily life. Accordingly Ecommerce websites are 
growing and people tend to use these utilities for online shopping, bill paying etc, since these are time saving 
mechanisms. Even though, security is vital when doing these businesses, the chances for getting these websites 
attacked are very high. Thus the data regarding accounts and payment are revealed. This paper introduces a new 
concept called Business Process as a Service(Bpaas) which is used for enhancing security in the online payment 
transactions. If an online transaction is performed with the help of a trusted entity who knows all the details of the 
account holder like card number, CVV etc. There is a possibility of user account being misused. In this case, user will 
set a limit for the amount that can be withdrawn from the account through BpasS framework. The system will not allow 
withdrawing money from user account more than the limit.This helps to reduce the fraud activities like hacking and 
reduce the security incidents through online transactions. 
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I. INTRODUCTION 
 
In this digital world, internet plays an important role in daily life. Accordingly Ecommerce websites are growing and 
people tend to use these utilities for online shopping, bill paying etc. Since these are time saving mechanisms.  Even 
though, security is vital when doing these businesses. The chances for getting these websites attacked are very high. 
And thus the data regarding accounts and payment are revealed. E-commerce websites use many security measures for 
keeping the confidential data. These data consists of important information like card number, account number, cvv etc. 
Even though these are securities enabled, many fraud attemptsare reported causing problems to the account holder.  
In ordered to overcome this problem, introducing a new security frameworknamed as BPaas (Business Process as a 
service). It acts as a third party application which helps to reducing fraudulent activities in online transactions. This 
paper improvesthe security intransactionsforprotecting the money and also avoids hacking activities. It will be very 
helpful especially in business processes 

II. RELATED WORK 
 

In recent years, numerous works are focused.Scott Bourne, Claudia Szabo, Quan Z. Sheng introduced a new concept 
called BPaas(Business process as a service) as next level of Saas cloud service. BPaas is an emerging cloud service that 
provides business service to the clients over the internet. As the services provided by companies on the internet is 
rapidly measuring, there is a need for dynamic business environment[1]. 
 
RajuBraskar, AnjanaJayanthdeenEt. Al provides an insight of E-Commerce offers the managing an account industry 
incredible opportunity, yet additionally makes an arrangement of new dangers and weakness, for example, security 
dangers. Data security, in this way, is a fundamental administration and specialized prerequisite for any proficient and 
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successful Payment exchange exercises over the web. In any case, its definition is a perplexing undertaking because of 
the steady mechanical and business change and requires an organized match of calculation and specialized 
arrangements. Web based business isn't fitting to all business exchanges and, inside web based business there is nobody 
innovation that can or ought to be proper to all necessities. Web based business isn't another marvel; electronic markets, 
electronic information exchange and client internet business. The utilization of electronic information trades as a 
general and non-restrictive method for working together. Through the electronic exchange the security is the most 
critical wonders to improve the keeping money exchange security by means of installmentexchange[2]. 
 
Robert Woitsch, Knut Hinkelmann, Ana Maria Juan FerrerEt. Al proposed a new approach and that explains Business 
Processes as a Services (BPaaS) that is worked out in the H2020 venture CloudSocket. Idea models and semantics are 
utilized to adjust space particular business forms with executable work processes that are sent and underway in a multi-
cloud condition. The Business Process Management System Paradigm (BPMS) is asking for the useful capacities of the 
purported BPaaS Environments (I) plan, (ii) designation, (iii) execution and (iv) assessment, which in fact make the 
CloudSocket Broker stage. This paper presents first discoveries of adjusting clients' business needs with BPaaS cloud 
contributions utilizing a model-based approach[3]. 
 
XiweiXu, Ingo Weber, Mark Staples, Liming Zhu, Jan Bosch , Len Bass , CesarePautasso , Paul Rimba introduced 
Blockchain is a rising innovation for decentralized and transactional data sharing across a large network ofparticipant 
who do not need to trust each other. Blockchain, as a product connector with a complex inner structure, has different 
setups and diverse variations. Utilizing blockchain in various situations requires the examination of blockchain 
alternatives and items with varioususage and arrangements. The scientific categorization can be utilized when looking 
at block chains and aid the outline and assessment of programming structures utilizing blockchain innovation. The 
scientific classification catches the major engineering attributes of blockchains, and the effect of various choice choices. 
This scientific categorization is proposed to help with essential compositional contemplations about the execution and 
quality characteristics of block chain based frameworks. Other than scientific classification, designs are additionally an 
instrument to order and compose the current arrangements [4]. 
 
ZHANG Yifeiproposes the countermeasures of featuring on the online payment security at current circumstance and 
calls attention to a few parts of key developments in the development of China's protected payment framework. Bank 
card payment is the most as often as possible utilized mode to shop online in the nation as of now. With the steady 
advancement of web based business, outsider payment stage has likewise been quickly created. Taobao, EBay, 
Dangdang have quickly involved the residential market and host turn into the most favoured third-get-together payment 
stage of the Internet clients and dealers[5]. 

III. METHODOLOGY OF THE PROPOSED SYSTEM 
 

In this proposed system various technologies are used for securing online payment transaction. 
 

A. Architecture Diagram of the Proposed System  
 

This section describes the security framework of online payment transaction. All banks are transfer the account of users 
into third party application named as Business Process as a Service (BPaaS). Admin can login into the application and 
creates an account. Theuser will set a limit for amount that can be withdrawn from the account through Business 
Process as a Service(BPaaS) framework. The system will not allow withdrawing money from user account more than 
the limit. The tokens can be generated by SHA 256 function using block chain concept. The token can be generated in 
each transaction. The user can do secure transaction using this token. The token will expire after the successful 
transaction. So those avoid the original PIN of the account holders in unnecessary cases.  
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The system architecture of BpaaS(Business Process as a Service) framework is depicted in Fig Fig.1. 

 
Fig.1 Architecture Diagram of BPaas 

 
B. Block Chain Technology 
 
Block chain can be defined as the significant part of the entire crypto-currency system. Block chain technology 
provides the users to perform transactions using crypto-currencies and also ensures the security and anonymity of the 
users participated.Block chain is a chain of blocks that contains information that is linked usingcryptographic 
techniques. It is open to anyone. Each block contains data which are hash of the current block and previous block. 
 

 
Fig.2 New blocks are added to the chain and linked to previous blocks 

 
When a block gets completed another new block is generated. Data stored in block chains are permanent. It cannot be 
hacked or controlled by any others. In this system, block chain technology is used for generating tokens. 
 
C. SHA 256 
 SHA 256 is the core hash algorithm used in bock chain technology. SHA 256 returns an output of 64 
hexadecimal strings of letters and numbers while giving an input of any data set. Once the block is created, its hash 
value is calculated. Changes in block chain will cause changes in its hash value. Thus hashes are very useful in 
detecting changes. 
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D. BPaas (Business Process as a Service) 
 
BPaaS is an emerging cloud service that provides business service to the clients over the internet. As the service 
provided by companies on the internet is rapidly measuring, there is a need for dynamic business environment. Since 
BPaaS is still in years of research, there are services like IaaS, PaaS, SaaS. BPaaS is considered as the next level of 
SaaS. It is configurable and executable business process whichprovides software to the user as well as being the logic 
and control flow. In the rapidly changing ideas of economy, BPaaS has the potential to play a significantly bigger side. 
BPaaS has to address both business and IT alignment. In this system BPaaS is used as a third party application. It has 
logical economic benefits as well as the ease of use. In this project, while dealing with money, allocation of cash for 
each user is done by this BPaaSutility. 

IV. IMPLEMENTATION 
 

For implementing this system, server side scripting language PHP is used for developing the front end and graphical 
user interface of the system. The PHP programs runs on XAMPP server. The back end of the system is coded using 
powerful MySQL. Android studio is used in developing the mobile application for this system. 
In the proposed scheme, admin can create an account into application and set the limit for an amount.Two types of 
transaction can be supported, either fixed or limited.User can login into the application with account number and 
PIN.The Generation of token in order to perform transaction successful.The main page of online secure payment 
transaction contains the details like account number of account holders and transfer person number, amount to be 
transfer, PIN etc.  The transaction can be successful after submitting these details. 
The results are as follows: 

 
 

 
 

Fig 3 Home page of online payment transaction 
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Fig 4Login Page of BPaaS Mobile Application 
 
 

 
 

Fig 5Set Amount 

V. CONCLUSION  
 

Ecommerce websites are growing and people tend to use these utilities for online shopping, bill paying etc. Lacks of 
security in E-commerce websites have taken away many people’s trust in online payment. This paper improves the 
security in transactions for protecting the money and also avoid hacking activities. This secured systemprovides a new 
service framework named as a Bpaas and reduce the security incidents through online payment transactions. This 
system provides customized transaction limits for account holders under various categories. 
In the future work, provide more security techniques into current system which makes more secure online payment 
transaction. 
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