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ABSTRACT: Attribute based encryption (ABE) has been widely used in cloud computing where a data provider
outsources his/her encrypted due to a cloud service provider and can share the data with user possessing specific
credentials or attributes. Standard ABE System does not support secure de duplication which crucial for eliminating
duplicates copies of identical data in order to save storage space In this paper present an attributes based storage
detection and public cloud manager the storage. Compared with prior data De duplication the main two advantages is it
can be used to confidentially share data with user by specifying access policies rather than sharing decryption key. And
secondly it achieves the standard notion of semantic security for data confidentiality. In Advances the Modify a cipher
text over one access policy into cipher text of same plaintext but under other access policies

KEYWORDS: De- duplication, cloud, cloud security, Authorized check duplicates, confidentially, auditing, Encrypted
Data.

I. INTRODUCTION

In cloud computing, authority accepts the user enrollment and creates some parameters. Cloud service provider (CSP)
is the manager of cloud servers and provides multiple services for client. Data owner encrypts and uploads the
generated ciphertext to CSP. User downloads and decrypts the interested ciphertext from CSP. The shared files usually
have hierarchical structure. That is, departments of files are divided into a number of hierarchy sub departments located
at different access levels. If the files in the same hierarchical structure could be encrypted by an integrated access
structure, the storage cost of ciphertext and time cost of encryption could be saved. Presently a day's more number of
plans utilized encryption for control the information in Cloud. It empowers clients with restricted computational assets
to outsource their expansive calculation workloads to the cloud, and monetarily appreciate the monstrous computational
power, data transfer capacity, stockpiling, and even proper programming that can be partaken in a compensation for
each utilization way.

To realize scalable, flexible and fine-grained access control of outsourced data in cloud computing. The outsourced
computation workloads contain sensitive information such as business financial records, proprietary research data or
personally identifiable health records etc. Users may try to access the data files outside their privileges. Hence a
hierarchy is proposed where a particular department of users trusts a domain authority. The domain authority in turn
trusts the trusted authority.

Background: The cloud computing refers to both the application delivered as services over the Internet and hardware
and system in data centers that provides those services. The services themselves have long been. Referred to as
software as services (SaaS) and some other terms as the laas(Infrastructure as a services) and PaaS(Platform as
services).In main cloud computing system does not work as the Data Integrity and de-duplication. In cloud de
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duplicated data are storage in cloud. Moreover the same name of file and same name of content are stored in cloud
then the space are major disadvantage.

Aim:

1. Security of data to store in cloud when Data Owner send the File to Cloud then as Security double Encryption
is used.

2. Data Integrity is used in application

3. Reduction of Storage when system used the de duplication concept then some name of file and same content
are not stored in cloud.

4. File Sharing is used for cloud when the Multiple file are used for Multiple user.

5. Accessibility.

Scope: Data integrity auditing and secure duplication enables the guarantee of file confidentiality. Double Encryption
is used for Security purpose first encryption is used in admin side and Second encryption is used for the Cloud Server
provider Side. The major goal of this web application is to help the users to store their data on the cloud with
confidentiality and security. De-duplication of data is the main focus in the entire web application. Providing storage of
data on a large scale with multiple file sharing. Auditing helps the user to check the integrity of the data.

Il. RELATED WORK

1. A Enabling Public Verifiability and Data Dynamics for Storage Security in Cloud Computing

AuthorQian Wang

Cloud Computing system has been predicted as the next-generation architecture of IT  Enterprise. It moves the
application software and databases to the centralized with large data centers, where the management of the data and
services may not be fully trustworthy. This unique ensample brings about many new security challenges, which have
not been well understood. Our research work examine the problem of assuring the integrity of data storage in Cloud
Computing. In particular, we consider the task of allowing a third party auditor (TPA), on concern of the cloud client,
to verify the integrity of the dynamic data stored in the cloud. The introduction of TPA dismiss the involvement of
client through the auditing of whether user's data stored in the cloud is truly intact, which can be important in achieving
economies of scale for Cloud Computing. The support for data dynamics through the most general forms of data
operation, such as block modification, insertion and deletion, is also more powerful step to - ward practicality, since
services in Cloud Computing are not limited to archive or backup data only. While presiding work on ensure remote
data integrity often lack the supports of either public verifiability or dynamic data operation.

2. B.Proofs of Ownership in Remote Storage Systems

AuthorShaiHalevi

Cloud storage systems are becoming more and more popular. A promising technology that keeps their cost down is
de duplication, which stores only a single copy of duplicating data. Client-side deduplication attempts to identify
deduplication opportunities already at the client side and save the bandwidth of uploading copies of existing files to the
server. In this work we identify attacks that exploit client-side deduplication, granting an attacker to gain access to
arbitrary-size files of other users based on a very small hash signature of these files. More specifically, an attacker who
knows the hash signature of a file can assure the storage service that it owns that file, hence the server lets the attacker
download the entire file.
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3. DupLESS: Server-Aided Encryption for De duplicated Storage

Author: MihirBellare

Cloud storage service providers such as Dropbox, Mozy, and others perform deduplication to save space by only
storing one copy of each file uploaded. Should clients frequently encrypt their files, however, savings are lost.
Message-locked encryption (the most remarkable manifestation of which is convergent encryption) resolves this
tension. However it is inherently vulnerable to brute -force attacks that can recover files falling into a known set. We
propose an architecture that provides secure deduplicated storage opposing brute-force attacks, and realize it in a
system called DupLESS. In DupLESS, clients encrypt the under message-based keys obtained from a key-server via an
oblivious PRF protocol. It enables clients to store encrypted data with an current service, have the service perform
deduplication on their behalf, and yet achieves strong confidentiality guarantees. We show that encryption for
deduplicated storage can achieve performance and space savings near to that of using the storage service with plaintext
data.

4. D.Provable Data Possession at Untrusted Stores

Authors: Giuseppe Ateniese

We introduce a model for provable data possession (PDP) that allows a client that has stored data at an untrusted server
to verify that the server possesses the original data without retrieving it. The model generates probabilistic proofs of
possession by sampling random sets of blocks from the server, which drastically reduces 1/0 costs. The client maintains
a constant amount of metadata to verify the proof. The challenge/response protocol transmits a s mall, constant amount
of data, which minimizes network communication. Thus, the PDP model for remote data checking supports large data
sets in widely - distributed storage systems.

5. E.Remote Data Checking Using Provable Data Possession
Authors: Giuseppe Ateniese

We suggest a model for provable data possession (PDP) that can be used for remote data checking: A client that
has stored data at an untrusted server can verify that the server possesses the original data without retrieving it. The
model generates probabilistic proofs of possession by sampling random sets of blocks from the server, which
drastically reduces 1/0 costs. The client maintains a constant amount of metadata to verify the proof. The
challenge/response protocol transmits a small, constant amount of data, which minimizes network communication.
Thus, the PDP model for remote data checking is lightweight and supports large data sets in distributed storage
systems. The model is also robust in that it incorporates mechanisms for mitigating arbitrary amounts of data
corruption.

6. E.Remote Data Checking Using Provable Data Possession

Authors: Giuseppe Ateniese

We suggest a model for provable data possession (PDP) that can be used for remote data checking: A client that
has stored data at an untrusted server can verify that the server possesses the original data without retrieving it. The
model generates probabilistic proofs of possession by sampling random sets of blocks from the server, which
drastically reduces 1/0O costs. The client maintains a constant amount of metadata to verify the proof. The
challenge/response protocol transmits a small, constant amount of data, which minimizes network communication.
Thus, the PDP model for remote data checking is lightweight and supports large data sets in distributed storage
systems. The model is also robust in that it incorporates mechanisms for mitigating arbitrary amounts of data
corruption.
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1. EXISTING SYSTEM APPROACH

Earlier client upload data file on cloud in plain text format. And wants to maintain the integrity and security on that
plain data file. Customer always chooses the safest and cheapest method for data storage and transformation on
cloud. But that’s not possible to given all feature in such minimum amount every system has some drawback and
various problem.

Disadvantage:
1. Itis very difficult to audit the files huge and large amount of data in cloud using integrity auditing.
2. Lots of Duplicate files in cloud.

The Number of Security problem faced by the cloud computing
o Data Issues
e  Privacy issues
e Infected application

IV. PROPOSED SYSTEM APPROACH

To solve this problem on exiting system we propose two secure systems Sec Cloud and Sec Cloud + while
generated better and efficient system for accessing massive data on cloud. In this, firstly encrypted the plain data
file and perform integrity auditing on that encrypted file. Sec Cloud system has achieved both integrity auditing
and file de duplication in this process Server doesn’t known the contain in file. In other word the functionalities of
integrity auditing and secure de duplication are only imposed on plain text.SecCloud + managing de duplication on
encrypted files. On other word operation perform on secure file.

Advantage

1. Sec Cloud and Sec Cloud + are used.
2. Sec Cloud is supported on both block level and sector level.
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Our System Proposed attributes based storage system with secure de duplication over different algorithms IDEA and
MD?5 which is Rest of time in Second of attributes based storage is quick good. Shows the computation complexity of
the proposed attribute-based storage system supportingsecure deduplication in terms of algorithms: key generation
algorithm IDEA encryption algorithm Encrypt (Graph 1) and decryption algorithm Decrypt (Graph 2). As illustrated in
Graph has the best performance, while Exiting System has the most expensive computational cost among all the curves.

V. CONCLUSION

Attribute-based encryption (ABE) has been widely used in cloud computing where data providers outsource their
encrypted data to the cloud and can share the data with users possessing specified credentials. On the other hand, de
duplication is an important technique to save the storage space which eliminates duplicate copies of identical data. And
Encryption data are also check the De duplication Process. However, the standard ABE systems do not support secure
de duplication, which makes them costly to be applied in some commercial storage services in this paper, we presented
a novel approach to realize an attribute-based storage system supporting secure de duplication.Our storage system is
built under a hybrid cloud architecture, where a private cloud manipulates the computation and a public cloud manages
the storage. When the Encryption is done with are it regenerates the ciphertext into a ciphertext of the same plaintext
over an access policy which is the union set of both access policies
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