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ABSTRACT: Cryptography is the one of the main categories of computer security that converts information
from its normal form into an unreadable form. In this project, a Blowfish algorithm for information security is a
symmetric block cipher that provides good encryption and decryption rate in software. It is a 16 round feistel
cipher and uses large key dependent S-boxes. It has a 64 bit block size and a variable key length from 32 bits
upto 448 bits. This is done for network security and defence applications.The simulation result is going to be
analyzed by Xilinx ISE software using the VHDL language.
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1. INTRODUCTION

Security plays an important role to store information and transmit it across the undefined networks with
secure manner. Hence, the secure communication is the basic requirement of every transaction over networks
[1-3]. Cryptography is an essential component for secure communication and transmission of information
through security services like confidentiality, data integrity, access control, authentication and non-repudiation.

It provides a way to protect sensitive information by transferring it into unintelligible and only the
authorized receiver can be able to access this information by converting into the original text.

The process to convert the plaintext into ciphertext with the key is called encryption process and to
reverse the process of encryption is called decryption process.

The design of cryptographic algorithms is secure and efficient, low cost, require small memory
footprint, easy to implement and utilized on multiple platforms. The vast range of applications is developed to
secure cryptographic algorithms using different mathematical process [2]. It is quite difficult to develop fully
secure encryption algorithm due to the challenges from cryptanalysts who continuously trying to access any
available cryptographic systems[4] .The right selection of algorithms is important to achieve high-security
requirements which protect the cryptographic components to cryptanalysis.

1. BLOWFISH ALGORITHM

Blowfish is a symmetric block cipher. It has a fixed 64-bit data block size and a variable secret key range
from 32 bits to 448 bits. The algorithm consists of two parts: key expansion and data encryption. The key
expansion converts a key of at most 448 bits into several subkey arrays totalling 4168 bytes[1].

The data encryption occurs via a 16-round Feistel network. Each round consists of a key-dependent
permutation, and a key- and data dependent substitution. All operations are XORs and additions on 32-bit words
[2]. The only additional operations are four indexed array data lookups per round.

EXISTING METHOD

As blowfish is a variable length key block  cipher, it is most suitable for applications where the key
does not often change such as a communications link or an automatic file encryptor . Horst Feistel published an
article on Feistel Network in 1973. Most symmetric block ciphers use Feistel Network for their construction.
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A Feistel Network is said to be an iterative network which consists of an internal function called as
round function. It is a method where the round function (also called as F-function) is transformed into
permutation [5]. The Feistel Network working can be summarized as follows:-

The input data is split into two equal halves.

The right half of input data becomes the new left half.

The round function (F-function) is applied to the right half of input data and the key.
The output of the F-function is then xored with the left half of input data.

The output from the xor operation is the new right half.

The new right half and the new left half becomes the Feistel Network output.
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Fig 1: Existing method process
FIESTEL BLOCK

Blowfish uses 4 8x32 S-boxes. The total memory consumed for storing the 4 S-boxes are 4096 bytes
and in addition 512 iterations of encryption is required to store the values of S-box [4-5]. An alternative way to
reduce the memory and computational time taken by these S-boxes would be to use the substitution bytes and
mix columns concept of AES [2].

The S-box in AES is designed such that the correlation between the input and output bits is very low
and the mix column helps in mixing the output bytes of the S-box. Since blowfish requires 4 S-boxes, the AES
s-box is rotated in cyclical manner to avoid any symmetric patterns between the output bytes of S-box.

32 bit xL block |

8 bit l 8 bit

Mod 2*
F(xL)

Fig 2: Fiestel block
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It is having a function to iterate 16 times of network. Each round consists of key-dependent
permutation and a key and data-dependent substitution. All operations are XORs and additions on 32-bit
words[4]. The only additional operations are four indexed array data lookup tables for each round.

ADDERS

In existing method the delay and area realization were made by using ripple carry adder, carry look
ahead adder and carry save adders in the fiestel block of thew blowfish algorithm.

EXISTING METHOD DISADVANTAGES

The ripple carry adder used in the feistel block has the following disadvantage:
e Long delay due to the propagation of carry from low to higher order stages.
e The key to speeding up addition is determining carry values sooner.

The Carry look ahead adder disadvantage is that the carry logic block gets very complicated for more
than 4-bits[2]. For that reason, CLAs are usually implemented as 4-bit modules and are used in a hierarchical
structure to realize adders that have multiples of 4-bits.

The carry save adder has the disadvantage that,

We know the result of the addition at once. We still do not know whether the result of the addition is larger or
smaller than a given number(for instance, we do not know whether it is positive or negative).

This latter point is a drawback when using carry-save adders to implement modular
multiplication(multiplication followed by division, keeping the remainder only)[3]. If we cannot know whether
the intermediate result is greater or less than the modulus, we cannot know whether to subtract the modulus.

PROPOSED METHOD

In the proposed method the ripple carry adder has been replaced by carry select adder for faster
performance.

ALGORITHM

Divide x into two 32-bit halves: xL, xR

For i = 1to 32:

e XL = XL XOR Pi

XR = F(XL) XOR xR

Swap XL and xR

Swap XL and xR (Undo the last swap.)
XR = xR XOR P17

XL = xL XOR P18

Recombine xL and xR
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Fig 3: Proposed method with carry select adder in the
fiestel block

For decryption, the same process is applied, except that the sub-keys Pi must be supplied in reverse
order. The nature of the Fiestel network [1] ensures that every half is swapped for the next round (except, here,
for the last two sub-keysP17 and P18).

CARRY-SELECT ADDER

Carry Select Adder (CSA) is known to be the fastest adder among the conventional adder structures.
Low-power, area-efficient, and high-performance VLSI systems are increasingly used in portable and mobile
devices, multistandard wireless receivers, and biomedical instrumentation [1], [2]. An adder is the main
component of an arithmetic unit. A complex digital signal processing (DSP) system involves several adders. An
efficient adder design essentially improves the performance of a complex DSP system. A ripple carry adder
(RCA) uses a simple design, but carry propagation delay (CPD) is the main concern in this adder.

It is used in many data processing units for realizing faster arithmetic operations. In this paper, we
present an innovative CSA architecture. It employs a novel incrementer circuit in the interim stages of the CSA.
Validation of the proposed design is done through design and implementation of 16, 32 and 64-bit adder circuits.
Comparisons with existing conventional fast adder architectures have been made to prove its efficiency. The
performance analysis shows that the proposed architecture achieves three fold advantages in terms of delay-
power.

The carry-select adder generally consists of two ripple carry adders and a multiplexer. Adding two n-
bit numbers with a carry-select adder is done with two adders (therefore two ripple carry adders), in order to
perform the calculation twice, one time with the assumption of the carry-in being zero and the other assuming it
will be one.

After the two results are calculated, the correct sum, as well as the correct carry-out, is then selected
with the multiplexer once the correct carry-in is known.The number of bits in each carry select block can be
uniform, or variable. The delay is derived from uniform sizing, where the ideal number of full-adder elements
per block is equal to the square root of the number of bits being added, since that will yield an equal number of
MUX delays.
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ADVANTAGE OF CARRY-SELECT ADDER

The main advantage of CSA is its reduced propagation delay characteristics. This is realized by the use
of parallel stages that results from multiple pairs of ripple carry adder. The ripple carry adders generate their
interim sum and carry for the CSA structure by considering the carry input to be 0 and 1 respectively.

1. SIMULATION RESULTS

The simulated output of the blowfish algorithm process is shown below

Fig 4: Output of cryptographic process

In the above output the main input is divided into il and i2 each of 32 bits. And the two
keys p and q are used. The encrypted result is denoted as enl and en2.And the decrypted
result is denoted as del and de2

COMPARISON OF EFFICIENCY

Table 1: Comparison of LUTs and delay

SPARTAN 3 SPARTAN 6 VERTEX 5
LUT | DELAY LUT . DELAY LUT DELAY
RIFPPLE CARRY ADDER | 1033 436,113 1314 I 151.742 1394 147049
|

CARRY SAVE ADDER | 1429 | 503019 | 2060 | 283069 | 2179 | 181816

CARRY SELECT | 1033 | 44282 1285 216.632 1392 149.416
ADDER

IV. CONCLUSION

The proposed architecture should satisfy the need of high-speed data encryption and can be applied to
various devices respectively[2]. In this paper we discussed Blowfish algorithm, it is a variable-length key block
cipher. It is suitable for applications where the key do not change often, like a communications link[4]. It is
faster than DES. The present simulation result shows that the encryption and decryption is done using blowfish

algorithm. Here the algorithm is modified so it provides great security thus no one in between sender and
receiver will hack the data.
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Blowfish is a 16 pass block encryption algorithm that is never broken.
Blowfish is used frequently because:

o It has been repeatedly tested & found to be secure.

o |t is fast due to its taking advantage of built-in instructions on the current microprocessors for basic bit
shuffling operations.

e It was placed in the public domains.
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