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ABSTRACT:In this paper, a (k, n) visual secret sharing scheme using Boolean and shift operations that provides high 
security to the secret image is designed. An algorithm is proposed to encode the original secret image to generate n 
share images using simple Boolean XOR and circular shift operations. The secret data cannot be revealed with any k - 
1 or less number of share images. The security  is  provided  to  the  original  secret  by  encrypting  this  secret  with  a 
random  image  and  distinct  authentication  id  used  for  each  share  during generation of shares. The size of 
generated share images is same as that of original image and requires no pixel expansion.  The proposed scheme 
eliminates security issues observed in the related techniques. Experimental results confirm the feasibility and security 
of the proposed technique. We provide an overview of the emerging Visual Cryptography (VC) techniques used in the 
secure transfer of the thousands of images collected and stored in medical imagery system.  In  this  paper,  we  propose  
a  (2,2) improved gray  scale visual secret  sharing (IGVSS) scheme using  dynamic threshold method to reduce the 
problems of computational complexity and pixel  expansion.  The proposed IGVSS scheme, to encode the secret 
information into meaningful shares for producing high quality share images. 
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I. INTRODUCTION 
 
The  startling  innovations  in  information  and  communication technology  have  brought  a  massive  change  in  the  
transmission  of  data  to anywhere in the world making it quite effortless and easy. Various techniques like data 
encryption, steganography, etc., are proposed by researchers to improve security of the secret image data. But these 
techniques suffer from a drawback where the secured data is usually placed in the information carrier. 
And an intruder has a chance to intercept this information carrier to steal or modify the original data. The secret sharing 
scheme divides the original data into pieces known as shares.  These  shares  are  distributed  to  individual l 
participants  and  then  by  stacking  these  pieces,  the  original  data  can  be recovered. The original image can be 
reconstructed with the help of human visual system by stacking k or more share images together, while less than k 
share images does not give any clue about the original secret image.First of all, the contents of the secret image are 
encrypted by a random image of equal size using Boolean XOR operation and dividing the result by k (threshold 
number of shares). This is the first level of security which does not give any clue about original image.  The  shares  Ri,  
for  1  ≤  i  ≤  n,  are generated by circularly right shifting the encrypted image by an authenticated id. The authenticated 
id is unique for each share whose four most significant bits (MSBs) are the result of performing Boolean XOR 
operation on four most significant bits and four least significant bits (LSBs) of a random number and the four least 
significant bits of that random number left unchanged.  
In this paper, a (k, n) visual secret sharing scheme using Boolean and shift operations that provides high security to the 
secret image is designed. An algorithm is proposed to encode the original secret image to generate n share images using 
simple Boolean XOR and circular shift operations. The secret data cannot be revealed with any k−1 or less number of 
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share images. The security  is  provided  to  the  original  secret  by  encrypting  this  secret  with  a random  image  and  distinct  
authentication  id  used  for  each  share  during generation of shares. 
 

II. RELATED WORK 
 

On The Relation of Random Grid and Deterministic Visual Cryptography  
Visual cryptography is a special type of secret sharing. Two models of visual cryptography have been independently studied: 1) 
deterministic visual cryptography,  introduced  by  Naor  and  Shamir,  and  2)  random  grid  visual cryptography,  introduced  by  
Kafri  and  Keren.  In this paper, we show that there is a strict relation between these two models. In particular, we show that to  any  
random  grid  scheme  corresponds  a  deterministic  scheme  and  vice versa. This allows us to use results known in a model also in 
the other model. By exploiting the (many) results known in the deterministic model, we are able to improve several schemes and to 
provide many upper bounds for the random grid model and by exploiting some results known for the random grid model, we are also 
able to provide new schemes for the deterministic model. 

 
Enhanced Efficient Half toning Technique Used in Embedded Extended Visual Cryptography Strategy for Effective 
Processing  
Visual cryptography is a fixed technique which allows visual information to  be  encrypted  using  an  encoding  system  and  
decrypted  by  an  automatic operation that doesn’t need a terminal. A visual cryptography strategy (VCS) is a method of secret 
splitting strategy which converts a secret image into  n portions of dual form .VCS is not highly-effective and highly worth, because 
of the security issues. Due to various disadvantages of VCS, a popular method called extended visual cryptography strategy (EVCS) 
was developed, where the  portion  images  are  constructed  to  contain  expressive  cover  images, thereby  used  for  biometric  
security  techniques.  In this paper, we have proposed the effective dithering halftone technique for time reduction process on 
generating the halftone image and also for enlightening the visual quality of the secret image. 

 
An Improved Secret Sharing Using Xor-Based Visual Cryptography  
In order to share a secret information among a group of participants, the method of secret sharing is used. The secret sharing method 
that is used to share or encrypt images is called Visual Cryptography. The main problems that  subsist  in  Visual  Cr pyrography  are  
pixel  expansion  and  poor  image quality.  Research  are  being  conducted  to  solve  the  above  mentioned problems. In this 
research, effective technique of share generation based on XOR-based visual cryptography for General Access Structures is 
introduced. Perfect  restoration  of  the  secret,  no  pixel  expansion  and  no  code  book requirement are the advantages that the 
algorithm is expected to have. The generated shares are then covered in an image using steganography which provides additional 
security. 

 
Secure  Visual  Secret  Sharing  Scheme  For  Color  Images  Using  Visual  Cryptography  And  Digital Watermarking  
In today’s world of digital communication, as technology progresses, there is more and more attention required on image security. 
Many visual cryptography algorithms have been suggested and digital watermarking in  association  with  visual  cryptography  is  
also  proposed  for  more  image security.  An  image  watermarking  model  based  on  progressive  visual cryptography  is  
proposed to  decide  optimal  number  of  shares.  A study on implementation of meaningful shares in combination with visual 
cryptography scheme for secret images is carried out for implementation of algorithm. A visual cryptography techniques are used to 
create meaningful shares.   

 
Enhancement of Security in Visual Cryptography System Using Cover Image Share Embedded Security Algorithm (Cisea)  
Visual  Cryptography  is  an  encryption  technique  used  to  hide  visual information in such a way that it can be decrypted by the 
human visual system, without  using  any  decryption  algorithm.  There exist various schemes like digital watermarking algorithm 
etc. In this paper we have proposed a new algorithm to enhance the security in visual cryptography. To achieve this level of  security,  
we  have  proposed  a  Cover  Image  Share  Embedded  security algorithm (CISEA) to produce the meaningful shares from the 
secret image. In this algorithm we have applied a new concept for generation of compliment images  of  a  cover  image  over  which  
the  shares  of  secret  image  are  to  be embedded.  CISEA  provides  one  more  layer  of  security  for  the  images  in 
communication channel. 

III.   METHODOLOGIES 
 

The proposed visual secret sharing technique employs Boolean XOR and circular shifting operations to encode the secret image. 
First, an algorithm for high secure (k, n) visual secret sharing scheme for gray scale images is proposed. Then, reconstruction and 
security properties for proposed method are analyzed. The security is provided by encrypting the secret image with a random  image  
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and  using  distinct  authentication  id  for  each  share  during generation of shares. In this proposed scheme, first of all, the contents 
of the secret image are encrypted by a random image of equal size using Boolean XOR operation and dividing the result by k 
(threshold number of shares). This is the first level of security which does not give any clue about original image. The  shares  Ri,  
for  1  ≤  i  ≤  n,  are  generated  by  circularly  right  shifting  the encrypted image by an authenticated id.  

 
The  authenticated  id  is  unique  for  each  share  whose  four  most significant bits (MSBs) are the result of performing Boolean 
XOR operation on four most significant bits and four least significant bits (LSBs) of a random number  and  the  four  least  
significant  bits  of  that  random  number  left unchanged. Hence, the proposed scheme provides more security than other schemes 
proposed earlier.  During  secret  image  reconstruction  phase, minimum k shares are gathered from participants and circular left 
shifting of each  share  by  the  respective  authentication  id  is  applied.  Finally, the respective random image, supplied by the 
sender, is XOR with the result of circularly left shifted combined k shares to recover the original secret image.  
 
Hence the proposed scheme does not require additional memory and bandwidth compared to the visual cryptography based schemes.  
No codebook design:  The proposed scheme does not require any codebook for the encryption process. The proposed scheme 
extends to multi-user secret sharing environment of (k, n) case also. 

 
Fig 1 Proposed System Architecture 
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 SENDER 
 
Image Upload 
 
Sender  can  upload  image  to  send  .The  security  is  provided  by encrypting  the  secret  image  with  a  random  
image  and  using  distinct authentication  id  for  each  share  during  generation  of  shares.  Hence high security is 
provided to the original secret. 
 
Convert to gray scale 
Uploaded  image  is  converted  to  gray  scale  image  for  encryption  the contents of the secret image are encrypted by 
a random image of equal  size using Boolean XOR operation and dividing the result by  k  (threshold number of shares).  
This is the first level of security which does not give any clue about original image. 
 
Hide cipher in image & Split image into two shares 
The original text is wrapped inside the gray scale image the contents of the secret image are encrypted by a random 
image of equal size using Boolean XOR operation. 
 
 Encrypted text content  
The shared content is encrypted using fuzzy algorithm and cipher text is send to receiver 

 
Fig 2 Encryption Management 

 RECEIVER 
 
Upload image & Join shares 
Receiver can upload image. The shared contents are joined at the receiver Side 
 
Retrieve cipher text & Decrypt cipher to get original data 
Cipher text is retrieved from joined content by using X. The secret message is decrypted at receiver side.  During  
secret  image  reconstruction  phase, minimum k shares are gathered from participants and circular left shifting of each  
share  by  the  respective  authentication  id  is  applied.   
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Finally, the respective random image, supplied by the sender, is XORed with the result of circularly left shifted 
combined k shares to recover the original secret image. 
 

 
Fig 3 Decryption Management 

IV.  RESULTS ANALYSIS 
 
Implementation of the system refers to the final installing of the package  in its real environment , to the satisfaction 
of the  indeed users and the operation of the system. It is the process of converting a new or revised system design to 
operation. It is the key stage in achieving successful new system. The process of putting the developed system in 
actual use is called system implementation. This  includes all those activities that take place to convert from the old 
system to new system. It must therefore be carefully planned and controlled. Proper guidance should be imparted to 
the users so that he is comfortable in using the application 
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      SCREENSHOT 

       HOME PAGE 
 

 

 

 

 

 

 

 

 

 

 

REISTRATION FORM 
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LOGIN FORM 

 
 

 SHARES GENERATION PAGE 

 
 

V. CONCLUSION 
 
The visual secret sharing scheme based on Boolean XOR operations is  extended  by  new  (k,n)  visual  secret  sharing  
technique  which  uses  the concept of circular shifting to increase the security of the original secret image to a great 
extent. The security and recoverability of the proposed scheme is confirmed by experimental results. Hence the 
proposed technique satisfies the fundamental requirements of security (any k−1 or fewer share images never 
reconstructs  the  original  image)  and  recoverability  (any  k  or  more  share images reveal the original secret image). 
And, the proposed scheme has no pixel  expansion  problem  and  codebook  design  in  the  encoding  process  in 
comparison  with  traditional  visual  cryptography  schemes.  This makes the proposed scheme more flexible and 
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adaptable. The proposed technique can be extended further to share color secret images.  Also, the research can be 
further extended to share multiple secret images with high security. 
 
Future Work, The system (k, n) visual secret sharing scheme using Boolean and shift operations that provides high 
security to the secret image is designed. An algorithm is proposed to encode the original secret image to generate n 
share images using simple Boolean XOR and circular shift operations. The secret data cannot be revealed with any k−1 
or less number of share images. The security is provided to the original secret by encrypting this secret with a random  
image  and  distinct  authentication  id  used  for  each  share  during generation of shares.  The shares are sent through 
different communication channels from sender to receiver so that the probability of getting sufficient shares by the 
intruder minimizes. But the distorted shares may arise suspicion to  the  hacker’s  mind  that  some  secret  information  
is  passed.  The original image can be encrypted using a key to provide more security to this scheme. The key may be a 
text or a small image.  Steganography   can  be  used  by enveloping  the  secret  shares  within  apparently  innocent  
covers  of  digital picture.  This technique is more effective in providing security from illicit attacks.  
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