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ABSTRACT: Biometrics is a way of identifying or recognizing people based on their physical or behavioral 

characteristics. The use of biometrics for authentication purposes has skyrocketed in the recent years. It is the most 

secure way of authentication as it uses an individual’s physical or behavioral traits which are unique to everyone. 

However, as it is being used extensively, the potential risks for security and privacy of our data increases. This paper 

focuses on the security threats of using single biometric modality such as fingerprint, voice, facial and iris recognition 

for authentication. It also talks about howmultimodal biometrics can help in building more robust and secure biometric 

systems. As the world has seen a new pandemic in the face of Covid-19, it has posed new challenges for contact-only 

biometric technologies as they can contribute to the transmission of the disease. Thus, forcing people to adapt to 

contactless biometric technologies. 
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I.INTRODUCTION 

Traditionally, passwords and PINs were used as means of authentication but it was difficult to maintain them. They 

could get hacked or stolen easily which poses a threat to data security. Also, identification using passwords and PINs 

was time consuming in order to match that data with the database. Today, we are living in the era of technology and we 

cannot expect things to be slow. Everything is automated and so should be our authentication system. Biometric 

technology is the solution for this. Biometrics is the measurement of people’s unique physical or behavioral 

characteristics. Biometric authentication uses unique biological characteristics of an individual to verify his identity. It 

is more convenient and secure as it cannot be stolen and provides high accuracy of recognition. Due to this, it is being 

widely accepted as the only means of authentication across the globe. 

Biometric authentication processes generally involves three steps – enrollment, verification and identification [10]. 

Enrollment is the stage where the biometric data of an individual is captured and stored in the database in the form of 

templates. During verification, the live-captured biometric data is compared with the data stored in the database.The 

system basically verifies, “Are you indeed, who you claim you are?”Identification is the process in which the system 

checks the biometric presented against all the templates stored in the database in an attempt to find out the identity of 

an unknown individual. This process answers the question, “Who are you?”Two broadly classified categories of 

biometric systems are – Unimodal biometric systems and Multimodal biometric systems.Unimodal biometric system 

uses single biometric trait of an individual for verification and authentication. But as biometrics are used extensively by 

the government organizations, law enforcement agencies, in border control and by the people across the globe for the 

purpose of authentication, the security risks associated with the use of single biometric trait increases. Some factors 

affecting the accuracy of unimodal biometric systems are – Noise in sensed data, intra-class variations, inter-class 

similarities, non-universality, interoperability issues and spoof attacks [4]. Hence, using multimodal biometrics will 

help overcome the limitations of unimodal biometrics. Multimodal biometric systems combines two or more biometric 

traits or modalities to identify an individual. It provides more security as there are multiple levels of authenticationso 

even if one of the biometric traits is compromised, the remaining traits will still be able to secure the system. 

1. Security threats of using Unimodal Biometric systems: 

Although fingerprint recognition is studied and used most extensively, there are issues related to security of these 

systems. A fingerprint sensor can be fooled by presenting fake biometric data in an attempt to circumvent the biometric 

system [11]. These attacks are called as spoofing attacks where an adversary presents a fake fingerprint film or an 

artificial fingerprint with an intent to intrude the system. Attacks on biometric template databases can take place where 
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the template data in the database can be hacked by an adversary, thus providing unauthorized access to the system. 

Voices are unique since they are comprised of countless elements. Thus, even the slightest change in a user’s voice can 

impact the typical scoring model and can lead to false acceptances or rejections [12]. There are two major types of 

attacks- replay attacks and impersonation attacks. In replay attacks, the adversary pre-records and playbacks the voice 

sample of the person while in impersonation attacks, the adversary simply mimics the voice and speaking habit of the 

person [14]. Deep Neural Networks (DNN) are frequently used in the field of facial recognition. These classifiers can 

be fooled by adversarial attacks involving adding perturbations in an original image. A backdoor attack also targets 

DNN wherein the attacker poisons training data which causes the model to misclassify an input with a specific trigger 

[16]. Contact lenses can pose a threat to iris recognition systems where an adversary wears a contact lens with the iris 

pattern of a target individual printed on it. The system can also be fooled by presenting a photograph of an iris or a fake 

iris. 

2. Multimodal Biometrics: 

Multimodal biometric systems consolidates two or more biometric traits of an individual for authentication. Along with 

enrollment, verification and identification, the authentication process using multimodal biometrics involves an 

additional phase called fusion which defines how the information from different modalities is fused. The fusion of 

information can be done before matching (at sensor level and feature level) or after matching (at score level, decision 

level and rank level) [21]. Using multimodal biometrics provides enhanced verification accuracy and higher security 

against spoofing than unimodal biometrics as it is difficult for an impostor to spoof the multiple biometric traits 

simultaneously. As the system analyses patterns from multiple biometric factors, it addresses the problem of non-

universality i.e. even if a person doesn’t possess a required factor, the system will still be able to authenticate using 

other factors [10]. Multimodal biometric systems provides liveness detection i.e. it detects whether the acquired sample 

comes from a genuine living user or not. 

II. OBJECTIVES 

 To study whether biometrics are more secure than traditional IT security methods. 

 To study the security vulnerabilities of unimodal biometrics and overcoming it using multimodal biometrics. 

 To study the new and emerging challenges facing biometric technology due to Covid-19. 

These objectives shall be attained through analysis of a survey conducted based on the hypothesis as under: 

Multimodal biometrics are more secure, reliable and accurate than Unimodal biometrics as it uses multiple 

physiological or behavioral traits for verification and identification and is less vulnerable to spoofing. 

III. RELATED WORK 

The use of biometrics for authentication purpose has increased in the recent years. Memon[1] talked about the dangers 

associated with the frequent use of biometric authentication and how technology is becoming an avenue for the 

companies to invade our privacy. In [2], [3],the authors reviewed all the biometric techniques along with their potential 

risks and challenges for security and privacy.Bhable [4] focused on the accuracy of multimodal biometric systems and 

about various adversarial attacks. Carlaw [5] discussed about the significant impact of Covid-19 on biometrics leading 

to a rise in contactless technologies. Yang et al. [6] provided a comprehensive review on fingerprint-based biometrics 

and provided various solutions for improving security and accuracy. Kaur and Khanna [7] focused on two major 

template protection techniques- Cancelable Biometrics &Visual Cryptography. Dabouei et al. [8] portrayed the 

negative impact of distortions of fingerprint on the authentication systems and proposed a distortion rectification model 

using Deep Convolutional Neural Networks. Gaubitch [12] talked about how the ageing in voice affects the 

effectiveness of current authentication solutions. Vaidya and Sherr [13] discussed about how the increase in use of 

voice based services by people have posed an increase in voice synthesis attacks and introduced techniques for locally 

sanitizing voice inputs before processing. Alparslan et al. [15] experimented with different adversarial attack 

approaches on CNN in facial recognition domain. Wenger et al. [16] presented results of a detailed study on DNN 

backdoor attacks in the physical world focusing on facial recognition. Nguyen et al. [17] reviewed the state-of-the-art 

design and implementation of iris-recognition-at-a-distance (IAAD) systems along with the significance and 

applications of IAAD systems.Minaee, Abdolrashidiy and Wang [18] investigated the application of deep features 

extracted from VGG-Net for iris recognition. In [20], Jagadiswary and Saraswady proposed a fused multimodal system 

based on feature extraction and key generation using RSA. Loey et al. [22] proposed a hybrid deep learning model for 

face mask detection consisting two components. The authors have used decision trees, Support Vector Machine (SVM) 

and ensemble algorithm. Leila et al. [23] proposed a system based on the score level fusion of face and fingerprint 

recognition using three normalization methods: Min-Max, Z-scores and Hyperbolic Function. Hammad, Liu and Wang 

[25] proposed a multimodal biometric system using CNN and QG-MSVM based on feature and decision level fusion of 
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ECG and fingerprint. Sireesha and Reddy [27] presented an innovative technique for multimodal biometric 

authentication using iris and fingerprint modalities based on two level fusion. 

 

IV. METHODOLOGY 

To find out the people’s perceptions about various biometric authentication techniques, a survey was conducted using 

questionnaire. This survey was aimed to find out whether multimodal biometrics are more secure than unimodal 

biometrics. It was also aimed to find out people’s awareness regarding the security threats associated with using 

biometrics and how reluctant they are towards using it for authentication. The survey consisted of Likert scale-based 

and multiple choice questions. The questionnaire was sent to people at random and a total of 33 responses were 

obtained.The data was analyzed using Excel. It was coded to perform statistical analysis. We used a chi-square 

goodness of fit test for data analysis. 

In the survey, the respondents were asked what do they think is more secure-using single biometric trait or using 

multiple or combination of biometric traits. As shown in fig. 1, 78.8% people said that using combination of biometric 

traits is more secure than using single biometric trait for authentication. Thus, we performed a chi-square goodness of 

fit test for evaluating and analyzing the obtained data. It measures the goodness of fit between the observed frequencies 

and the frequencies expected under the null hypothesis. 

 

Fig. 1 Pie chart of the responses collected 

Null hypothesis (H0): Multimodal biometrics is less secure and reliable than unimodal biometrics. 

Alternative hypothesis (Ha): Multimodal biometrics is more secure and reliable than unimodal biometrics. 

Chi-square test statistic is given by the following equation- 

χ
2
=∑ [(Oi-Ei)

 2
/Ei]             (1) 

Where Oiand Ei are the observed and expected frequency count respectively for the categorical variable at ith level. We 

performed this test with significance level (α) of 0.05 and degrees of freedom (ν) equal to 1. 

V. EXPERIMENTAL RESULTS 

Based on our null hypothesis, we predicted the expected frequency count for single and multiple biometric traits to be 

18 and 15 respectively. The observed and expected frequency count is shown in the fig. 2. 
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Fig. 2 Observed & Expected Frequency chart 

 

 
Expected(Ei) Observed(Oi) (Oi-Ei) (Oi-Ei)

2
 (Oi-Ei)

2
/Ei χ

2
 

Single 

biometric trait 
18 7 -11 121 6.72 

14.79 
Combination 

of biometric 

traits 

15 26 11 121 8.07 

Table. 1 Chi-square test statistic 

The calculated value of chi-square test statistic is 14.79. The p-value for the given chi-square statistic having 1 degree 

of freedom is calculated to be 0.0001. Since the p-value (0.0001) is less than the significance level (0.05), we reject the 

null hypothesis. The result is significant at p<0.05. Hence, this proves that multimodal biometrics are more secure and 

reliable than unimodal biometrics. 

In the survey conducted, 69.7% people think invasion of personal privacy as the major security concern relating to the 

use of biometrics. 57.6% people fear the theft of identity by using biometrics. 33.3% people consider tracking by the 

government and law enforcement agencies as a security concern. 18.2% people worry about their biometric data being 

used by the advertisers for marketing. This is shown below in fig. 3. 

 

Fig. 3 Bar chart highlighting security concerns 
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1. Impact of Covid-19 on biometrics: 

Covid-19 has significantly impacted the biometric systems which rely on contact-only sensing technologies such as 

fingerprint and finger vein recognition systems as they can pose great health concerns and contribute to the spread of 

virus. We surveyed the people regarding whether contact-only biometric technologies such as fingerprint scanning can 

potentially increase the risk of transmission of the virus.Among the respondents, the percentage of people saying that 

fingerprint authentication can contribute to the transmission of the virus and the percentage of people not sure whether 

it can is same and equals to 42.4% for both the cases. The remaining 15.2% people were with the view that fingerprint 

authentication does not contribute to the transmission of the virus. Thus, the data has a bimodal distribution. 

 

Fig. 4 Pie chart of the responses collected 

Due to Covid-19, there is a rise in use of contactless biometric technologies such as face and iris recognition as they do 

not involve any contact with the surfaces thus, eliminating the risk of potential transmission of the virus [5]. Many 

companies have started using AI facial recognition as sanitary alternatives to fingerprint scanners. With people starting 

to wear face masks, the facial recognition algorithms have been pushed to new heights to tackle the emergent threat. 

VI. CONCLUSION 

Biometrics are one of the most widely used means of authentication. It started with simple unimodal biometrics but 

with the rise of the use of biometric authentication by the people globally, it posed a challenge to the security provided 

by unimodal biometrics. Thus, a more robust and secure form of authentication using multiple biometric traits was 

developed called as multimodal biometrics. It has a higher accuracy and recognition rate compared to unimodal 

biometrics and is nearly spoof-proof. But designing and implementation of these systems is a complex and exorbitant 

process. With the world fighting with Covid-19, the pandemic has posed new challenges for biometric technologies 

such as people wearing face masks which obstructs the detection and recognition of faces by the facial recognition 

algorithms thereby leading to unsuccessful or false identifications. Future work can include developing algorithms that 

works with only on the data around the eyes and forehead. 
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