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ABSTRACT: Cryptocurrencies like Bitcoin, Litecoin, Ethereum are the digital payment systems which does not 

depends on banks to verify their transactions. Cryptocurrencies are based on Blockchain technology where every 

transaction is recorded in “blocks” and timestamped. In concern with the security issues cryptocurrencies are still 

hackable. In this paper, we have proposed a new approach to secure your digital wallets. We can protect your hardware 

in a more secure way using multi-factor authentications(MFA). In this,three ways to login are introduced,which 

includes knowledge, possession, inherence. 
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I. INTRODUCTION 
 

Cryptocurrency like Bitcoin  is a decentralized digital currency, without a central bank or single administrator,that 

can be sent from user to user on the peer-to-peer bitcoin network without the need for 

intermediaries.The cryptocurrency was invented in 2008 by an unknown person or group of people using the 

name Satoshi Nakamoto.The currency began use in 2009when its implementation was released as open-source 

software.The study till date says that cryptocurrencies are based on blockchain technology.The blockchain keeps the 

records of the transactions in units of blocks.Each block includes a unique ID, and the ID of the preceding block. Any 

miner may add a valid block to the chain by simply publishing it over the network to all other miners that are connected 

by p2p network[1].A blockchain is essentially a digital ledger of transactions that is duplicated and distributed across 

the entire network of computer systems on the blockchain.Each block in the chain contains a number of 

transactions,and every time a new transaction occurs on the blockchain,a record of that transaction is added to every 

participant’s ledger.The decentralized database managed by multiple participants is known as Distributed Ledger 

Technology(DLT). 

Blockchain is a type of DLT in which transactions are recorded with an immutable cryptographic signature called a 

hash. 

The Bitcoin is the purely digital currency that has no physical existence.The issues related to the security of the 

currency are the center of the discussion from the beginning. The efforts are made to make the currency as well as its 

transaction and mining secure but there are still some threats exist in front of this virtual currency.The mining process 

as well as transaction is not fully secure and colluding users can take the advantage of the flaws in the process.There 

are some services that provide the facility of online digital wallet for the clients and thus can be the target of hacking 

attacks.Even the exchange services can also be the target for the attackers. Some of the major harmful attacks or threats 

on this cryptocurrency are discussed here[1]. 

http://www.ijirset.com/
https://en.wikipedia.org/wiki/Digital_currency
https://en.wikipedia.org/wiki/Central_bank
https://en.wikipedia.org/wiki/Bitcoin_network
https://en.wikipedia.org/wiki/Cryptocurrency
https://en.wikipedia.org/wiki/Satoshi_Nakamoto
https://en.wikipedia.org/wiki/Open-source_software
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Fig.1 Evolution of authentication methods from SFA to MFA [2] 

 

Today, MFA is expected to be utilized in scenarios where safety requirements are higher than usual. According to SC 

Media UK, 68 percent of Europeans are willing to use biometric authentication for payments. Consider the daily 

routine of ATM cash withdrawal. Here, the user has to provide a physical token(a card) representing the ownership 

factor and support it with a PIN code representing the knowledge factor to be able to access a personal account and 

withdraw money[2]. This system could be easily made more complex by adding the second channel like, for example, a 

one-time password to be entered after both the card and the user password were presented. In a more interesting 

scenario, it could be done with the facial recognition methods. Moreover, a recent survey discovered that 30 percent of 

enterprises planned to implement the MFA solution in 2017,with 51 percent claiming that they already utilize MFA,and 

38 percent saying that they utilize it in “some areas” of operation.This evidence supports the MFA as an extremely 

promising direction of the authentication evolution. 

 

II. RELATED WORKS 
 

Hangyu Tian, KaipingXue, ShaohuaLi, JieXu, JianqingLiu, Jun Zhao have scheme which has intermediates in between 

who acts as a communication channel. It talks about Single and multiple user transaction scheme which has Payer, 

Payee, Intermediary, Blockchain. Also, there is contract implementation for intermediary and for transaction. But the 

whole process is dependent on intermediary who’s responsible for viable transactions. The security can be improved 

more [4]. 

Hossein Rezaeighaleh and Ciffe.Zou has suggested the method which uses “ELLIPTIC CURVE DIFFIE. HELLMAN 

(ECDH). Inthis, bothparties’ “A” and “B”, use their private and public key, both parties share their secret public key 

with the other party, in process the private key of A is multiplied with public key (which is result of multiplication of 

B’s private key with generator point G) of B, and same on other hand, but the problem here is “Man-In-The-Middle” 

attack. Hacker replaces the public key of one party and can’t be distinguish byother. To solve this problem, they 

employ side-channel user visual verification, where the wallet displays a verification code in its trusted screen (smart 

card) and user confirms it (by pressing button on screen). Hence, there is no steal of master seed (private key) and 

backup is stored on backup wallet [3]. 

http://www.ijirset.com/
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Fig.2,3. [3] 

 

 
Shuangyu He, Qianhong Wu,Zhi Lang,Haibin Zheng,Yanan Li,Dawei Li, Xizhao Luo,Hanwen Feng discusses firstly 

on all the possible potential risks for wallets: 1.Key Storage in Local Storage 2.Password protected wallet 3.offline 

storage wallet 4.Password derived wallets 5.Hosted wallets, which were having certain disadvantages due to which they 

are unfit to use.So,the team proposes a new model comprising of User Management device, Proxy and central server 

[5].They performed a security analysis so that attacker cannot directly access to any information from wallet 

management database. It proposes an identity-based-key-insulated key which runs for minimum time. Although the 

team proposed an effective, usable and secure cryptocurrency wallet management system but it entirely depends on the 

trusted management team or we can say trusted network of people [5]. 

 

III. METHODOLOGY 
 

This paper aims to propose a new secure approach which gives high assurance to secure your hardware wallets. 

Inthis, we have used MFA i.e., Multiple Factor Authentication that requires the user to provide two or more 

verification factors to gain access to a resource such as an application, online account, or a VPN.   

 

 

http://www.ijirset.com/
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Multi-Factor Authentication (MFA): 
MFA is a core component of a strong identity and access management (IAM) policy. Rather than just asking for a 

username and password, MFA requires one or more additional verification factors, which decreases the likelihood 

of a successful cyber-attack. 

 
Fig.4 showing MFA process 

 

MFA working: 
MFA works by requiring additional verification information (factors). One of the most common MFA factors that 

users encounter is one-time passwords (OTP). OTPs are those 4–8-digit codes that you often receive via email, 

SMS or some sort of mobile app. With OTPs a new code is generated periodically or each time an authentication 

request is submitted. The code is generated based upon a seed value that is assigned to the user when they first 

register and some other factor which could simply be a counter that is incremented or a time value.  

 

Three Main Types of MFA Authentication Methods: 
Most MFA authentication methodology is based on one of three types of additional information: 

 Things you know (knowledge), such as a password or PIN 

 Things you have (possession), such as a badge or smartphone 

 Things you are (inherence), such as a biometric like fingerprints or voice recognition 

 
 

Fig.5 conceptual authentication examples 

 

Password Protection: The conventional way to authenticate a user is to request a PIN code, password, etc. The secret 

pass-phrase traditionally represents a knowledge factor. It requires only a simple input device (at least one button) to 

authenticate the user. 

 

OTP Generation: A user can begin to log into a secured service by entering an ID and password, but then must receive 

a one-time password (OTP) via SMS texting or a voice telephone call using a phone number associated with the 

account, with the idea that only someone who knows the correct account password and who physically possesses the 

required object can gain access to the account. 

 

http://www.ijirset.com/
https://www.onelogin.com/learn/iam
https://www.onelogin.com/learn/otp-totp-hotp
https://www.onelogin.com/learn/what-is-mfa#knowledge
https://www.onelogin.com/learn/what-is-mfa#possession
https://www.onelogin.com/learn/what-is-mfa#inherence
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Fingerprint Protection:Fingerprint authentication or scanning is a form of biometric technology enables users to 

access online services using images of their fingerprint. The biometric scan commonly relies on mobile and other 

device native sensing technology, as this has all but eclipsed software, third-party biometric algorithms. 

 

Though, user can gain access to account by simply hacking id and password. But due to biometrics is being used by 

variety of MFA frameworks, user fails to gain access to physical password (like fingerprints, facerecognition, 

voicerecognition, etc). 

 

 

fig.6 how MFA works 

 

 

IV. RESULTS 
 

From the improvement perspective, Bitcoin can consider all the altcoins as a huge testing environment, from which it 

can borrow novel techniques and functionalities to address its weaknesses. At least in the recent future, the Bitcoin will 

be constantly evolving and will be in the under development phase, hence we now present our approach which uses 

Multiple Factor Authentication (MFA) that could be exploited in this direction. 

 

V. CONCLUSION 
 

Today, authentication matters more than ever before. In the digital era, most users will rely on biometrics in matters 

concerning systems security and authorization to complement the convention Cryptography 2018, 2, 1 19 of 31 

passwords. Even though privacy, security, usability, and accuracy concerns are still in place, MFA becomes a system 

that promises the security and ease of use needed for modern users while acquiring access to sensitive data. 
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