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ABSTRACT: Many people use cloud computing services, which are provided by companies like Amazon,
Microsoft, and Google. The storage service is one of the most regularly used services. Users can store and access data
online from any location using the service. However, data that is stored remotely and managed by a service provider
raises issues about the data's security and privacy. The security and privacy of Amazon AWS S3 and are reviewed in
this study. The comparison will be based on their security and privacy compliance processes, as well as how the access
control handles data protection for users.
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I. INTRODUCTION

Amazon S3 (Simple Storage Service) is Amazon Web Services' online storage web service. In March 2006, Amazon
introduced S3, its first publicly available online service, in the United States, then in November 2007 in Europe.
Amazon charged end users $0.15 per gigabyte-month when it first launched, with additional fees for bandwidth
consumed in transmitting and receiving data, as well as a per-request (get or put) fee.

Pricing was changed to tiers on November 1, 2008, with end users holding more than 50 terabytes receiving a discount.
Amazon claims that S3 is built on the same scalable storage technology that powers Amazon.com's global e-commerce
network.

As of December 2011, Amazon S3 was said to be storing over 762 billion things. Web hosting, image hosting, and
backup storage are all examples of S3 applications. S3 has a monthly uptime guarantee of 99.9%, which translates to
about 43 minutes of downtime each month.

Amazon S3 is an online storage service. It's a straightforward storage solution that provides software developers with a
cost-effective, highly scalable, dependable, and low-latency data storage infrastructure.

It has a simple web services interface that allows you to save and retrieve unlimited amount of data from anywhere on
the internet at any time. Developers can simply create applications that utilise Internet storage by using this web
service. Because Amazon S3 is highly scalable and you only pay for what you use, developers can start small and scale
up as needed without sacrificing performance or reliability. It's built to be extremely versatile: store whatever type and
amount of data you want; read the same piece of data a million times or only for emergency disaster recovery; create a
basic FTP application or a sophisticated web application like Amazon.com's retail website. Developers may focus on
innovation rather than figuring out how to store their data with Amazon S3.

You can, for example, use Amazon S3 to host your complete static website. Customers frequently use Amazon S3 to
store photographs, video, and other information for their websites. To host your full website from your Amazon S3
bucket, you may take use of root and index document support, as well as custom HTML errors. You can store almost
any type of data in any format you want.
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Figure 1. Security and privacy relationship
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The total amount of data and things you can store is limitless. Individual AmazonS3 objects might be anywherefrom 1
byte and 5 gigabytes in size. The maximum size of an object that can be uploaded in a single PUT is 5GB. Customers
should use the Multipart Upload functionality for objects larger than 100 megabytes.

II. SECURING S3
Data Protection

Redundancy

Reduced Redundancy Storage (RRS) is an Amazon S3 storage option that allows users to store noncritical, repeatable
data with less redundancy than standard Amazon S3 storage. It provides a highly accessible option for publishing or
sharing content that has been archived elsewhere, as well as for storing thumbnails, transcoded media, and other easily
reproducible processed data. RRS stores things across numerous devices across various sites, offering 400 times the
durability of a regular disc drive, however it does not replicate objects as frequently as standard Amazon S3 storage.
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Figure 2: Objects are redundantly stored on multiple devices across multiple facilities.

Versioning

Every version of every object in an Amazon S3 bucket may be saved, retrieved, and restored using versioning. When
you enable Versioning for a bucket, Amazon S3 ensures that existing objects are preserved if you PUT, POST, COPY,
or DELETE them. GET requests, by default, return the most
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Figure 3: You can use versioning to preserve, retrieve, and restore every version of every object stored in your Amazon
S3 bucket.

recently written version. By mentioning a version in the request, older versions of an overwritten or deleted item can be
retrieved. Versioning adds another layer of security by allowing customers to recover objects that have been mistakenly
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overwritten or deleted. This makes it simple to recover from unintentional user activities and application faults.

Checksums

Both the x-amz-sha256-tree-hash and x-amz-content-sha256 headers must be included when uploading an archive. The
checksum of the payload in your request body is contained in the x-amz-sha256-tree-hash header. The x-amz-sha256-
tree-hash header is calculated in this topic. The x-amz-content-sha256 header is required for authorization because it is
a hash of the full payload. See Example Signature Calculation for Streaming API for additional information.

Your request's payload can be one of the following:

Entire archive - The complete archive is sent in the request body when using the Upload Archive API to upload an
archive in a single request. In this scenario, you must include the complete archive's checksum.

Archive part - When utilising the multipart upload API to upload an archive in parts, you only provide a portion of the

archive in the request body. In this scenario, the archive part's checksum is included. After you've uploaded all of the
parts, you'll need to make a Complete Multipart Upload request, which must include the complete archive's checksum.
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Figure 4: At the firewall Amazon S3 also regularly verifies the integrity of data stored using
checksums.

Data Encryption

Server Side Encryption (SSE) or a client library like the Amazon S3 Encryption Client can be used to encrypt data. If
you utilise a client library, you keep control of the encryption keys. Some customers appreciate having more control
over their keys, while others would rather not have to deal with the administrative burden of managing and protecting
keys. AWS manages key management and key security for you if you use SSE. If you prefer AWS to manage your
keys, SSE is the way to go. SSE employs the 256-bit Advanced Encryption Standard, one of the most powerful block
cyphers available (AES-256). The maximum key size defined for AES is 256 bits. For objects stored in Standard
Storage and Reduced Redundancy Storage, both client-side encryption and server-side encryption are supported (RRS)

Server-Side Encryption

Amazon S3 encrypts your data as it writes it to discs in its data centres and decrypts it for you when you access it,
which is known as server-side encryption. There is no difference in how you access encrypted or unencrypted items as
long as you authenticate your request and have access permissions. Amazon S3 takes care of encryption and decryption
on your behalf. If you share your objects with a pre-signed URL, for example, the pre-signed URL works for both
encrypted and unencrypted items.

Strong multi-factor encryption is used in Amazon S3 Server Side Encryption. Amazon S3 uses a unique key to encrypt
each object. It encrypts the key with a master key that it rotates on a regular basis as an additional protection. To protect
your data, Amazon S3 Server Side Encryption uses a 256-bit Advanced Encryption Standard (AES-256), which is one
of the most powerful block cyphers available. The object level allows you to specify data encryption. As a result, both
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encrypted and unencrypted objects could be found in your bucket.

Client-Side Encryption

Important: Because your private encryption keys and unencrypted data are never delivered to AWS, it's critical that you
keep your encryption keys safe. You won't be able to decrypt your data if you lose your encryption keys.

AWS employs a technique known as envelope encryption. In envelope encryption, you give the Amazon S3 encryption
client your encryption key, and the client takes care of the rest. The procedure is as follows:

1) The Amazon S3 encryption client generates a one-time-use symmetric key for encrypting your data.

2) Using your private encryption key, the client encrypts the envelope symmetric key.

3) The client then uploads your encrypted data and the encrypted envelope key to Amazon S3.

The encryption described in the previous slide is reversed when retrieving and decrypting client-side encrypted data
from Amazon S3.

Your private encryption key can be an asymmetric key pair (made of public and private keys) or a symmetric key that
the client employs in the envelope encryption process. Asymmetric keys are recommended by Amazon because they
provide a higher level of security in the envelope encryption process.

Access Control

Identity and Access Management (IAM)

You can use AWS Identity and Access Management (IAM) to safeguard your users' access to AWS services and
resources. JAM allows you to establish and manage users in AWS' identity management system (referred to as "[AM
users"), as well as offer access to AWS services to users in your corporate directory who are controlled outside of AWS
(referred to as "federated users"). When utilising AWS, IAM provides more security, flexibility, and control. IAM
makes it simple to grant safe access to your AWS account and resources to numerous users. You can use IAM to:

1) Manage IAM users and their access - In AWS' identity management system, you can create users, assign them
individual security credentials (such as Access Keys, passwords, and Multi Factor Authentication devices), or request
temporary security credentials to grant them access to AWS services and resources. You can control which operations a
user can conduct by managing permissions.

2) You can manage federated user access - You can request security credentials with configurable expirations for users
in your corporate directory, allowing you to provide secure access to resources in your AWS account without having to
create an IAM user for them. To govern which operations a user can execute, you establish permissions for these

security credentials.
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Figure 5: Notice in this figure only the Account Holder has access to the cloud

IAM Policies

IAM policies are used to manage permissions. These policies are linked to users, allowing you to manage permissions
for all users in your AWS account from a single location.

IAM enables you to:

1) Create IAM user identities and Add IAM users to your AWS account.
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2) Group IAM users - Create groups to handle rights for many IAM users in your AWS account more effectively.
Control which actions your users can execute, such as accessing certain AWS service APIs and resources, by
centralising user access control.

4) Add restrictions to control how your users can use AWS, such as the time of day, their originating IP address, or if
they're using SSL.

5) Create and assign security credentials - Create and assign security credentials to your IAM users, then rotate and/or
revoke them as needed.

6) Create temporary security credentials - For your IAM users, federated users, or applications, request temporary
security credentials with configurable expiration and permissions.

IAM allows you to create, delete, and list IAM users, manage group membership, manage user security credentials, and
assign rights using a variety of methods. IAM APIs, Command Line Tools, and the IAM console, which provides a
point-and-click web-based interface, can be used to create and manage users, groups, and permissions. You can also
develop policies with the AWS Policy Generator.

Resource-based Permissions on Objects and Buckets
Using access control lists (ACLs) and bucket policies, Amazon S3 supports resource-based permissions on objects and

buckets. Buckets and objects contain ACLs and bucket policies that define which AWS accounts have access and what
type of access they have. You can only give other AWS Accounts access to your Amazon S3 resources using ACLs.
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Figure 6: With ACLs, you can only grant other AWS Accounts access to your Amazon S3
resources

Bucket Policies

You can do both with Bucket Policies. You can provide users in your AWS Account access to your Amazon S3
resources, and you can also give users in other AWS Accounts access to your Amazon S3 resources.
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Figure 7: With Bucket Policies, you can do both.

The main challenge with any shared storage system is whether unwanted users can access information on purpose or by
accident. Amazon S3 APIs provide both bucket- and object-level access restrictions, with defaults that only allow
authenticated access by the bucket and/or object creator, to ensure clients have the most flexibility in determining how,
when, and to whom they desire to disclose the information they store in AWS. An Access Control List (ACL) linked
with the bucket controls write and delete permissions. An ACL controls permission to edit the bucket ACLs, and it
defaults to creator-only access. As a result, the customer retains complete control over who has access to their
information. Access to Amazon S3 can be allowed based on an AWS Account ID, a Depay Product ID, or it can be
granted to anyone.

A clean root account is the starting point for an Amazon S3 account. Buckets are created at the root level. The root
folder in Amazon S3 is referred to as a bucket. You can make numerous buckets, and you can put your folders and
photographs inside of them.

Amazon S3 has released a set of APIs and developers around the world that let your Amazon S3 account to
communicate with your local computer, allowing you to handle all of your file uploading, synchronisation, and backup,
among other things.

III. FUTURE PROSPECTS OF S3

"Everything we've added over time, from lifecycle management to security properties to methods you can add to an
object, and so on, is far from simple." However, we started small to ensure that the core API interfaces would be
sufficient years down the road. APIs are eternal. It's not something you can later decide you don't want after you've
made them for your servers. They are the foundation of many businesses. However, things change over time, and we've
progressed from people posting thumbnails of stuff on eBay to storing literally petabytes of video, image, and other
data and archiving it."

IV. CONCLUTION

Amazon S3 is Amazon's cloud storage system that underpins most of the modern internet. S3 is flexible, scalable,
extremely dependable, and accessible because to its object-based storage paradigm. It's also inexpensive. Instead of
paying a hefty flat-rate price for data storage, businesses simply pay for what they use.

A web-based console, APIs, and a vast number of Amazon products and third-party software are all available to
interact with your storage. It's an excellent choice if you need to store a significant quantity of data, want secure file
uploads and downloads, or require a cloud storage solution that can grow with your business.
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