
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

     Volume 10, Special Issue 2, December 2021 
 
 
 
 
 

Impact Factor: 7.569 



International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET) 

                                      || e-ISSN: 2319-8753, p-ISSN: 2320-6710| www.ijirset.com | Impact Factor: 7.569|   || Volume 10, Special Issue 2, December 2021 ||  

                               4th International Conference on Emerging Trends in Science, Technology and Mathematics [ICETSTM ‘2021] 

15th & 16th September 2021 

 Organized by 

  Department of Computer Science, Parvathy's Arts and Science College, Dindigul, Tamilnadu, India 

IJIRSET © 2020                                                            |     An ISO 9001:2008 Certified Journal   |                                               111 

 

An Energy Harvested Cognitive Network 
Combining Co Operative Sensing and Attack 

Detection 
 

A.Rubithra 

Assistant Professor, Department of Computer Science, Parvathy’s Arts and Science College, Dindigul,  

TamilNadu, India 

 
ABSTRACT: Cognitive Wireless Sensor  Network (CWSN) is an incorporating, coordinate cognitive highlights in 
conventional Wireless Sensor Networks(WSNs) to ease fundamental issues like spectrum occupancy. Security threats 
are very high in cognitive wireless sensor network, since these sort of networks oversee vital applications and data. 
Primary User Emulation (PUE) attack is the most deliberate precise attack getting from new cognitive features. The 
prospective scheme of cooperative spectrum sensing in an energy efficient which can choose a representative sensor 
hub set in Cognitive Radio Sensor Network(CRSN)  under given imperatives. Based on the spectrum recognition data 
is given by the favored delegate hubs, the evident of DS theory is utilized to decide the action conditions of LU while 
keeping a similar spectrum detecting precision. From the simulation results, it is found that the proposed plan can 
promote the detection precision and diminish the energy utilization, as it is effectively lessens the quantity of sensor 
nodes which perform range detecting and related communication overhead among the hubs. 
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I. INTRODUCTION 
 

Intellectual radio[1] is the key empowering innovation that permits upcoming generation in communication 
networks, additionally referred to as Dynamic Spectrum Access (DSA) organizations to the suitable spectrum more 
efficiently in an opportunistic model without meddling with the essential users. It is characterized as a radio[1] which 
will diminish its transmitter parameters that consists of the communication with the environment during which it 
works. It contradicts from typical radio devices, where a cognitive radio[1,2] can equip the users with intellectual 
efficiency and reconfigurability. The cognitive capability alludes to the power to detect and assemble data from the 
nearby surrounding including data about transmission frequency, bandwidth, power, modulation etc. With this 
potential, secondary users can analyze the best feasible range. 

Reconfigurability[3] indicates the power of quickly adjust the operational boundaries consistent with the 
detected data to perceive the ideal exhibition. By employing, the range in an entrepreneurial model, cognitive radio[13] 
empowers the secondary users to detect which segment range are accessible, decide the best available channel organize 
range access with different users and empty the channel when an essential users get back the range usage right. 
 

II. RELATED WORK 
 

In [4] the authors presented about a Dense Cognitive Vehicular Network (DCVN). To implement a  client correlation 
and double threshold based on cooperative spectrum sensing algorithm to accomplish a trade-off between detecting 
execution and framework overhead. 
In [3] the authors explored a client determination calculation established on dependability and correlation of hybrid 
users, which yields high cooperative spectrum detecting execution by ideal users. Simulation and analysis results [3] 
exhibit that portability increments spatial variety and improves the detection execution with in the Primary Protected 
Region(PPR). 
In [2] the authors have proposed a range detecting proposition established on spatial-temporal convenience detection. 
To validate the hazard and legitimacy of the strategy. This work proposed a more genuine 2-D Cognitive Wireless 
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Sensor Network(CWSN) topology model [2] in which the essential signal transmitter is shared in a given sensing range 
randomly at every emphasis. 
In [6] the authors proposed a D-S hypothesis cooperative range detecting calculations, which accepts all cognitive 
clients are authentic and don’t consider malicious client existing. 
In [7] the authors assert a powerful CSS pattern dependent on D-S theory and adherence degree estimation. It is 
accomplished in four consecutive steps, which are Basic Probability Assignment, adherence degree calculation, 
determination and change of BPA and succession by D-S rule, individually. 
In [9] the author probes that the matter of spatial-temporal opportunity exposure for range heterogeneous cognitive 
radio organizations. To detect a given time Secondary Users(SUs) at unique areas may detect diverse range access 
opportunities. 
 

III. PROPOSED WORK 
 

To detect the activity conditions of Licensed Users(LUs) has tremendous importance for the use of finite radio 
spectrum. The licensed users can identify meticulously, when it is in activity states. However, the spectrum recognize 
constantly has some unacceptable detection of a LU state and it will bring about enlarged communication overhead, 
additionally network energy utilization and hub suddenly passed. To manage with such issues, the proficient energy is 
helpful in spectrum detecting plan[11] is prospective which can decide an agent sensor hub set in Cognitive Radio 
Sensor Network(CRSN) under given requirements. An agent hub set which abide of the nodes can give gains to 
identify the LU state is a subset of the hub network conveyed. The spectrum detects the data, it is given by the preferred 
representative hub. The proof of DS theory is utilized to determine the activity conditions of LU while keeping a 
similar range detecting precision if worse. 
 

VI. MODULE DESCRIPTION NETWORK MODEL &ASSUMPTION 
 

It manages a zone where a certain range is shared by primary and CR clients. The spectrum is partitioned into 
|p| non overlapping channels. There are |J| essential clients nearby and |I| CR clients. While essential clients are 
assumed to be fixed, CR clients can be portable. The spectrum sharing[14,15] is actualized by the opportunistic access 
paradigm. Consequently, an essential clients access their allocated channels. Whenever they need without any explicit 
warnings to CR clients. We expect that the essential clients have a moderately low difference in activity(time of action 
and idleness in the scope of seconds or minutes). CR clients are just permitted to utilize the channels in the wake of 
approving these. 

Validation alludes to the way towards guaranteeing that no essential transmission is really occurring on the 
separate channel. This is attained by the range detecting which the CR clients approved channels with a certain 
probability of detection with a specific periodicity,[16] i.e.,Each T sense time the current utilized channels should be 
approved once more. Mean the spectrum detecting consequence of every CR client I by Vi = {v1,v2…,vpi} with pi = 
|Vi| ≤ P indicating the total number of accessible channels for CR client i. 

 
NEIGHBOR NODE DISCOVERY: At a given time, the secondary user can sense a limited portion of the spectrum 
and create the accessible channel list In CRAHNS, the two secondary users are supposed to be 1-hop neighbors in the 
event that they are within the transmission scope of one another. A hub can communicate[17,18] with its 1-hop 
neighbors when they are tuned to the similar. 
 For the ith  secondary user signified by SUi, the set of inactive channels detected by Sui is     Vi = 
{v1,v2…,vp}, while p is the absolute number of inactive channels identified by SUi. We expect that the portability of 
hub is moderate and the channel accessibility at every hub changes at a relatively low rate, such that the network 
topology doesn’t change during the group of development process. Hubs are thought to be GPS equipped to empower 
geological position mindfulness and time synchronization among hubs. The period of reference point is given by the 
Fusion Centre. 

The Fusion centre generates an arbitrary back off time. If an impact is recognized during this time possibly a 
primary user abruptly reoccupies the channel or another cluster’s beacon comes,the FC won’t convey the signal and 
tune the CR to rehash this cycle.  

 
 THE REPRESENTATIVE NODES SELECTION: Prior to performing delegate hubs determination, We propose a 
hub separating strategy on the areas of sensor hubs. The proposed hub sifting strategy eliminates the hub which are 
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profoundly dormant and unwavering quality lower than a given limit. Filtering these hubs could reduce the 
computation loads in later advances and improve the last spectrum detecting precision. 
 

 
Fig.1. The overview of the proposed cooperative spectrum sensing 

 
 Let S indicates the entire hub set in the network, the objective is to choose an appropriate delegate hubs from 
S(s ≤ S), with the goal that the territory of licensed user can make a decision about utilizing the spectrum detecting 
results from s. There are three basics however vital imperatives as follows, which can limit the upper bound of the 
number of selected hubs(s) in the subset. 

                                          
Where e j R l is the node reliability j, j n E is the node residual energy, λ is the fixed reliability threshold and min E is 
the fixed minimum residual energy threshold. 
 
ENERGY COST FUNCTION: In order to give an evaluation of the energy utilization of spectrum detecting. T E is 
characterized as the total energy utilization[20]. It is made out of s j E and t j E that are the energy consumed by the j-th 
sensor in spectrum sensing and send detecting results to the sink node respectively.  

Based on the definition, Er can be defined as 

                                             --- (1) 
Likely, We will limit the 

total energy utilization while 
meeting the requirements. Hence, 
the advance target capacity can be 
determined as 
 
 

                           
- (2) 

Where j b is a binary variable, i.e.  1 
j b indicates the hub j, s is choosen 
as one of the subset hubs and 0 j b. 
By solving the above Equation, the 
quantity of agent hubs can be 

inferred then the total energy utilization can be incredibly decreased, which can ensure the exact range detection. 
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V. PERFORMANCE ANALYSIS 
 

 The arrangement of execution measurements utilized for contrasting proposed framework. 
 
NETWORK DELAY: This execution metric is utilized to gauge the average end-to-end delay of information packet 
transmission. The end-to-end delay infers the average time taken between a packet at first sent by the source and 
finally, the ideal opportunity for effectively getting the message. Estimating this delay considers the lining and 
engendering deferral of the packets. 
 

 
Fig.2.Delay analysis 

 
 NETWORK THROUGHPUT: The end-to-end network throughput gauges the quantity of packets per second 
acquired finally. Here, it is considered as an outer proportion of the protocol effectively. 
 SUCCESS RATE: The complete number of packets delivered at the destinations verses the total number of packets 
sent from the source. 
 

 
Fig.3.Packet rate analysis 

 
 LATENCY: The average message idleness is characterized as the average measure of time between the initial of 
dispersing an information and its arrival at a hub keep on accepting the information. Hence, the inactivity estimates the 
execution time for the individual message. 
 
 ENERGY CONSUMPTION:  The energy consumption[20] is the amount of utilized energy of all hubs in the 
organization, Where the pre-owned energy hub is the amount of the energy utilized for interaction as well as 
transmitting(Pt), receiving(Pr) and idling(Pi). Assuming every transmission dissipates an energy unit, the total energy 
utilization is identical to the total number of packets sent in the organization.   
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Fig.4.Energy analysis 

 
 NETWORK LIFETIME: It is deliberated as the time until message loss rate is over in a given threshold. The major 
plenary definition for the lifetime of the organization is “ an ideal opportunity to arrange segment”. The network 
partition arises when there is a cut-set in the network. It will be presented as another measurement, which will utilize 
the energy variance. 
Network lifetime = 𝐸 − (𝑈+𝜎), where 𝑈=Σ𝑈𝑖𝑁 --- (3) 
E is the total initial energy at every hub (full battery charge), Ui is the average utilized energy, N is the complete 
number of hubs in the network and σ is expressed as 
            𝜎2=(𝑈𝑖−𝑈)2/𝑁                              --- (4) 
 All these metrics are computed utilizing their total average values at time t, the performance value is the 
average from 0 to t(seconds). 

 
VI. CONCLUSION 

 
In this prospective system, A cooperative range of the proficient energy in detecting scheme depends on the 

evident of DS hypothesis. It is accomplish in two stages, which are agent sensor hubs choice and decision making 
depend on proof of DS hypothesis. The proposed agent sensor hubs selection algorithm can productively deal with the 
hub in historical information to sieve, those idle and less dependable hubs. At that point, the evident of DS theory is 
received to ascertain the selected sensor hub credibility depend on their present data to choose which sensor hubs ought 
to be utilized to recognize the condition of an authorized users. 

 
REFERENCES 

 
[1] Xiaoying Liu, Kechen Zheng and Kaikai Chi, “Cooperative Spectrum Sensing Optimization in Energy Harvesting 
Cognitive Radio Networks,” IEEE Transactionon Wireless Communications, vol.19, no.11,pp.76637676,Aug.2020. 
[2] Zhi zhang, Xianbin and Haixia Xu, “Sensing Nodes Selective Fusion Scheme of Spectrum Sensing in Spectrum-
Heterogeneous Cognitive Wireless Sensor Networks,” IEEE sensors Journal,vol.18,no.1,pp.435-436,Jan.2018. 
[3] Meimei Duan, Zhiming Zeng and Caili Guo, “User selection for cooperative spectrum sensing in mobile cognitive 
radios,”IEEE Conference Publication,Nov.2015.  
[4] S.Zhu, C.Guo, C.Feng and X.Liu, “User correlation and double threshold based cooperative spectrum sensing in 
dense cognitive vehicular networks”, Proc.Int.Symp.Wireless Commun. System.,pp.281-285,2016. 
[5] Lu, L., Zhou, X.,Onunkwo,U. et al. Ten years of research in spectrum sensing and sharing in cognitive radio 
Wireless Com Network 2012, 28 (2012). https://doi.org/10.1186/1687-1499-2012-28. 
[6] Y.Han, Q.Chen and J.Wang, “An Enhanced D-S Theory Cooperative Spectrum Sensing Algorithm against SSDF 
Attack,” 2012 IEEE 75th  Vehicular Technology Conference (VTC Spring), Yokohama, 2012,pp.1-5, 
doi:10.1109/VETECS.2012.6240040. 

http://www.ijirset.com/


International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET) 

                                      || e-ISSN: 2319-8753, p-ISSN: 2320-6710| www.ijirset.com | Impact Factor: 7.569|   || Volume 10, Special Issue 2, December 2021 ||  

                               4th International Conference on Emerging Trends in Science, Technology and Mathematics [ICETSTM ‘2021] 

15th & 16th September 2021 

 Organized by 

  Department of Computer Science, Parvathy's Arts and Science College, Dindigul, Tamilnadu, India 

IJIRSET © 2020                                                            |     An ISO 9001:2008 Certified Journal   |                                               116 

 

[7] Wang, J., Feng, S., Wu, Q. et al.” A robust cooperative spectrum sensing scheme based on Dempster-Shafer theory 
and trustworthiness degree calculation in cognitive radio networks”. EURASIP  J. Adv. Signal process. 2014, 35 
(2014). https://doi.org/10.1186/1687-6180-2014-35  
[8] P.Lee and P.Tsai, “Design and implementation of spatial-temporal spectrum sensing in cooperative cognitive radio 
sensor network,” 2015 International SoC Design Conference(ISOCC), Gyungju,2015,pp.25-26, 
doi:10.1109/ISOCC.2015.7401647. 
[9] Q.Wu, G.Ding, J.Wang and Y.Yao, “Spatial-Temporal Opportunity Detection for Spectrum-Heterogeneous 
Cognitive Radio Networks : Two-Dimensional Sensing,” IEEE Transactions on Wireless Communications, 
vol.12,no.2,pp.516-526,February2013,doi:10.1109/TWC.2012.122212.11638. 
[10] T.S.Syed and G.A.Safdar, “History-Assisted Energy-Efficient Spectrum Sensing for Infrastructure-Based 
Cognitive Radio Networks,” IEEE Transactions on Vehicular Technology,vol.66,no.3,pp.2462-2473,March 
2017,doi:10.1109/TVT.2016.2585763. 
[11] Qiao, Yu., Jin,Z., Yao,K., & Ma,T. (2018). “An energy- efficient cooperative spectrum sensing scheme based on 
D-S theory in cognitive radio sensor  networks. ACM, Article, 58,6. https://doi.org/ 10.1145 / 3164541.3164597. 
[12] Min Song, Chunsheng Xin and Yanxiao Zhao, “Dynamic spectrum access: from cognitive radio to network radio,” 
IEEE Wireless Communications, vol.19,no.1,pp.22-29,Feb.2012. 
[13] H.Chen, L.Liu, J.D.Matyjas and M.J.Medley, “Cooperative Routing for Underlay Cognitive Radio Networks 
Using Mutual-Information Accumulation,”IEEE Trans. On Wireless Commun.,vol.14,no.12,pp.7110-7122, Aug.2015. 
[14] S.Ping, A.Aijaz, O.Holland and A.aghvami, “SACRP: A Spectrum Aggregation-Based Cooperative Routing 
Protocol for Cognitive Radio Ad-Hoc Networks,” IEEE Trans. On Commun., vol.63,no.6,pp.2015-2030,April.2015. 
[15] Xiaolong Ma, Fanzi Zeng and Jisheng Xu, “ A novel energy efficient cooperative spectrum sensing scheme for 
cognitive radio sensor network based on evolutionary game,”IEEE Conference Publication,April.2015. 
[16] M.Li, S.Salinas, P.Li, X.Huang, Y.Fang and S.Glistic, “Optimal Scheduling for Multi-radio Multi-channel Multi-
hop Cognitive Cellular Networks,” IEEE Trans. on Mobile Computing,vol.14,no.1,pp.139-154,Jan.2015. 
[17] X.Jin, R .Zhang, J.Sun and Y.Zhang, “TIGHT: A Geographic Routing Protocol for Cognitive Radio Mobile 
AdHoc Networks,” IEEE Trans.non Wireless Commun., vol.13,no.8,pp.4670-4681,Aug.2014. 
[18] M.Youssef, M.Ibrahim, M.Abdelatif, L.Chen and A.V.Vasibakos, “Routing Metrics of Cognitive Radio Networks: 
A Survey,” IEEE Commun. Surveys &Tutorials,vol.16,no.1,pp.92-109,Feb2014  
 [19] Y.Liu, L.Cai and X.Shen,“Spectrum-Aware Opportunistic Routing in Multi-Hop Cognitive Radio 
Networks,”IEEE Journal on Selected Areas in Communications,vol.30,no.10,pp.1958-1968,  Dec.2012. 

http://www.ijirset.com/



	ABSTRACT: Cognitive Wireless Sensor  Network (CWSN) is an incorporating, coordinate cognitive highlights in conventional Wireless Sensor Networks(WSNs) to ease fundamental issues like spectrum occupancy. Security threats are very high in cognitive wir...
	REFERENCES

