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ABSTRACT: The Internet of Things (IoT) has emerged as one of the most important technologies for the Internet's 

future, in which physical objects are transformed into digital data. Smart things that can be controlled and monitored 

through the internet. The Internet of Things (IoT) for reliable data collecting, context awareness, and other benefits as 

well as increased consumer privacy. IoT has spawned a slew of new services and applications in fields as diverse as 

finance, healthcare, transportation, and retail. Because there is a risk that huge amounts of sensitive data will be 

exposed while using these applications, it is vital to examine trust-related issues as well as other security issues that 

could risk confidential data and personal privacy. In this area, trust management plays a key role for resource 

constrained IoT devices.   
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I. INTRODUCTION 

The internet of things is a concept that allows entities to detect and gather data from the real environment then 

exchange that data via the internet, where it may be analyses and used for a variety of purposes [1]. An item in the 

internet of things can be a person, a location, temporal data, or a state. We might argue that the IoT is nothing more 

than the internetworking of gadgets to share data across the internet. Because the devices are equipped with chips and 

sensors, they can be tracked.  

The Internet of Things (IoT) is a unique paradigm that has sparked a lot of curiosity in the modern world since it allows 

us to use technology to create a smart environment [4]. The IoT's development goal is to connect the environment and 

physical world to wireless networks, allowing machines, objects, and the workplace to communicate.  

Using Internet of Things sensors, things will be able to exchange data with other machines without the need for human 

intervention. However, because of its openness, the security risk is continuously expanding. As a result, determining 

whether or not the communication entities are legitimate is critical. To address this issue, an IoT trust management 

system has been implemented. 

In recent years, trust management, which aims to solve distributed security challenges, has become a recent topic of 

research [3]. Trust management is a helpful technique for providing security services, and it has been employed in a 

variety of applications as a result. In the IoT, trust management is critical for trustworthy data fusion and mining. So, 

using a trust management system, IoT may give the appropriate trust service in response to the request. The 

implementation of IoT trust management is still a work in progress. There are few studies on trust management in the 

context of the Internet of Things.  

The rest of the paper is organized as follows: Section 2 explains the evaluation of existing trust calculation methods. 

Section 3 surveys three different trust management models named peer trust model, subjective model and dynamic 

model. Also the detailed procedure of how trust computation is performed in each model is clearly discussed. Section 4 

conducts properties of the five trust management modes. 
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II. EVALUATION EXISTING TRUST CALCULATION METHODS 
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Table 1: It Shows the Evaluation of Existing trust methods 
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III. TRUST CALCULATION MODELS 

 

Peer Trust Model  

In the peer trust model, trust is evaluated in a dynamic and decentralized manner at each peer. As a result, there is no 

need for a central database to store all global data in this architecture. Instead, each peer maintains a trust database [8], 

which is a small database that stores a piece of global trust data. Furthermore, the trust data required to compute the 

trustworthiness of peers is dispersed across the network. 

 

Each peer has a trust manager who is responsible for two things: submitting input and evaluating trust. Each peer also 

includes a data locator that allows trust data to be placed appropriately across the network [11]. First the trust manager 

sends the network feedback about a certain peer, and the data locator reroutes the trust data to the right peers for 

storage. Second, the trust manager is responsible for calculating a target peer’s trustworthiness. The data locator assists 

in gathering trust data from the network for the target peer and then computing the trust value.  

 

Subjective Trust Management Model  

The huge number of nodes, the process of information discovery becomes simple, implying that it enables scalability to 

a large extent. This model consists of multiple things belonging to a single owner, each of which is capable of forming 

interactions [12] on its own. This approach enables the creation of a dependable system based on object behaviors.  

 

Dynamic Trust Management Model 

Routing is done in dynamic trust mode in an environment that includes both malevolent and selfish nodes as well as 

trustworthy nodes. The trust management protocol calculates the trust value of each node in the network and then 

selects a secure routing path based on that value. When a node joins a network [15], the trust related data required to 

calculate the trust value is acquired from the nodes involved. The protocol detects malicious and selfish nodes based on 

the computed trust value and reroutes packets accordingly. 

 

IV. PROPERTIES OF TRUST 

 

The properties of trust are discussed in the section shown in Figure 1,  

 

 
Figure 1: Properties of Trust 
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Dynamic 

Because the IoT environment is dynamic, trust connections among participating devices will change frequently. As a 

result, predicting the trust value of one device in relation to another is more difficult. Furthermore, because the IoT 

allows for scalability, new devices can join or old devices can leave the IoT environment at any time. Subjectivity IoT 

has several sorts of devices and provides services to users. Every device has different communication experiences with 

other devices [13]. 

 

Transitive 

If device d1 trusts device d2, and device d2 trusts device d3 at the same time, device d1 does not need to trust device 

d3. In this situation, the transitivity between device d1 and device d3 and the device d1’s reliance on the device d3’s 

third-party references.  

 

Asymmetric 

Due to the heterogeneity of the devices, they differ in terms of memory, bandwidth, battery, processing and computing 

power [11]. As a result, the device with the highest capacity may be hesitant to trust the device with the lowest 

capacity, and vice versa.  

 

Context-dependent  

A device with high computational power is deemed trusted, while a device with low 

computational power is considered untrustworthy but not malicious. 

 

V. CONCLUSION 

 

The IoT environment is made up of a variety of devices, proper security procedures are required to maintain the 

environment security. With this in mind, this review paper focuses on trust based methods for light weight devices that 

are always resource constrained in this environment. This paper discussed some of the substantial works towards trust-

based methods, models and properties in the IoT environment. In the future, the research work will be focusing on the 

trust based mechanism using machine learning over the Internet of Things based environment.  
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