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ABSTRACT : In recent years blockchain technology has became a well-known point for research in numerous fields
of discipline. The focal point of this survey is on Intelligent Transportation Systems (ITS) , which includes the
associated transportation frameworks and vehicles (Automobiles). The concentration for ITS is developing in addition
to that reason the significance of supporting blockchain arrangements also. The expanding measure of associated
vehicles present security and protection concerns[1]. Associated vehicles share touchy data on which different clients
base their conduct, so accuracy of information is momentous. For the vehicle area particularly, the innovation is viewed
as problematic. Since the examination field is youthful and therefore the exploration on the purposeis growing
quick, leading edge information is elite to a get gathering of scholastics. This audit means to offer an general
idea of its status of blockchain innovation applications inside the transportation space. Past surveys on blockchain and
transportation have effectively planned the commitments for production network and coordination. Studies inside the
transportation space on associated frameworks and vehicles haven't been thoroughly checked on, while the pertinence
on these technique of frameworks is developing. The focus of this survey is on Intelligent Transportation Systems
(ITS), which contains the associated transportation frameworks and vehicles. The interest for ITS is developing and
therefore the importance of supporting blockchain arrangements also. The expanding measure of associated vehicles
present security and protection concerns. Associated vehicles share delicate data on which different clients base their
conduct, so rightness of knowledge is significant.
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I. INTRODUCTION

Internet associated vehicles, with the guide of current IoT upset, represent an extraordinary test to use the development
in the measure of information accessible from associated vehicles [2]. Through ready PC interfaces and tangible
information accessible from the environmental elements of a vehicle, automated vehicles, independent vehicles or
vehicles with human driver can have more prominent influence over the cautious driving experience [3] [4]. The
enormous number of [oT gadgets that are associated with the vehicles' Electronic Control Units (ECUs) have opened
the entryway of safety openings since these gadgets are associated with the transmission based transport framework
called Controller Area Network (CAN) of vehicle. One of the key ports named OBD-II port, which is an interface,
which permits direct correspondence with the CAN transport from the outside climate, e.g., the Internet [S]. This port
permits vehicular information to be transported to outside world through various sorts of correspondence means like
Bluetooth, Wi-Fi, cell organization, NFC, USB or other restrictive channels [6].

For ITS, all applications exist just in hypothetical structure. Difficulties that has got to be confronted are the high
energy utilization, idleness and throughput requirements, and administration issues. Albeit the benefits of blockchain
innovation are multifold, the difficulties have shown to be too difficult to even give some thought to defeating as
of shortly ago. With its decentralized trademark, blockchain innovation makes an easy and discernible method of
putting away and sharing information. For ITS applications this suggests proficient protection cycles and obligation
attribution. Besides, the detect ability element of blockchain are often utilized in extortion identification for moving
wrecks and odometer misrepresentation. The security and protection components of blockchain innovation offer a
solution for the execution of Mobility-as-a-Service standards, which empowers vehicle sharing. Additionally, ITS
can take advantage of blockchain innovation by coordinating savvy contracts. Cycles where an outsider is

IJIRSET © 2021 | AnISO 9001:2008 Certified Journal | 488


http://www.ijirset.com/

International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET)

||
ﬂ’\‘ﬁg || e-ISSN: 2319-8753, p-ISSN: 2320-6710] www.ijirset.com | Impact Factor: 7.569| || Volume 10, Special Issue 2, December 2021 ||
£\
IJ I Rs ET 4" International Conference on Emerging Trends in Science, Technology and Mathematics [ICETSTM 2021]

15™ & 16" September 2021
Organized by

Department of Computer Science, Parvathy's Arts and Science College, Dindigul, Tamilnadu, India

included are often supplanted by a keen agreement, making it conceivable to hold out vehicle-to-machine installments.
This makes exchanges quick, less costly and secure. Cycles like ringing installments or vehicle support would then
be ready to be mechanized[7].

II.  OUTLINE OF BLOCKCHAIN NETWORKS
A. IMPORTANT BACKGROUND AND APPLICATIONS OF BLOCKCHAIN NETWORKS

i) BLOCKCHAIN NETWORKS — Background: As delineated in Fig. 1, in the blockchain, exchanges (information) are
put away in blocks which structure a consistently developing grouping (chain) divided between members in the
organization. Exchanges are the principal units of a blockchain. For instance, at the point when Alice needs to send
cash to Bob, she makes a exchange which comprises of her location as the info, her computerized mark to confirm that
this exchange is made by her, the measure of cash to be sent, and Bob's location as the yield. Alice then, at that point
communicates this exchange to the network. A miner, i.e., an agreement member, in the wake of getting the exchange
will approve and incorporate Alice's exchange, alongside different exchanges got from different clients, into a square.
In the event that the square is mined effectively, the excavator will broadcast the square to the organization for different
hubs to confirm the mined square. In the event that this square is confirmed effectively and recognized to be the
primary square mined after the last square in the chain, it will be coordinated into the chain and set apart as the most
recent square in the chain. Other than the exchanges, a square additionally contains a hash pointer made by hash
capacities to plan all the square substance to the hash pointer. The primary element of the hash capacities is to
guarantee that the chain is tamper evident. It implies that any adjustment of the past information will bring about an
alternate hash esteem in the following square, and it can be followed back to the beginning square, i.e., the primary
square of the chain. A square can likewise contain extra information relying upon prerequisites of various agreement
systems. To reduce storage space, the transactions in a block can be stored in the form of a Merkle tree [25].

ii) BENEFITS AND APPLICATIONS :Despite the fact that blockchain innovation draws in a great deal of
consideration because of the fruitful execution of digital forms of money, its benefits reach out a long ways past. The
critical advantages of blockchain innovation are:

Decentralization: Blockchain networks are not controlled by a focal regulator. Along these lines, they don't have any
weak link. All things considered, every one of the hubs come to the concurrence on the condition of the organization by
taking part in the conveyed agreement components.

Transparency: Data put away in a blockchain is noticeable to all organization members.

Immutability: Once the information are put away in the blockchain, it is very hard to be adjusted. Also, much
appreciated to the dispersed agreement systems, the organization can accomplish agreement on the information even in
a trustless climate.

Security and Privacy: Using cryptographically secure instruments, the protection and security of the organization
members can be fundamentally improved. Clients in the network utilize a couple of public and private keys for
identification and confirmation. At the point when a client makes an exchange, a computerized mark is utilized, which
can be handily confirmed be that as it may, difficult to fashion. Given the previously mentioned exceptional
advantages, blockchain innovation has numerous applications in various regions. A few significant uses of blockchain
innovation are:

Cryptocurrencies: Cryptocurrencies, e.g., Bitcoin, Ethereum, Cardano, are the most well known applications of
blockchain technologies. With high worth and day by day exchange volume, cryptographic forms of money can be used
for different monetary applications, like computerized resources and online retail.
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Fig 1. An illustration of a blockchain network.

Internet-of-Things (loT) organization: Its namelessness and security make blockchain material to numerous IoT
organizations, e.g., Internet-of-Vehicles, energy exchanging, electric vehicle charging and savvy home, for tasks the
board, exchanging mechanization, what's more, security improvements.

Medical services: Blockchain advances have been embraced by numerous medical services frameworks to upgrade the
protection of patient information, further develop interoperability across gadgets, and keep a permanent decentralized
information base of clinical records [25].

Military: Blockchains can possibly be applied in different military activities, like improving information honesty in
production network the board, guaranteeing straightforwardness in gear the board [48], and giving a circulated and
decentralized data set for military insight.

Service suppliers: Blockchain networks have additionally been utilized by many specialist organizations. Blockchain
innovation can uphold programmed installments, substance appropriation, also, administrations conveyance [25].

I11. BLOCK CHAIN BASED IOT APPLICATIONS

Figure 2. describes the block chain based IoT applications like government democracy and law enforcement,
telecommunication information system, defense and public safety, Farming, energy , financial transactions, Intelligent
Transport system, collaborative and crowd sensing, fleet monitoring and management, Logistics , Health care and smart
cities. Intelligent Transport systems combined the Internet of things applications in the smart cities to enhance the
mobility of the Vehicle to vehicle communication through the Vehicular IoT Mechanism.
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Fig 2. Blockchain-based IoT applications

Iv. INTELLIGENT TRANSPORTATION UNDER BLOCKCHAIN TECHNOLOGY IN THE
VIEW OF SOCIAL ASPECT

i) Blockchain Features Have an Impact on Society: Blockchain is a conveyed shared record and information base
including arithmetic, cryptography, the Internet, PC programming, and different fields. It has the attributes of being
decentralized, carefully designed, and recognizable and supporting entire interaction checking, aggregate upkeep,
receptiveness, and straightforwardness [17]. These components guarantee the dependability of the blockchain. the mix
of blockchain and the Internet of things innovation can understand programmed information transfer and opportune
data update, which can work on the practicality of exchanges by immediately shaping savvy contracts [18]. in this
manner, we group the attributes of blockchain as unwavering quality and idealness.

ii)Issue Management:In this part, we examine how the blockchain can enhance answers for the current issues in rush
hour gridlock, diminish traffic pressure, and advance metropolitan turn of events, including Internet-based traffic the
board, blockage the executives, metropolitan space streamlining, advantageous travel, and stopping the executives as 5
models. As far as Internet-based traffic the executives, blockchain innovation permits the utilization of the total mark
plan to associate the channels under the chain to construct a safe enormous scope ongoing installment framework and
work on the limit of the blockchain framework [19]. The blockchain is utilized to record Internet-based traffic data and
unveil the fundamental individual data and credit scores of Internet-based traffic drivers to guarantee that those
answerable for auto collisions can be considered responsible. Simultaneously, exchange data for Internet-based traffic
can be followed and conditions explored, which will make it simpler for the public authority to gather burdens and
work with charge organization. As far as blockage the executives, answers for mitigate gridlock are as per the
following: the traffic the board office gives a predetermined number of portable licenses, disperses them similarly
among all clients, and directs deregulation in the market through blockchain innovation and "savvy contracts" [12];
need is given to crisis vehicles by allotting excessive costs on all courses; in the "Web of vehicles" climate, the
information trade among vehicles and among vehicles and foundation is viewed as exchange data put away in the
blockchain to advance the traffic data; substantial truck columns are supported [20]; installment is made in blockchain
computerized cash to diminish exchange time [21]; machine vision innovation is utilized to gather the pictures of
applicable areas, take care of the issue of picture acknowledgment in canny vehicles, improve the judgment of
impediments, and plan the subsequent courses of clever vehicles [22]. As far as metropolitan space streamlining, local
modern agglomeration advances the enhancement of metropolitan design and space and advances the practical change
of urban communities, which thus will advance the improvement of transportation networks [7]. As far as advantageous
travel, clients are urged to partake in the blockchain stage to share traffic data and further develop route data.
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Simultaneously, the decrease of gridlock and the accommodation of public transportation will work with public travel.
As far as stopping the board, free stopping can be exchanged through the blockchain, which can create pay for the
proprietor, from one viewpoint, and mitigate the issue of troublesome stopping, then again.

iii) High Level System Design:The high level framework configuration, including the award and discipline framework
and the credit assessment framework, is the establishment of the entire blockchain-based savvy traffic list structure and
assumes a significant supporting part in the framework. the award and discipline framework alludes to virtual money
prizes for clients who effectively partake in blockchain and distribute genuine data [23]. A credit assessment
framework alludes to the utilization of blockchain innovation to guarantee information trustworthiness and non-
renouncement, assess client trust by assessing administration trust, conduct trust, and errand trust, and set up a
protected and dependable data set to help insightful questions with various inquiry timestamps [8, 9]. Yang et al. [24]
proposed a blockchain-based decentralized trust the board framework for vehicle organizations.

V. INTELLIGENT TRANSPORTATION UNDER BLOCKCHAIN TECHNOLOGY IN THE VIEW OF
ENVIRONMENTAL ASPECT

The most genuine piece of metropolitan traffic contamination is the unnecessary discharge of vehicle exhaust.
Strategies to decrease metropolitan traffic contamination through blockchain incorporate streamlining traffic courses
through blockchain, sensibly controlling rate; lessening momentary speed increase and standing by to diminish carbon
dioxide discharges [16, 15]; and empowering or requiring weighty truck lines to lessen air obstruction and fuel
utilization [14]. The fame of energy exchanges between electric vehicles and charging stations in the vehicle-to-matrix
(V2G) climate has expanded the utilization of electric vehicles [10, 11]. A more exhaustive public vehicle framework
has expanded the paces of public travel. Furthermore, a sensible metropolitan greening design dependent on different
snippets of data in the transportation consortium blockchain [13] is additionally gainful to metropolitan natural
administration.

VI. CONCLUSION

Blockchain has been drawing in expanding interest from both scholastic and mechanical areas because of its promising
elements of giving a decentralized, open, and changeless framework. Some new intriguing capacities and applications
are conceivable when blockchain is utilized in vehicular IoT conditions. In the interim, the dynamicity of vehicular
conditions presents extraordinary difficulties to the plan of an effective blockchain framework. Existing investigations
examine the utilization of blockchain advancements in tackling the issue of various IoT layers, in particular insight,
systems administration, and application layers. For the discernment layer, blockchain is primarily used to address the
trust the executives issue in decentralized conditions or work on the discernment precision by dividing information
between the vehicles. For the systems administration layer, blockchain is fundamentally used to settle decentralized
systems administration, network security, and boost for systems administration. An enormous measure of studies
center around the application layer issues with various reasons for decentralization, security/protection, and review.
Since various applications include various kinds of organization substances also, require various degrees of QoS, the
plan of an effective blockchain framework focusing on a particular situation is as yet an open issue. Future vehicular
IoT frameworks require a productive coordinated plan of distinctive IoT layers. For instance, an effective discernment
about an intricate climate requires the coordinated effort among various vehicles, where blockchain can be utilized to
accomplish an agreement among various vehicles. Thusly, there is still space for research on the utilization of
blockchain in vehicular IoT frameworks.

REFERENCES

[1]Md. Abdur Rahman, Md. Mamunur Rashid, Stuart J. Barnes, Syed Maruf Abdullah, " A Blockchain-based Secure
Internet of Vehicles Management Framework", 978-1-7281-2797-2, 2019 UK/ China Emerging Technologies (UCET)-
IEEE.

[2] D. S. Smieee, G. Tripathi, S. C. Shah, and R. Righi, “Cyber Physical Surveillance System for Internet of Vehicles,”
2018 IEEE 4th World Forum Internet Things, pp. 546-551.

[3] V. S. S, N. Meenakshi, N. Meenakshi, N. Meenakshi, and N. Meenakshi, “Iot based Automated Car Maintenance
Assist,” pp. 501-508, 2017.

IJIRSET © 2021 | AnISO 9001:2008 Certified Journal | 492


http://www.ijirset.com/

International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET)

||
ﬂ’\‘ﬁg || e-ISSN: 2319-8753, p-ISSN: 2320-6710] www.ijirset.com | Impact Factor: 7.569| || Volume 10, Special Issue 2, December 2021 ||
£\
IJ I Rs ET 4" International Conference on Emerging Trends in Science, Technology and Mathematics [ICETSTM 2021]

15™ & 16" September 2021
Organized by

Department of Computer Science, Parvathy's Arts and Science College, Dindigul, Tamilnadu, India

[4] M. Dragojevic, S. Stevic, G. Stupar, and D. Zivkov, “Utilizing IoT Technologies for Remote Diagnostics of Next
Generation Vehicles,” 2018 IEEE 8th Int. Conf. Consum. Electron. - Berlin, pp. 1-4, 2018.

[51 Q. Wang, “VeCure : A Practical Security Framework to Protect the CAN Bus of Vehicles,” 2014 Int. Conf. Internet
Things, pp. 13-18, 2014.

[6] H. Kumar, A. Chandak, and V. Sarwade, “Enhancing Connected Car Adoption : Security and Over The Air Update
Framework,” 2016 IEEE 3rd World Forum Internet Things, no. Figure 2, pp. 194—198.

[7]1 Z. Zeng, B. Song, X. Zheng, and H. Li, “Changes of traffic network and urban transformation: a case study of Xi’an
city, China,” Land Use Policy, vol. 88, Article ID 104195, 2019.

[8] A. Beirami, Y. Zhu, and K. Pu, “Trusted relational databases with blockchain: design and optimization,” Procedia
Computer Science, vol. 155, pp. 137-144, 2019.

[9] R. Chaudhary, A. Jindal, G. S. Aujla, S. Aggarwal, N. Kumar,and K.-K. R. Choo, “BEST: blockchain-based secure
energy trading in SDN-enabled intelligent transportation system,” Computers & Security, vol. 85, pp. 288-299, 2019.
[10] A. Jindal, G. S. Aujla, and N. Kumar, “SURVIVOR: a blockchain based edge-as-a-service framework for secure
energy trading in SDN-enabled vehicle-to-grid environment,” Computer Networks, vol. 153, pp. 3648, 2019.

[11] S. A. Bagloee, M. Tavana, G. Withers, M. Patriksson, and M. Asadi, “Tradable mobility permit with bitcoin and
ethereum—a blockchain application in transportation,” Internet of things, vol. 8, Article ID 100103, 2019.

[12] R. Li, A. Kido, and S. Wang, “Evaluation index development for intelligent transportation system in smart
community based on big data,” Advances in Mechanical Engineering, vol. 7, no. 2, Article ID 541651, 2015.

[13] S. Chang, “An overview on an automated truck platoon within the energy ITS project,” IFAC Proceedings
Volumes, vol. 46,no0. 21, pp. 4146, 2013.

[14] C.-Y. Hsu, C.-S. Yang, L.-C. Yu et al., “Development of a cloud-based service framework for energy conservation
in a sustainable intelligent transportation system,” International Journal of Production Economics, vol. 164, pp. 454—
461, 2015.

[15] S. Grant-Muller and M. Usher, “Intelligent transport systems: the propensity for environmental and economic
benefits,” Technological Forecasting and Social Change, vol. 82, pp. 149-166, 2014.

[16] A. Wright and P. De Filippi, “Decentralized blockchain technology and the rise of lex cryptographia,” SSRN
Electronic Journal, vol. 15, 2015.

[17] D. Macrinici, C. Cartofeanu, and S. Gao, “Smart contract applications within blockchain technology: a systematic
12 Journal of Advanced Transportation mapping study,” Telematics and Informatics, vol. 35, no. 8, pp. 2337-2354,
2018.

[18] L. Zhong, Q. Wu, J. Xie, Z. Guan, and B. Qin, “A secure largescale instant payment system based on blockchain,”
Computers & Security, vol. 84, pp. 349-364, 2019.

[19] S. van de Hoef, K. H. Johansson, and D. V. Dimarogonas, “Efficient dynamic programming solution to a platoon
coordination merge problem with stochastic travel times,” IFAC-PapersOnLine, vol. 50, no. 1, pp. 4228-4233, 2017.
[20] C.-D. Chen, Y.-W. Fan, and C.-K. Farn, “Predicting electronic toll collection service adoption: an integration of
the technology acceptance model and the theory of planned behavior,”Transportation Research Part C: Emerging
Technologies,vol. 15, no. 5, pp. 300-311, 2007.

[21] Q. Li, T. He, and G. Fu, “Judgment and optimization of video image recognition in obstacle detection in intelligent
vehicle,” Mechanical Systems and Signal Processing, vol. 136, Article ID 106406, 2020.

[22] L. Zhang, M. Luo, J. Li et al., “Blockchain based secure data sharing system for Internet of vehicles: a position
paper,” Vehicular Communications, vol. 16, pp. 85-93, 2019.

[23] Z. Yang, K. Yang, L. Lei, K. Zheng, and V. C. Leung,“Blockchain-based decentralized trust management in
vehicular networks,” IEEE Internet of Things Journal, vol. 6,no. 2, pp. 1495-1505, 2018.

[24] Cong T. Nguyen, Dinh Thai Hoang, Diep N. Nguyen, Dusit Niyato Huynh Tuong Nguyen, And Eryk Dutkiewicz
," Proof-of-Stake Consensus Mechanisms for Future Blockchain Networks: Fundamentals, Applications and
Opportunities", IEEE Access-doi:10.1109/ACCESS.2019.2925010,VOLUME 7, 2019,PP-85727-85745.

IJIRSET © 2021 | AnISO 9001:2008 Certified Journal | 493


http://www.ijirset.com/

INTERNATIONAL
d - STANDARD
S SPAC SERIAL
u) SRALR — sl'ef \ NUMBER
IF Scientific Journal lmpact Factor c ro S . INDIA

Impact Factor:
1.569

INTERNATIONAL JOURNAL
OF INNOVATIVE RESEARCH

IN SCIENCE | ENGINEERING | TECHNOLOGY

[) 9940 572 462 [© 6381907 438 (3 ijirset@qmail.com |

www.ijirset.com



