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ABSTRACT: Steganography, which means hiding something into something. This can be used by armed forces in
sharing secret messages from one place to another without knowing by others that a secret message is embedded into
the cover media. Here the cover media will be an audio file. The cover audio will be the same as before, even after
encoding the secret message into the audio. And moreover before embedding the message into the audio it will be
encrypted using Advanced Encryption Standard technique. And a key will be given to decode the message. This project
is going to be implemented in MATLAB R2021a.
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. INTRODUCTION

The main idea of this project is to hide a secret text in audio file, for which the audio file must be in .wav format. The
main concept of this project is steganography, which means hiding something into something. This can be used by
armed forces in sharing secret messages from one place to another without knowing by others that a secret message is
embedded into the audio file. The cover audio will be the same as before, even after encoding the secret message into
the audio. And moreover before embedding the message into the audio it will be encrypted using Advanced Encryption
Standard technique. And a key will be given to decode the message. Only those persons with the secret key and the
decoding algorithm can obtain the secret message from the cover audio file. We are using AES technique for
encryption which makes the decrypting process much more difficult.Steganography is the practice of concealing a
message within another message or an object. In computing/electronic contexts, message, image, or video is concealed
within another file, message, image, or video

II. RELATED WORK

The Earlier method of hiding a text message in audio file was performed by K.P.Adhiya Swati A. PatilCSE Dept.
SSBT’s COET Bambhori,Jalgaon,Bambhori,India in the year 2012. The mentioned method used LSB (i.e) Least
Significant Bit algorithm in order to embed the secret message into the audio file.In the method each audio sample is
converted into bits and then the textual information is embedded in it. In embeddingprocess , first the message
character is converted into its equivalent binary. The last 4 bits of this binary is taken into consideration and applying
redundancy of the binary code the prefix either O or 1 is used. To identify the uppercase, lower case, space ,and number
the control symbols in the form of binary is used. By using proposed LSB based algorithm, the capacity of stego system
to hide the text increases. The performance evaluation is doneon the basis of MOS by taking 20 samples and
comparison of SNR values with some known and proposed algorithm.
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. METHODOLOGY

The total process is split into two phases
@) Embedding Phase
(i1) Extraction Phase.

In the embedding phase the secret message which is to be embedded into the audio file will be encrypted using
Advanced Encryption Standard(AES) technique. Then the user will be asked to provide a key, so that the receiver can
use the key to obtain the secret message from the audio file. The cipher text is then embedded into audio file using
Discrete Wavelet Transform method. During this transform the samples of audio file is converted into sets which
consists of two coefficients. They are Detailed coefficient and Approximate coefficient. The detailed coefficients are
replaced with the binary format of the cipher text. Then Inverse DWT is done for the audio samples inorder to obtain
the stego audio, which is the audio which has the secret message in it.

In the Extraction phase the stego audio will be taken and processed using DWT. After processing we will be left with
sets of coefficients. As the know that the values in the detailed coefficient’s place are the binary format of the cipher
text. Once we get the binary format of the cipher text, it will be converted into normal cipher text. After which the
cipher text will be processed using Inverse AES, so that we can obtain the original secret message. Before all these
processes the receiver will have to provide the secret key which was given by the user in the transmitter side.

We also can measure the parameters of the audio file like
e  Capacity
e SNR (Signal to Noise Ratio)
e PSNR (Peak Signal to Noise Ratio)
e  MSE (Mean Squared Error)

IV.EXPERIMENTAL RESULTS

Figure shows the results of matlab simulations of the project.
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Fig 1. Encrypting the text and providing the secret key (Transmitter Side)
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Fig 2. Embedding the cipher text and obtaining the paramters (transmitter)
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Fig 3. Obtaining the cipher text from the audio and parameters (Receiver)
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Fig 4. Obtaining original secret text

V. CONCLUSION

The main objective of this project is to provide security in transmitting secret messages. Hence it is achieved using
steganography technique. The results obtained from using audio steganography and DWT technique are computed and
observed to be good. This algorithm yields zero error extraction, good SNR and capacity. AES technique is the

algorithm used for security purposes in many places. Thus also providing security to the message embedded in the
audio.
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