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ABSTRACT: This system proposed an improve data security protection mechanism for cloud using two components.
In this system sender sends an encrypted message to a receiver with the help of cloud system. The sender requires
knowing identity of receiver but no need of other information such as certificate or public key. To decrypt the cipher
text, receiver needs two parts. The first thing is a unique personal security device or some hardware device connected to
the computer system. Second one is private key or secrete key stored in the computer. Without having these two things
cipher text never decrypted. The important thing is the security device lost or stolen, then cipher text cannot be
decrypted and hardware device is revoked or cancelled to decrypt cipher text. We initiate a multi-parameter analysis of
two well-known NP-hard problems on deterministic finite automata (DFAs): the problem of finding a short
synchronizing word, and that of finding a DFA on few states consistent with a given sample of the intended language
and its complement. For both problems, we study natural parameterizations and classify them with the tools provided
by Parameterized Complexity. Somewhat surprisingly, in both cases, rather simple FPT algorithms can be shown to be
optimal, mostly assuming the (Strong) Exponential Time Hypothesis.

KEYWORDS: Encrypt, Decrypt, cipher, Serilalization.
I. INTRODUCTION

Cloud delivers convenience to the customers and at the same time arouses many security and privacy problems. Since
the data are physically stored on the multiple servers of the cloud service provider, the customers cannot fully in charge
of their data. They worry about the privacy of the stored documents since the server may be intruded by hacker or the
data could be misused by the internal staff for commercial purpose. The customers prefer to adopt the encryption
technology to protect the data confidentiality, which meanwhile arouses another problem: how to execute data retrieval
on the large volume of ciphertext.
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IL. LITERATURE SURVEY

A.Project Title: Priya J. Khindre, Shital Y. Gaikwad, Two-Factor Data Security Protection Mechanism for
Cloud Storage System Year of Publishing: 2017

This system proposed an improve data security protection mechanism for cloud using two components. In this system
sender sends an encrypted message to a receiver with the help of cloud system. The sender requires knowing identity of
receiver but no need of other information such as certificate or public key. To decrypt the cipher text, receiver needs
two parts. The first thing is a unique personal security device or some hardware device connected to the computer
system. Second one is private key or secrete key stored in the computer. Without having these two things cipher text
never decrypted. The important thing is the security device lost or stolen, then cipher text cannot be decrypted and
hardware device is revoked or cancelled to decrypt cipher text.

B.Public-Key Encryption with Fuzzy Keyword Search: A Provably Secure Scheme under Keyword Guessing
Attack, Peng Xu and Hai Jin

A lot of interest has been drawn recently into public-key encryption with keyword search (PEKS), which keeps
publickey encrypted documents amendable to secure keyword search. However, PEKS resist against keyword guessing
attack by assuming that the size of the keyword space is beyond the polynomial level. But this assumption is ineffective
in practice. PEKS are insecure under keyword guessing attack. As we observe, the key to defend such attack is to avoid
the availability of the exact search trapdoor to adversaries. Accordingly, we compromise the exactness of search
trapdoor by mapping at least two different keywords into a fuzzy search trapdoor. We propose a novel concept called
public-key encryption with fuzzy keyword search (PEFKS), by which the un-trusted server only obtains the fuzzy
search trapdoor instead of the exact search trapdoor, and define its semantic security under chosen keyword attack (SS-
CKA) and in distinguish ability of keywords under non-adaptively chosen keywords and keyword guessing attack (IK-
NCK-KGA). For the keyword space with and without uniform distribution, we respectively present two universal
transformations from anonymous identity-based encryption to PEFKS, and prove their SSCKA and IK-NCK-KGA
securities. To our knowledge, PEFKS is the first scheme to resist against keyword guessing attack on condition that the
keyword space is not more than the polynomial level.

C: A Multi-Parameter Analysis of Hard Problems on Deterministic Finite Automata,

Henning Fernaua, Pinar Heggernesb, Yngve Villange,Year of Publishing: 2014

We initiate a multi-parameter analysis of two well-known NP-hard problems on deterministic finite automata (DFAs):
the problem of finding a short synchronizing word, and that of finding a DFA on few states consistent with a given
sample of the intended language and its complement. For both problems, we study natural parameterizations and
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classify them with the tools provided by Parameterized Complexity. Somewhat surprisingly, in both cases, rather
simple FPT algorithms can be shown to be optimal, mostly assuming the (Strong) Exponential Time Hypothesis.

C: Learning Deterministic Finite Automata with a Smart State Labeling Evolutionary Algorithm,Simon M.
Lucas and T. Jeff Reynolds,Year of Publishing: 2005

Learning a Deterministic Finite Automaton (DFA) from a training set of labeled strings is a hard task that has been
much studied within the machine learning community. It is equivalent to learning a regular language by example and
has applications in language modeling. In this paper, we describe a novel evolutionary method for learning DFA that
evolves only the transition matrix and uses a simple deterministic procedure to optimally assign state labels. We
compare its performance with the Evidence Driven State Merging (EDSM) algorithm, one of the most powerful known
DFA learning algorithms. We present results on random DF A induction problems of varying target size and training set
density. We also study the effects of noisy training data on the evolutionary approach and on EDSM. On noise free
data, we find that our evolutionary method out performs EDS Mon small sparse data sets. In the case of noisy training
data, we find that our evolutionary method consistently outperforms EDSM, as well as other significant methods
submitted to two recent competitions.

D:Key-Aggregate Searchable Encryption (KASE) for Group Data Sharing via Cloud Storage, Baojiang Cui,
Zheli Liu and Lingyu Wang, Year of Publishing: 2015

The capability of selectively sharing encrypted data with different users via public cloud storage may greatly ease
security concerns over inadvertent data leaks in the cloud. A key challenge to designing such encryption schemes lies in
the efficient management of encryption keys. The desired flexibility of sharing any group of selected documents with
any group of users demands different encryption keys to be used for different documents. However, this also implies
the necessity of securely distributing to users a large number of keys for both encryption and search, and those users
will have to securely store the received keys, and submit an equally large number of keyword trapdoors to the cloud in
order to perform search over the shared data. The implied need for secure communication, storage, and complexity
clearly renders the approach impractical. In this paper, we address this practical problem, which is largely neglected in
the literature, by proposing the novel concept of key aggregate searchable encryption (KASE) and instantiating the
concept through a concrete KASE scheme, in which a data owner only needs to distribute a single key to a user for
sharing a large number of documents, and the user only needs to submit a single trapdoor to the cloud for querying the
shared documents. The security analysis and performance evaluation both confirm that our proposed schemes are
provably secure and practically efficient.

III. EXISTING SYSTEM

In existing system the data’s which are uploaded by the server side are all Stored in the database with all formats in the
regular language so that the security of data’s are very less and there is a possibility of information theft and
information loss possibility is there, so in future only encrypted data’s alone should be stored in cloud.

IV. PROPOSED SYSTEM

In this work, cloud storage of secured data’s of various fields and retrieving those data’s whenever necessary. All those
data’s will be in different formats like text, image, video etc and all these will be encrypted and stored in database
DFA search technique is used to read the data’s in the form of encrypted data and convert the data’s into regular
language and display those information to authorized user whenever they need. In server side operations they can also
manipulate all the data’s which they uploaded.
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Fig.1.2

Data Owner and User Authentication:

User has to fill the registration form with required mandatory input fields to be filled completely and enroll themsel ves
to access the cloud information and downloading the documents from the data’s retrieved from the cloud. Finally a user
id and password is generated and can be used as a key to access the information from the cloud.

Server Page File Upload:

In this module Server side will upload the required data’s for various fields according to the basic requirements of the
user and all these information are gathered and then encrypted and finally stored inside the public cloud. All the
formats of data’s and file like text, image, video, pdf etc can be stored in the cloud in encrypted form.

Authorized User’s Page to access cloud:

Different User’s will create their account with specific user name and password and with that information only cloud
can retrieve their account and from that account user can access and search various kinds of data by proving the
particular name of the data or any related names of that data’s for the cloud to read and identify the required user
information and the data’s and fetched from the cloud database backend and the information is displayed in user’s
account so that the user can read and download the data’s.

Server side data manipulation:

Server has the rights not only to upload the data’s in cloud; he also manipulates the data’s according to user needs.
Some data’s are hidden based on age restrictions and server can kill the information which are hazardous to society and
user’s so always manipulation rights will be there in server side computing and after manipulation or editing the data’s
all these data’s once again encrypted and stored back inside the public cloud.

V. EXPERIMENTAL RESULTS

HOME CLOUD OWNER CLOUD USER

USER LOGIN

CREATE AN ACCOUNT

i70a
20-01-2020 |

Project Backup W 4 2 [mx

Fig.1.3
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This is the User Interface Design which includes the registration of owner and the user.
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0008-3063 (c) 2019 IEEE. Personal use is permitted, but republication,/redistribution requires IEEE permission. See
http://www.ieee.org/publications_standards/publications/rights/index.html for more information. This article has been accepted for publication in a future issue of
this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCE.2019.2020086, IEEE Transactions on
Consumer Electronies IEEE TRANSACTIONS ON CONSUMER ELECTRONICS, VOL. XX, NO. X, MONTH,YFAR 1 Prototype of Home Monitoring Device Using
Internet of Things and River Formation Dynamics baged Multi-hop Routing Protocol (RFDHM) Koppala Guravaiah and R. Leela Velusamy Abstract?Wireless Sensor
Networks (WSN) is an emerging technology to assist Internet of Things (10T related applications. Applications such as automated power control, monitoring of houses
to prevent from theft etc. can be implemented using [oT. In this paper one such application is considered and WSN based IoT system is proposed. The proposed system
uses three passive infrared (PIR) motion sensors connected to a camera to capture the images of person entering or leaving the house. The captured images are
communicated to the server for storing and further processing. This information is also used to switch off or on power appliances such as fan, lights, etc. thereby
reducing power consumption. The forwarding of information such as number of persons present in the room and the images of the persons entering or leaving the house
is done using River Formation Dynamics based Multi-hop Routing Protocol (RFDMRP). A prototype of the proposed system is developed, installed, and tested. Index
Terms?Internet of Things, Wireless Sensor Networks, Routing Protocols, Home monitoring, Data Collection, River Formation Dynamics. L. INTRODUCTION IN recent
years, interest in smart home design with internetis increased due to high speed communication networks and adding convenience, comfort, and safe residential
environment, The main goal of smart home is to reduce the human effort for assisting better life such as housework, rest, and sleep with better maintenance and
convenience of home appliances. To achieve this goal, connection of home appliances to home network systems is necessary. This can be implemented using wireless
sensor networking technology. Wireless Sensor Networks [1]°[4] is an emerging tech- nology to assist Internet of Things (IoT) applications in design of smart home
systems. Currently, Several IoT [5], [6] applications (smart home, smart city, smart grids, vehicle monitoring, e-health, smart retail, smart agriculture, ete.) are designed

using wireless sensor networks. Power control of home appliances is the major work in smart home systems. According to World Energy Council, more power

consumption is done in houses. The average an- nual electricity consumption for residential customers reached Manuseript received Month, yyyy; revised Month, yyyv;

accepted Month, yyyy. Date of publication Month, vyvy; date of current version Month, yyyy. (Corresponding author: K. Guravaiah) K. Guravaiah and R. L. Velusamy areA
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VLCONCLUSION

In this paper, we introduce a large universe searchable encryption scheme to protect the security of cloud storage
system, which realizes regular language encryption and DFA search function. The cloud service provider could test
whether the encrypted regular language in the encrypted ciphertext is acceptable by the DFA embedded in the
submitted search token. In the test procedure, no plaintext of the regular language or the DFA will be leaked to the
cloud server. We also put forth a concrete construction with lightweight encryption and token generation algorithms.
An example is given to show how the system works.

VIL. FUTURE ENHANCEMENT

The proposed scheme is privacy-preserving and indistinguishable against KGA, which are proved in standard model.
The comparison and experiment result confirm the low transmission and computation overhead of the scheme.
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