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ABSTRACT: We present an efficient implementation of AES (Advanced Encryption Standard) algorithm using
VHDL. The Symmetric, or secret key algorithms, a cryptography method for both encryption and decryption
calculations the same key value is used are becoming more popular. Secret key cryptography uses conventional
algorithm that is Advanced Encryption Standard (AES) algorithm. This contribution investigates the AES encryption
and decryption cryptosystem with regard to FPGA and Very High Speed Integrated Circuit Hardware Description
language (VHDL).Optimized and Synthesizable VHDL code is developed for the implementation of both 128-bit data
encryption and decryption process. ModelSim software is used for simulation. Some results are verified using test
bench for the input plaint text of 128 bit and output Cipher Text of 128 bit.

KEYWORDS: Advanced Encryption Standard (AES), Block cipher, plain text, Cipher text, Encryption, Decryption,
composite field arithmetic, Key Expansion, VHDL, Field Programmable Gate Array (FPGA)

I. INTRODUCTION

The Advanced Encryption Standard (AES) is a specification for the encryption of electronic data introduced and
used by the U.S.National Institute of Standards and Technology (NIST) in 2001,

AES is based on the Rijndael cipher developed by two Belgian cryptographers, Joan Daemen and Vincent
Rijmen, who gave a proposal to NIST during the AES selection process. Rijndael is a group of ciphers with different
key and block sizes.

For AES, NIST selected 3 members of the Rijndael family, each with a block size of 128 bits, but three different key
lengths: 128, 192 and 256 bits.

AES has been adopted by the U.S. government and it is used worldwide now. It overcomes the Data Encryption
Standard (DES), which was published in 1977. The algorithm described by AES is a symmetric-key algorithm,
meaning the identical key is used for both encrypting and decrypting the data.

In the United States, AES was announced by the NIST as U.S. FIPS PUB 197 (FIPS 197) on November 2001.
This announcement continued a five-year standardization process in which fifteen competing designs were presented
and evaluated, before the Rijndael cipher has been selected as the most suitable.

AES became effective as a federal government standard on May 26, 2002 after approved by the Secretary of
Commerce. AES is included in the ISO 18033-3 standard. AES is available in many standards of encryption, and it is
the Firstly accessible in public and open cipher approved by the National Security Agency (NSA) for top secret
information when used in an NSA approved cryptographic module!""The name Rijndael is derived from names of the
two inventors (Joan Daemen and Vincent Rijmen).The structure of this paper is as follows: Section I introduces about
AES algorithm used in cryptography. In Section II, provides a description of the four transformations required for the
AES algorithm. Section III discusses result and implementation of AES algorithm. Section IV describes conclusion of
the paper.

II. DESCRIPTION OF AESALGORITHM

The AES algorithm is a symmetric block cipher that can encrypt and decrypt information. Encryption converts the data
to an unreadable form called cipher-text. The decryption process converts the data back into its original form, which is
called plain-text. Symmetric Key is the one in which the sender and the receiver uses a same key for data encryption
and decryption of data is called as symmetric key. Symmetric- key encryption can use either stream ciphers or block
ciphers. Stream ciphers encrypt the digits (typically bytes) of a message one at a cycle. Block ciphers take a number of
bits and encrypt them as a single unit, padding of the plaintext so that it is a multiple of the block size.

The original data is converted into another format by using encryption algorithm of the cryptography. In cryptography,
cipher text (or cypher text) is the result of encryption performed on plaintext using an algorithm, called a cipher. Cipher
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text is also known as encrypted or encoded information because it contains a form of the original plaintext that is
unreadable by a human or computer without the proper cipher to decrypt it. To an outsider it simply looks like a jumble
or assortment of meaningless data.

In cryptography, plaintext is information a sender wishes to transmit to a receiver. Plaintext is used as input to an
encryption algorithm; the output is usually termed cipher text particularly when the algorithm is a cipher. Code text is
less often used, and almost always only when the algorithm involved is actually a code. In some systems, however,
multiple rounds of encryption are used, in such case the output of one encryption algorithm becomes input for the next
plaintext.

The master secret key is used to encrypt the multiple data and master issues the public and private key of the system. It
is the keyword which runs the cipher generating algorithm.

Shared [ Shared [
Key Encryption Decryption Key
Plain I ‘ .| Cipher | Plain
Text y 5 Text LA Text
& 35
Symmetric Symmetric
Key Key

Fig 1 Encryption/Decryption Processes

A. AES encryption

AES is based on a design principle known as a substitution- permutation network, combination of both substitution and
permutation, and it is fast in both software and hardware. Unlike its previous algorithm of DES, AES does not use
a Feistel network, AES of Rijndael which has a fixed block size of 128 bits, and a key size of 128, 192, or 256 bits.
AES operates on a 4x4 column-major order matrix of bytes, termed the state, although some versions of Rijndael have
a larger block size and have additional columns in the state!”"

16 Exte T 4z Byte LBe
! ey | Rowsdl ._.... by || Rownd1D °

SubKeyl SubKeyl0

Amay Amay
Gengrator

AES - Block Encryption Cipher

Fig 2 Block diagram of Encryption

The key size used for an AES cipher specifies the number of repetitions of transformation rounds that convert the
input, called the plaintext, into the final output, called the cipher text. The number of cycles of repetition is as follows:

Key Length Block Number of
(Nk words) |Size  (Nb| Rounds (Nr)
words)
AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14

Table 1 cycle of AES
Each round consists of several processing steps, each containing four similar but different stages, including one that

depends on the encryption key itself. A set of reverse rounds are applied to transform cipher text back into the original
plaintext using the same encryption key!'*!.
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B. Rijndael algorithm

Rijndael is a substitution linear transformation cipher, not requiring a Feistel network. It uses triple discreet invertible
uniform transformations (layers). Specifically, these are: Linear Mix Transform; Non-linear Transform and Key
Addition Transform. Even before the first round, a simple key addition layer is performed, which adds to security.
Thereafter, there are Nr-1 rounds and then the final round. The transformations form a State when started but before
completion of the entire process.

The State can be thought of as an array, structured with 4 rows and the column number being the block length divided
by bit length (for example, divided by 32). The cipher key similarly is an array with 4 rows, but the key length divided
by 32 to give the number of columns. The blocks can be interpreted as one-dimensional arrays of 4-byte vectors.

START

Nr=9,110r13

<

SubBytes

y—
ShiftRows '

SubBytes
——
7 A4
‘AddRoundKeyﬂ ’AddRoundKeyU
A
END

Fig 3 Block diagram of Rijndael algorithm

The exact transformations occur as follows: the byte sub transformation is nonlinear and operates on each of the State
bytes independently - the invertible. S-box (substitution table) is made up of 2 transformations. The shift row
transformation sees the State shifted over variable offsets. The shift offset values are dependent on the block length of
the State. The mix column transformation sees the State columns take on polynomial characteristics over a Galois Field
values (2%), multiplied x* + 1 (modulo) with a fixed polynomial. Finally, the round key transform is XORed to the
State. The key schedule helps the cipher key determine the round keys through key expansion and round selection™,

1. Key Expansions—round keys are derived from the cipher key using Rijndael's key schedule. AES requires a
separate 128-bit round key block for each round plus one more.

2. To avoid attacks based on simple algebraic properties, the S-box is constructed by combining the inverse function
with an invertible affine transformation. The S-box is also chosen to avoid any fixed points (and so is a derangement),
3. Initial Round

i.e.,also any opposite fixed points,

»  AddRoundKey—each byte of the state is combined with a block of the round key using bitwise xor.

4. Rounds

»  SubBytes—a non-linear substitution step where each byte is replaced with another according to a lookup table.

»  ShiftRows—a transposition step where the last three rows of the state are shifted cyclically a certain number of
steps.

»  MixColumns—a mixing operation which operates on the columns of the state, combining the four bytes in each
column.

»  AddRoundKey

5. Final Round (no MixColumns)

»  SubBytes

»  ShiftRows
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»  AddRoundKey

C. RIINDAEL ENCRYPTION AND DECRYPTION PROCESS

KEY EXPANSION

Each round key is a 4-word (128-bit) array generated as a product of the previous round key, a constant that changes
each round, and a series of S-Box lookups for each 32-bit word of the key. The Key schedule Expansion generates a
total of Nb. All the transformations applied in encryption process are inversely applied to this (Nr + 1) words. The
decryption process is direct inverse of the encryption process' /%!,

KEZY GIVEN BY USER KEY GENERATED FOCRROUND 1

KO ¥4 K8 K1z K16 K20 K24 K28

K1 K5 K9 K12 =— K17 K21 K25 K29

K2 X6 K10 K14 ) K18 K22 K26 K30

K3 K7 K11 K15 K19 K23 K27 K31
Fig 4 Key Expansion

SUB BYTES TRANSFORMATION

It is a non-linear substitution of bytes that operates independently on each byte of the State using a substitution table (S
box). This S-box which is invertible is constructed by first taking the multiplicative inverse in the finite field GF (2%)
with irreducible polynomial m(x) = x* + x*+ x* + x + 1. The element {00} is mapped to itself. Then affine
transformation is applied (over GF 2%).

In the Sub Bytes step, each byte in the state is replaced with its entry in a fixed 8-bit lookup table, S; b;; = S (a;;). The

Sub Bytes step, each byte ““#:Jin the state matrix is replaced with a Sub Byte S(aj,j) using an 8-bit substitution box, the
Rijndael S-box. This operation provides the non-linearity in the cipher. The S-box used is derived from the in
multiplicative inverse over GF (2%), known to have good non-linearity properties.

ie., .While performing the decryption, Inverse Sub Byte step is used, this requires first taking the
affine transformation and then finding the multiplicative inverse (just reversing the steps used in Sub Bytes step)!'”’.

M ENENET BBy, | Bga| Bys
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5
Fig 5: Sub byte transformation block
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Fig 6 S-BOX
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SHIFT ROWS TRANSFORMATION

Cyclically shifts the rows of the State over different offsets. The operation is almost the same in the decryption process
except for the fact that the shifting offsets have different values. In the Shift Rows step, bytes in each row of the state
are shifted cyclically to the left.
The Shift Rows step operates on the rows of the state; it cyclically shifts the bytes in each row by a certain offset. For
AES, the first row is left unchanged. Each byte of the second row is shifted one to the left. Similarly, the third and
fourth rows are shifted by offsets of two and three respectively. For blocks of sizes 128 bits and 192 bits, the shifting
pattern is the same. Row n is shifted left circular by n-1 bytes. In this way, each column of the output state of the Shift
Rows step is composed of bytes from each column of the input state. (Rijndael variants with a larger block size have
slightly different offsets).
For a 256-bit block, the first row is unchanged and the shifting for the second, third and fourth row is 1 byte, 3 bytes
and 4 bytes respectively- this change only applies for the Rijndael cipher when used with a 256-bit block, as AES does
not use 256-bit blocks. The importance of this step is to avoid the columns being linearly independent, in which case,
AES degenerates into four independent block ciphers!'.,

oo of esf 2o |

changes
shift left 3
e .
shift left
n-ch left a,, a,
3 places 2 W2
-

In the method ShiftRows,
bytes of each row of the matrix except the first
are shifted left of 1,2 and 3 positions

Fig 7: Shift rows transformation block

MIX COLUMNS TRANSFORMATION

This transformation operates on the State column-by- column, treating each column as a four-term polynomial. The
columns are considered as polynomials over GF (2%) and multiplied by modulo x* + 1 with a fixed polynomial a(x) =
{03} x*+ {01} x*+ {02} x. In the Mix Columns step, each column of the state is multiplied with a fixed polynomial
c(x).

In the Mix Columns step, the four bytes of each column of the state are combined using an invertible linear
transformation. The Mix Columns function takes four bytes as input and outputs four bytes, where each input byte
affects all four output bytes. Together with Shift Rows, Mix Columns provides diffusion in the cipher.

During this operation, each column is multiplied by a fixed matrix:

2 3 1 1
1 2 3 1
1 1 2 3
3 1 1 2

The Mix Columns step can also be viewed as a multiplication by the shown particular MDS matrix in the finite fieldGF
(2%). This process is described further in the article Rijndael mix columns!'".

2 ] -
Lo N by,
bo,o ba_’Jas
1 i ? ; B1|b14 bU P13
: Dyo|bs4 sz P23
P3o|P3 s Das
b3,j

Fig 8: Mix columns transformation block
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ADD ROUND KEY TRANSFORMATION

In this transformation, a Round Key is added to the State by a simple bitwise XOR operation. Each Round Key consists
of Nb words from the key expansion. Those Nb words are each added into the columns of the State. Key Addition is
the same for the decryption process.

In the Add Round Key step, each byte of the state is combined with a byte of the round sub key using the XOR
operation ().

In the Add Round Key step, the sub key is combined with

the state. For each round, a sub key is derived from the main key using Rijndael's key schedule; each sub key is the
same size as the state. The sub key is added by combining each byte of the state with the corresponding byte of the sub
key using bitwise XOR.

XOR state is done with 128-bits of the round key. It is again processed by column (though effectively a series of byte
operations). It is designed to be as simple as possible!'*),

Matrix multiplication is composed of multiplication and addition of the entries, and here the multiplication operation

DECRYPTION

o
So0 | So1 [ S02 | Soa S00 | So1 | S0z | So3

i [Win|Win|Wis| =
ol el o
20| S21 | 22| S23 520 | S21 | S22 S23

@
=

o 12
S30[ 531 | S32 [ 33 S30| 531 [ S32| S33

Fig 9: Add round key transformation

can be defined as this: multiplication by 1 means no change, multiplication by 2 means shifting to the left, and
multiplication by 3 means shifting to the left and then performing XOR with the initial unshifted value. After shifting, a
conditional XOR with 0x1B should be performed if the shifted value is larger than OXFF. (These are special cases of
the usual multiplication in GF (2%).) Addition is simply XOR.

In more general sense, each column is treated as a polynomial over GF (2%) and is then multiplied modulo x*+1 with a
fixed polynomial c¢(x) = 0x03 - x* + x> + x + 0x02. The coefficients are displayed in their hexadecimal equivalent of the
binary representation of bit polynomials from GF (2) [x].

Decryption is a reverse of encryption which inverse round transformations to computes out the original plaintext of an
encrypted cipher-text in reverse order. The round transformation of decryption uses the functions AddRoundKey,
InvMixColumns, InvShiftRows, and InvSubBytes successively'*.

1. IMPLEMENTATION AND RESULT OF AES ALGORITHM

The AES algorithm is implemented using Verilog hardware descriptive language and simulated using a ModelSim
ALTERA WEB EDITION 6.3g_p1. The algorithm is tested by encrypting and decrypting a single 128 bit block.
Encryption simulation was successfully completed by the use of key expansion and transformations of shift Rows, sub
bytes, mix columns, add round keys without pipelining stages shown in fig 10.
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Fig 10 Encryption Result

Decryption simulation was successfully completed by the use of key expansion and transformations of inverse shift
Rows, inverse sub bytes, inverse mix columns, inverse add round keys shown in fig 11.

Fig 11 Decryption Result

IV. CONCLUSIONS

The design and strength of all key lengths of the AES algorithm (i.e., 128, 192 and 256) are sufficient to protect
classified information up to the secret level. Top secret information will require use of either the 192 or 256 key
lengths. The implementation of AES in products intended to protect national security systems and/or information must
be reviewed and certified by NSA prior to their acquisition and use. The data block of 128 bit and 128 bit key has been
implemented and verified using model simulator. All the transformations of algorithm are simulated using an iterative
design approach in order to minimize the hardware consumption. Each program is tested with some of the sample
vectors provided by NIST.
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