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ABSTRACT: Block chains are now firmly established as a digital technology that combines cryptographic, data
management, networking, and incentive mechanisms to support the verification, execution, and recording of
transactions between parties. While block chain technologies were originally intended to support new forms of digital
currency for easier and secure payments, they now hold great promise as a new foundation for all forms of transactions.
Agribusiness stands to become a key beneficiary of this technology as a platform to execute ‘smart contracts’ for
transactions, particularly for high-value produce.

First it is important to distinguish between private digital currencies and the distributed ledger and block chain
technologies that underlie them. The distributed and cross-border nature of digital currencies like Bit coin means that
regulation of the core protocols of these systems by central banks is unlikely to be effective. Monetary authorities are
focused more on understanding ‘on-ramps’ and ‘off-ramps’ that constitute the links to the traditional payment’s sys-
tem rather than being able to monitor and regulate the currency itself. In contrast to the digital currency feature of block
chain, the distributed ledger feature has the potential for widespread use in agribusiness and trade financing, especially
where workflows involve many different parties with no trusted central entity.

I. OVERVIEW

An increasing demand in society for greater information about food reflects the need for more transparency and the
lack of trust. At the same time, more and more food products and beverages are branded and accompanied by a variety
of certification schemes, with an increasing risk of fraud (selling unqualified product with high- quality labels or
claims) and adulteration. In the current situation, much of the com- pliance data and information is audited by trusted
third parties and stored either on paper or in a centralized database and these approaches are known to suffer from
many informational problems such as the high cost and inefficiency of paper-based processes and fraud, corruption and
error both on paper and in IT systems. These information problems, indicating that current transparency and trust
systems have not been able to solve or at times even have exacerbated the problems of low trans- parency and trust in
agrifood chains, pose a severe threat to food safety, food quality, and sustainability. In particular, food integrity has
become a major concern. Food integrity refers to the fairness and authenticity of food in food value chains both at the
physical layer and the digital layer, where the digital layer should provide reliable and trustworthy information on the
origin and provenance of food products in the physical layer. Blockchain technology provides a means to ensure
permanence of records and potentially to facilitate the sharing of data between disparate actors in a food value chain.
This potential may lead to an exciting paradigm shift facilitating transparency and trust in food chains that ensures food
integrity.

II. MOTIVATION

The last three years have seen an explosion of interest in Blockchain Technology (BCT) with a great many companies
and research institutions focusing on potential applications of this technology across a range of financial, industrial and
social sectors. However, the technology has also been surrounded by a great deal of exag- geration and hype resulting
in misplaced expectations and misunderstandings. BCT is still in an early stage of development, with considerable
potential for real-life com- mercial applications. Innovation in blockchain architectures, applications and busi- ness
concepts is happening at a fast pace; it is often characterized by decentralized, open-source development, and it is
perceived as being disruptive to traditional play- ers in many industries.
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ITII. PROBLEM DEFINITION AND OBJECTIVES

Objectives:

1. To implement a java-based web application.

2. To implement AES.

3. To implement visual cryptography.

4. To implement block chain.

5. To implement distributed database system using WLAN.

PROJECT SCOPE AND LIMITATIONS

Project will be developed as a prototype model using JSP and servlet technology. It will run as a local host. System will
be communicate through wireless local area network. System communication will be limited in the wireless local area
network, but in future if we will host the project using WAN , it can communicate worldwide.

IV. METHODOLOGIES OF PROBLEM SOLVING

BCT Agricultural products are the foundation of the people’s survival, and the qual- ity of agricultural products has
always been the focus of attention of society and the government; the original agricultural product traceability system is
too difficult to tamper with data due to the excessive concentration of data storage, it faces the challenge of fraudulent
data tracing, and it is difficult for consumers to trust such traceability results. Moreover, the centralized storage method
is not conducive to the centralized management of traceable data from many enterprises, and there will be problems of
low traceability and difficulty in government supervision. The emergence of blockchain technology provides a new
solution for data security problems of food traceability, its decentralization, anti-tampering and other characteristics and
data encryption technology improve the difficulty of data fraud and ensure data security. If the blockchain is combined
with the traceability of agricultural products, the safety of traceable data and the tampering of data can be guaranteed to
the greatest extent, the producer’s production behavior can be regulated, and consumers’ confidence in food quality can
be improved. This project mainly proposes a framework of agricultural product traceability system based on blockchain
technology, it uses blockchain to store the traceability data of agricultural products safely, and proposes a traceability
model of agricultural products, which can cover the entire industrial chain of agricultural products, and consumers can
query the authentic source of traceability of agricultural products

SYSTEM ARCHITECTURE
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Figure 1: System Architecture
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Whenever any transaction will occur in the system , the record of that transaction is maintained in the form of hash
value in a block. Each next block will get attached to the previous block and in this way a virtual block chain will
occur. The hash value of a current block is generated using the data of a current block and the hash of the previous
block. In this way if any of the block is tempered the subsequent all the block’s hash must be changed . Such multiple
copies are maintained at different servers , which will assure the data security and confidentiality. As everything is

through application interface, it will maintain the transparency in the agricultural supply chain management.
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Figure 2: System Flow

V. OVERVIEW OF PROJECT MODULES

BCT: First and foremost, blockchain is a public electronic ledger built around a P2P system that can be openly shared
among disparate users to create an unchangeable record of transactions, each time-stamped and linked to the previous
one. Every time a set of transactions is added, that data becomes another block in the chain (hence, the name).
Blockchain can only be updated by consensus between participants in the system, and once new data is entered it can
never be erased. It is a write-once, append-many technologies, making it a verifiable and auditable record of each and
every transaction. Famer will transfer the products to the agent through the application interface, agent in turn will
transfer any product to another agent through application interface only. Also, the record of each and every transaction
will be maintained at different places which will maintain transparency also the database is secured through AES.
System login is secured through visual cryptography.

TOOLS AND TECHNOLOGIES USED:

JDK 1.8 Installation

1. Double click jdk-8-ea-bin-b32-windows-i586 to run the installation program. JDK License dialog displayed. Accept
the license in order to install JDK.

2. The JRE Custom setup dialog enables you to choose a custom directory for JRE Files.

3. The complete dialog indicates a successful installation.

Net Beans IDE 7.3.1 Installation To install the software:

1. After the download completes, run the installer. For Windows, the installer executable file has the .exe extension.
Double-click the installer file to run it. 2. If you downloaded the All bundle, you can customize your installation. Per-
form the following steps at the Welcome page of the installation wizard: a. Click Customize.

b. In the Customize Installation dialog box, make your selections.

. At the Welcome page of the installation wizard, click Next. At the License agreement page, review the license
agreement, click the acceptance check box, and click Next. At the JUnit License Agreement page, decide if you want to
install JUnit and click the appropriate option, click Next. At the NetBeans IDE installation page, do the following: ¢
Accept the default installation directory for the NetBeans IDE or specify another directory. Note: The installation
directory must be empty and the user profile you are using to run the installer must have read/ write permissions for this
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directory. * Accept the default JDK installation to use with the NetBeans IDE or select a different installation from the
drop-down list. If the installation wizard did not find a compatible JDK installation to use with the Net-Beans IDE,
your JDK is not installed in the default location. In this case, specify the path to an installed JDK and click Next, or
cancel the current installation. After installing the required JDK version you can restart the installation.

. If you are installing Apache Tomcat, on its installation page, accept the default installation directory or specify
another installation location. Click Next.
. At the Summary page, verify that the list of components to be installed is correct and that you have adequate

space on your system for the installation. * Click Install to begin the installation. » At the Setup Complete page, provide
anonymous usage data if desired, and click Finish.

MySQL Database

Microsoft SQL Server is a relational database management system developed by Microsoft. As a database server, it is a
software product with the primary function of storing and retrieving data as requested by other software applications
which may run either on the same computer or on another computer across a network (including the Internet).
Microsoft markets at least a dozen different editions of Microsoft SQL Server, aimed at different audiences and for
workloads ranging from small single-machine applications to large Internet-facing applications with many concur- rent
users.

ALGORITHM DETAILS:

Algorithm:

1. AES is used to encrypt the database.

The encryption process uses a set of specially derived keys called round keys. These are applied, along with other
operations, on an array of data that holds exactly one block of data, the data to be encrypted. This array we call the state
array.

STEPS:

. Derive the set of round keys from the cipher key.

. Initialize the state array with the block data (plaintext).

. Add the initial round key to the starting state array.

. Perform nine rounds of state manipulation.

. Perform the tenth and final round of state manipulation

. Copy the final state array out as the encrypted data (ciphertext).
SHA 256:Hash Function

SHA-256 (secure hash algorithm, FIPS 182-2) is a cryptographic hash func- tion with digest length of 256 bits. It is a
keyless hash function; that is, an MDC

(Manipulation Detection Code). A message is processed by blocks of 512 = 16 x 32 bits, each block requiring 64
rounds A cryptographic hash (sometimes called ‘digest’) is a kind of ‘signature’ for a text or a data file. SHA-256
generates an almost-unique 256-bit (32-byte) signature for a text. A hash is not ‘encryption’ — it cannot be decrypted
back to the original text (it is a ‘one-way’ cryptographic func- tion, and is a fixed size for any size of source text). This
makes it suitable when it is appropriate to compare ‘hashed’ versions of texts, as opposed to decrypting the text to
obtain the original version.
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Figure 1. SHA-256 algorithm flow diagram

Figure 3: SHA 256 Diagram

VI. RESULTS

Transparent supply chain due to use of BCT, block chain of every transaction is maintained and can be tracked in
future.

SCREENSHOTS

C  © localhostE0BA/SupplyChainBCT/

Login Form

Figure 4: Login Page

Figure 5: Admin View Agents
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Figure 6: Admin View Costumers

Registration Form

Figure 7: User Registration
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VII. CONCLUSION

Thus, we are have implemented a prototype web based software application in Java for application of BCT in supply
chain management . We have implemented block chain features such as: 1. Decentralization 2. Visual Cryptography 3.
Hash Algorithm 4. Encrypted Database. Thus, it is possible to track agricultural supply chain and to give minimum
price for agricultural products.

VIII. FUTURE SCOPE

In future we will try for sponsorship from government and will implement a project on large scale with some domain
and hosting space online.

APPLICATIONS

1. Farmers

2. Government Organizations
3. Banking Sector
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