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ABSTRACT:To reduce the operating cost, some telecommunication providers reduce their headcount by not
allocating security officers for each rural Base Transceiver Station (BTS). However, it causes some devices of BTS lost
and difficult to find the thief. To solve the problem, the research proposes security system of BTS shelter based on
Raspberry Pi 3 computer with Telegram Messenger application via internet.

By design, Raspberry monitors surveillance area by using the infrared beam sensor installed at the main gate of BTS
area and the Passive Infrared (PIR) sensor installed inside of BTS shelter. If somebody (thief) enters the BTS area
through the main gate, then Raspberry activates alarm siren unit for 5 minutes and send a message to the predefined
smartphone of chief security officer via internet by using Telegram Messenger application. Furthermore, if the thief
enters into the BTS shelter, then Raspberry activates IP camera to takephotograph of the thief and send it to the
predefined smartphone, then activates alarm siren unit continuously until the chief security officer arrives and resets it.
The test result proves that the system can work properly. Processing time to send the message and photograph is 2
seconds and 8 seconds, respectively.

KEYWORDS:BTS security, IP camera, Infrared beam sensor, PIRsensor, Raspberry Pi, Telegram Messenger

I. INTRODUCTION

Base Transceiver Station (BTS) shelter as shown in Fig. 1 has dimension of 3m(W)x3m(D)x3m(H). It contains the
devices of cellular telecommunications system [1] . Generally, BTS shelter is located not far from the tower. Most of
BTS shelters are spread over wide area with the long distance apart from each other.

Fig.1. BTS shelter

To reduce the operating cost, some telecommunication operator companies reduce their headcount [2], among other
thing, reducing the total number of security officers by not providing security officers for each rural BTS. However,
the absence of BTS security officer can lead to the theft of BTS devices. On the other hand, scheduled visit to monitor
situation of each rural BTS spread in wide area is ineffective in terms of time, cost, and security effect.

To solve the problem, the research proposes security system of BTS shelter based on Raspberry Pi 3 computer with
Telegram Messenger application via internet. The system will monitor and report the BTS situation by real time so the
chief security officer can make proper action soon when the system detects thief entering the BTS.

II. RELATED WORK

Previous research [3][4] designed the security system of BTS shelter based on ATMegal6 microcontroller via
GSM cellular communication. If unexpected condition occurs in BTS shelter, the microcontroller sends a certain
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message by using Short Message Service (SMS) to the predefined cellphone. However, message sent by SMS will be
delayed due to some reasons, such as high network traffic, full message inbox of the receiving cellphone, different
networks between sender and receiver [5]. This system does not utilize IP camera, so it can not provide the security
officer with picture of the thief entering BTS. It makes security officer difficult to recognize who the thief is.

Some research designed the cost-effective security system using Raspberry Pi 3 computer and IP camera [6][7][8]
so the user can monitor situation of their area visually via internet. Raspberry Pi 3 computer has interface to access IP
camera and router-modem. Meanwhile, the other research also completed the security system with Passive Infrared
(PIR) sensor to detect the intruder [9][10]. The PIR sensor can detect 10 pm - 14 um infrared wavelength emitted by
human body [11]. Besides the sensor, some security systems ultilize Telegram Messenger application to send message
and images via internet to the predefined smartphone [12][13].

III. MATERIAL AND METHODOLOGY

To achieve the purpose of research, step of research is arranged to consist of system design, implementation, and
testing. Moreover, troubleshooting and improvement are conducted if improper function of the system occurs.
The following Fig. 2 shows block diagram of the proposed security system of BTS shelter based on Raspberry Pi 3
computer with Telegram Messenger application via internet. Meanwhile, the placement of BTS security devices is

shown in Fig. 3.
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Fig. 2. Block diagram of the proposed security system of BTS shelter
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Fig. 3. Placement of BTS security devices

Infrared Beam Sensor

By design, Raspberry Pi 3 computer monitors surveillance area by using the infrared beam sensor installed at the
main gate of BTS area and the Passive Infrared (PIR) sensor installed inside of BTS shelter. If somebody (thief) enters
the BTS area, then Raspberry Pi 3 computer activates alarm siren unit for 5 minutes and sends a message to the
predefined smartphone of the chief security officer via internet by using Telegram Messenger application. Furthermore,
if the thief enters into the BTS shelter, then Raspberry Pi 3 computer activates IP camera to takephotograph of the thief
and sends the photograph and message to the predefined smartphone, then activates alarm siren continuously until the
chief security officer arrives and resets the alarm siren unit by pressing the button.

The following Fig. 4 shows schematic diagram of the proposed security system of BTS shelter.
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Fig.4. Schematic diagram of the proposed security system of BTS shelter
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The system is equipped with “Active Status” LED indicator which lights if system is active. As shown in Fig.
4, the system utilizes the infrared beam sensor (Cardteck, CT-ABO025) consisting of a pair of infrared beam transmitter
and receiver. The output of infrared beam receiver will be “0” logic if somebody (thief) enters the main gate of BTS
area and obstructs the infrared beam coming from the transmitter toward the receiver. Referring to its technical
specification, the receiver can detect the infrared beam sent by transmitter which is 20 meters or less away. The
infrared beam sensor operates with +12 Volt DC supply. The following Fig. 5 shows the infrared beam sensor
(Cardteck, CT-ABO025).
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Fig. 5. Infrared beam sensor (Cardteck, CT-AB025)

Figure 4 also shows that the system utilizes the PIR sensor (HC-SR501) to detect the thief in area up to 110° of cone
angle, 7 meters of distance to the object [14]. In its operation, the output of PIR sensor will be “1” logic if it detects
somebody (thief) entering inside of BTS shelter. PIR sensor operates with +5 Volt DC supply.

The following Fig. 6 shows the PIR sensor (HC-SR501).
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-

Fig. 6. PIR sensor (HC-SR501)

Moreover, the system also utilizes the 120 dB alarm siren unit (MS-190) which needs +12 Volt DC to operate. By
design, Raspberry Pi 3 computer will command the relay module to provide +12 Volt DC supply to the alarm siren unit
when Raspberry Pi 3 computer detects somebody (thief) entering into the BTS. Alarm siren will be stopped if
Raspberry Pi 3 computer detects that “Alarm Reset” button is pressed so pin GPIO16 is “0” logic. The following Fig. 7
shows the relay module (SRD-5VDC-SL-C), meanwhile, the Fig. 8 shows alarm siren unit (MS-190).

Fig. 7. Relay Module (SRD-5VDC-SL-C)
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Fig. 8. Alarm siren unit (MS-190)

Besides sensors and alarm siren unit, the system also utilizes Raspberry Pi camera (V2.1) to take photograph of the
thief entering inside of BTS shelter. The photograph is composed by 8 megapixels in JPEG format [15]. Figure 4
shows that there is the 15 pin ribbon cable connecting J1 port of Camera Serial Interface (CSI) of Raspberry Pi 3
computer to J3 port of Raspberry Pi camera. The 15 pin ribbon cable contains lines for control, clock, camera serial
data, 3.8 Volt DC supply, and ground. The following Fig. 9 shows the Raspberry Pi camera (V2.1) connected to the
Raspberry Pi 3 computer by 15 pin ribbon cable.
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Fig. 9. Raspberry Pi camera (V2.1) connected to Raspberry Pi 3 computer
by 15 pin ribbon cable

Raspberry Pi 3 computer is also equipped with 2.4 GHz WiFi 802.11n (150 Mbit/s) [16]. It makes Raspberry Pi 3
computer to have ability to access internet via router-modem. Through internet, all message and photograph of the thief
can be sent to the predefined smartphone of chief security officer by using Telegram Messenger application.

The following Fig. 10 shows the flowchart of which the software using python programming language refers. The
software is stored in the Raspberry Pi 3 computer. As shown in Fig. 10, the software makes Raspberry Pi 3 computer to
start by initializing the system, deactivating the alarm siren unit, and lighting the “Active Status” LED indicator. After
that, it checks the output of infrared beam sensor installed at the main gate of BTS area. If the sensor informs that
somebody (thief) enters the BTS area, then Raspberry Pi 3 computer activates alarm siren unit for 5 minutes and sends
a message “Somebody enters BTS area” to the predefined smartphone of the chief security officer via internet by using
Telegram Messenger application. Furthermore, Raspberry Pi 3 computer checks the output of PIR sensor installed
inside of BTS shelter. If the PIR sensor informs that thief enters into the BTS shelter, then Raspberry Pi 3 computer
activates IP camera to takephotograph of the thief and sendsthe photograph and message “Somebody enters into BTS
shelter” to the predefined smartphone. Moreover, Raspberry Pi 3 computer activates alarm siren unit continuously
until the chief security officer arrives and resets the alarm siren unit by pressing the button.
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Fig. 10. Software flowchart of the proposed security system of BTS shelter

IV. EXPERIMENTAL RESULTS

The following Fig. 11 shows model implementation of the proposed security system of BTS shelter. It shows that
the infrared beam sensor is installed at the main gate of BTS area, meanwhile, the other parts, such as PIR sensor, IP
camera, controller including Raspberry Pi 3 computer and router-modem, are installed inside of BTS shelter. Moreover,
the alarm siren unit is installed outside of BTS shelter.
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The following Table 1 shows the test result of system response due to intruder detected by the infrared beam
sensor and the PIR sensor which is installed at the main gate of BTS area and inside of the BTS shelter, respectively.
The test is conducted by obstructing the infrared beam which emits from its transmitter toward receiver. Obstructing
the infrared beam simulates the thief entering BTS area through its main gate. Meanwhile, placing somebody into the
detecting area of PIR sensor simulates the thief entering into BTS shelter. After that, the response of system is

monitored.

Table 1. Test result of system response due to intruder detected by the infrared beam sensor and the PIR sensor

No Test item Thi;a}l;stsilz)lurlzsggnse The actual system response Remarks

1 Nobody enters either |e Alarm siren unit is off. Alarm siren unit is off. The actual
BTS area or BTS e IP camera is off. IP camera is off. system
shelter. e Neither message nor Neither message nor TeSpOnSe 15

photograph is sent to the photograph is sent to the PrOper:
predefined smartphone. predefined smartphone.

2 | Somebody enters e Alarm siren unit is active Alarm siren unit is active The actual
BTS area, however, for 5 minutes. for 5 minutes. system
nobody enters into e [P camera is off. IP camera is off. TeSpONse 15
BTS shelter. proper.

e Message “Somebody Message “Somebody
enters BTS area” is sent to enters BTS area” is sent to
the predefined smartphone the predefined smartphone
via Telegram Messenger. via Telegram Messenger.
The processing time is 2 The processing time is 2
seconds. seconds.

e The predefined smartphone The predefined smartphone
receives and displays the receives and displays the
message sent by the message sent by the
controller. controller.

e No photograph is sent to No photograph is sent to
the predefined smartphone. the predefined smartphone.

3 | Somebody enters into |e Alarm siren unit is active Alarm siren unit is active The actual
BTS shelter. continuously until chief continuously until chief system
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The system response

No Test item that should be The actual system response Remarks
security officer presses the security officer presses the | response is
“Alarm Reset” button. “Alarm Reset” button. proper.

e [P camera takes e [P camera takes
photograph of the thief. photograph of the thief.

e Photograph of the thief and |e Photograph of the thief and
message “Somebody enters message “Somebody enters
into BTS shelter” are sent into BTS shelter” are sent
to the predefined to the predefined
smartphone via Telegram smartphone via Telegram
Messenger. Processing Messenger. Processing
time to send the message time to send the message
and photograph is 2 and photograph is 2
seconds and 8 seconds, seconds and 8 seconds,
respectively. respectively.

o The predefined smartphone |e The predefined smartphone
receives and displays the receives and displays the
photograph and message photograph and message
sent by the controller. sent by the controller.

As shown in Table 1, the actual system response due to the infrared beam sensor and PIR sensor is the same with the
system response that should be. It means that the system including Raspberry Pi 3 computer, infrared beam sensor, PIR
sensor, alarm siren unit, the predefined smartphone, and router-modem for accessing the internet, works properly. It
also means that algorithm of which the software using python language refers is correct so the system works properly
as designed.

Moreover, processing time for sending the photograph (8 seconds) is longer than the message (2 seconds) because
bytes amount of the photograph in JPEG format is bigger than bytes amount of the message.

V. CONCLUSION

Referring to the test result and analysis, it can be concluded as follows:

1. The proposed security system of BTS shelter can work properly as designed. It is indicated by ability of the system
to detect somebody (thief) entering either BTS area or BTS shelter, then send properly either message, photograph
of the thief, or both of them to the predetermined smartphone via internet by using Telegram Messenger
application.

2. Processing time of the system to send photograph and message to the predetermined smartphone by using
Telegram Messenger is 8 seconds and 2 seconds, respectively.
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