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ABSTRACT: Cloud storage, an economically attractive service offered by cloud service providers (CSPs), has 

attracted a large number of tenants. However, because the ownership and management of outsourced data are separated, 

outsourced data faces a lot of security challenges, for instance, data security, data integrity, data update, and so on. In 

this article, we primarily investigate the problem of efficient data integrity auditing supporting provable data update in 

cloud computing environment. Subsequently, on the basis of the Merkel sum hash tree (MSHT), we introduce an 

efficient outsourced data integrity auditing scheme. Our designed scheme could synchronously meet the requirements 

of provable data update and data confidentiality without dependency on a third authority. At the same time, the 

numerical analysis shows that the computing complexity logarithmically grows with the number of outsourced subfiles.  

The paper proposed the scheme for Data Integrity is Provable data possession (PDP), which is a cryptographic 

technique for verifying the integrity of data without retrieving it at an untrusted server, can be used to realize audit 

services.  

 

I. INTRODUCTION 
 

With the fast development of computer and network technology, the total volume of digital data shows an exponential 

growth tendency . The investigation report shows that there were 5200GB digital data for everyone on average in 2020 

. However, the storage resources of tenants are so limited that cannot preserve such large-scale data. Therefore, massive 

data storage would become a challenging problem for resource constrained tenants. Fortunately, cloud storage offers a 

potential solution to handle the issue of massive data storage and management. 

 

 By embracing cloud storage services, tenants could upload their data to the cloud data center, thus efficaciously 

reducing the local memory space and computational cost . Because of these attractive advantages, a growing number of 

tenants prefer to employ cloud storage services. According to the report of Cisco, there were 3.6 billion Internet 

consumers at the beginning of 2020. At the same time, about 55% of Internet consumers embraced cloud storage . In 

cloud storage, the management of outsourced data is separated from its ownership . Therefore, tenants would lose the 

physical management of their outsourced data, thus cannot directly perform any operations over the outsourced data . In 

other words, the cloud data center performs all operations over the outsourced data. Nevertheless, the cloud data center 

is not fully reliable, and it might not honestly perform these operations according to the tenant’s commands. As a result, 

although cloud storage has huge advantages, it inevitably faces plenty of serious problems, for instance, data 

confidentiality, data integrity, data update, etc. If these problems, especially data integrity, are not solved well, it will 

greatly prevent the public from accepting and employing cloud storage services. 

 

II. LITERATURE SURVEY 
 
Auditing Cache Data Integrity in the Edge Computing Environment [1] 
Edge computing allows app vendors to deploy their applications and relevant data on distributed edge servers to serve 

nearby users. Caching data on edge servers can minimize users’ data retrieval latency. However, such cache data are 

subject to both intentional and accidental corruption in the highly distributed, dynamic, and volatile edge computing 
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environment. Given a large number of edge servers and their limited computing resources, how to effectively and 

efficiently audit the integrity of app vendors’ cache data is a critical and challenging problem.To propose a new data 

structure named variable Merkle hash tree (VMHT) for generating the integrity proofs of those data replicas during 

the audit. VMHT can ensure the audit accuracy of EDI-V by maintaining sampling uniformity. EDI-V allows app 

vendors to inspect their cache data and locate the corrupted ones efficiently and effectively. Both theoretical analysis 

and comprehensively experimental evaluation demonstrate the efficiency and effectiveness of EDI-V. 

 
Efficient Data Storage Security with Multiple Batch Auditing in Cloud Computing [2] 
Cloud Computing has been visualized as the next generation architecture of IT endeavor. It moves the storage 

databases to the centralized large data centers, where the direction of the data and services may not be trustworthy. This 

fetches many new security challenges, which have not been well understood properly. 

 

 

The problem is to find efficient protocol which avoids unnecessary overhead to the user in checking the integrity of 

their own data and also it should support dynamic data operations instead of just achieve and back up the data files in 

the cloud.In the proposed system, we consider the task of allowing a third party auditor to verify the integrity of the 

data stored in the cloud on behalf of the client. The entry of third party auditor eliminates the participation of the client 

through the auditing of whether his/her data stored in the cloud are indeed not damaged, which can be important in 

cloud computing for achieving economies of scale. The support for data dynamic operations such as block 

modification, insertion, and deletion are also a significant step toward practicality, since services in cloud computing 

are not restrict to file away or backup data only. To attain effective data dynamics we improved the existing system of 

storage models by manipulating the classic Merkle Hash Tree building for block tag authentication. 

 
Attribute-Based Cloud Data Integrity Auditing for Secure Outsourced Storage", Volume XIV [3] 
Outsourced data auditing protocols enable a verifier to efficiently check the integrity of the outsourced files without 

downloading the entire file from the cloud, which can dramatically reduce the communication overhead between the 

cloud server and the verifier. Existing protocols are mostly based on public key infrastructure or an exact identity, 

which lacks flexibility of key management.Proposed system to address the complex key management challenge in 

cloud data integrity checking by introducing attribute-based cloud data auditing, where users can upload files to cloud 

through some customized attribute set and specify some designated auditor set to check the integrity of the outsourced 

data. To formalize the system model and the security model for this new primitive, and describe a concrete construction 

of attribute-based cloud data integrity auditing protocol. The new protocol offers desirable properties namely attribute 

privacy preserving and collusion-resistance. To prove soundness of our protocol based on the computational Diffie-

Hellman assumption and the discrete logarithm assumption. The proposed attribute-based cloud data integrity auditing 

protocol consists of three procedures, namely Enroll, Store and Audit. 

 

Efficient Verification of Edge Data Integrity in Edge Computing Environment [4] 
Edge computing, as a new computing paradigm that extends cloud computing, allows a service vendor to deploy its 

services on distributed edge servers to serve its service users in close geographic proximity to those edge servers.  

 

Caching edge data on edge servers can minimize service users’ data retrieval latency. However, such edge data are 

subject to intentional and accidental corruption in the highly distributed and dynamic edge computing environment. 

Verifying the integrity of service vendors’ edge data accurately and efficiently is a critical security problem. Given a 

potentially large number of edge servers and their limited computing capacities, verifying the integrity of the edge data 

on each edge server individually is computation expensive.Edge Data Integrity (EDI) problem from the service 

vendor’s perspective by proposing an inspection and corruption localization scheme for EDI named ICL-EDI. This 

scheme allows a service vendor to inspect its edge data and localize corrupted edge data on multiple edge servers 

accurately and efficiently. To evaluate its performance, we implement ICL-EDI and conduct extensive experiments to 

demonstrate its effectiveness and efficiency. An efficient EDI scheme must not pose high computational overheads on 

edge servers. efficient EDI scheme must allow a service vendor to verify the integrity of a potentially large number of 

edge data replicas with low computational overheads. This is the second design objective of ICL-EDI. 

 

Dynamic Proof of Data Possession and Replication with Tree Sharing and Batch Verification in the Cloud [5] 
Cloud storage attracts a lot of clients to join the paradise. For a high data availability, some clients require their files to 

be replicated and stored on multiple servers. Because clients are generally charged based on the redundancy level 

required by them, it is critical for clients to obtain convincing evidence that all replicas are stored correctly and are 
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updated to the up-to-date version.Proposed system is developed a dynamic proof of data possession and replication 

(DPDPR) scheme, which is proved to be secure in the defined security model. This scheme shares a single 

authenticated tree across multiple replicas, which reduces the tree’s storage cost significantly. It allows for batch 

verification for multiple challenged leaves and can verify multiple replicas in a single batch way, which considerably 

save bandwidth and computation resources during audit process. And also evaluate the DPDPR’s performance and 

compare it with the most related scheme. 

 

III. SYSTEM METHODOLOGY 
 

First, most of the previous solutions are based on proof of retrievability (PoR) technology or provable data possession 

(PDP) technology, whose computing complexity grows approximatively linearly with the scale of outsourced files. 

Hence, the efficiency is not attractive if the scale of outsourced file keeps growing . 

 

Second, lots of the previous works require to depend on a third authority (TA), whose security and stability are 

particularly troubling. On the one hand, because of the expensive overhead, the third authority would refuse to provide 

services, which will cause service interruption. On the other hand, the third authority might be attacked by the 

adversary, and it cannot resist the commands of the government, which both would trigger privacy leakage. Last but not 

least, although some of the previous solutions concurrently accomplish data confidentiality, data integrity, and data 

update in some special scenarios, the practicability and universality are so limited that they cannot be applied to large-

scale data outsourcing scenarios. 

 

DRAWBACKS 
 Massive data storage would become a challenging problem for resourceconstrained tenants. 

 In cloud storage, the management of outsourced data is separated from its ownership 

The paper proposed the scheme for Data Integrity is Provable data possession (PDP), which is a cryptographic 

technique for verifying the integrity of data without retrieving it at an untrusted server, can be used to realize audit 

services. The profiting from the interactive zero-knowledge proof system, address the construction of an interactive 

PDP protocol to prevent the fraudulence of prover (soundness property) and the leakage of verified data (zero-

knowledge property). There prove that our construction holds these properties based on the computation Diffie–
Hellman assumption and the rewind able black-box knowledge extractor and also propose an efficient mechanism with 

respect to probabilistic queries and periodic verification to reduce the audit costs per verification and implement 

abnormal detection timely. In addition, present an efficient method for selecting an optimal parameter value to 

minimize computational overheads of cloud audit services. 
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IV. SYSTEM ARCHITECTURE 
 
 This section shows the all architecture diagrams which are used in this proposed system design. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

V. CONCLUSION 

 

It addressed the construction of an efficient audit service for data integrity in clouds.Profiting from the standard 

interactive proof system, to propose an interactive audit protocol to implement the audit service based on a third party 

auditor. In this audit service, the third party auditor, known as an agent of data owners, can issue a periodic verification 

to monitor the change of outsourced data by providing an optimized schedule. To realize the audit model, we only need 

to maintain the security of the third party auditor and deploy a lightweight daemon to execute the verification protocol.  
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Hence, our technology can be easily adopted in a cloud computing environment to replace the traditional Hash-based 

solution. More importantly, it proposed and quantified a new audit approach based on probabilistic queries and periodic 

verification, as well as an optimization method of parameters of cloud audit services. This approach greatly reduces the 

workload on the storage servers, while still achieves the detection of servers’ misbehavior with a high probability. Our 

experiments clearly showed that our approach could minimize computation and communication overheads. 
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