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ABSTRACT: The Internet of Things (IoT) is enabling innovative applications in various domains. To address this 

problem, we propose a framework for modeling and assessing the security of the IoT and provide a formal definition of 

the framework. Generally, the framework consists of five phases: (1) data processing, (2) security model generation, (3) 

security visualization, (4) security analysis, and (5) model updates. Using the framework, we can find potential attack 

scenarios in the IoT, analyze the security of the IoT through well-defined security metrics, and assess the effectiveness 

of different defense strategies. The framework is evaluated via scenario, which are the smart home monitoring 

scenarios. We use the analysis results to show the capabilities of the proposed framework for finding potential 
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I.INTRODUCTION 

 

Internet is the trendsetter of the new era and everything in day to day life is made easy using this advancement. In order 

to aid the tedious work and to serve the mankind ,today there is a general tendency to develop an intelligent system.T o 

add to this global trend the proposed system of “IoT based garbage monitoring and street light control” has been 

designed and developed to accomplish the various tasks in the current world to make things smart. In this research 

work we propose to create a prototype of smart city which will integrate control garbage collection systemand street 

light monitoring. The intelligent system is loaded with sensors,microcontroller,relay,driver circuit, level converter,wifi 

module and IoT board which work with the help of a start of the art microcontroller. We have used Arduino 

microcontroller. It is the heart of the device which handles all the sub devices connected across it.  

 

II .OBJECTIVE 
 

This project helps to the IoT devies more security systems 

 

III. LITERATURE SURVEY 
 

This project tell us show-IoT provides high degree of security and safety also energy saving. This project includes a 

description of SHAS-IoT that enable of monitoring sensors and remotely controlling actuators to flexibly construct 

security and safety services. Basically, this project which contains SHAS-IoT refers to automation of home appliances 

which can be viewed from security, automatic monitoring and controlling view. The major element of this project are 

sensors network, Arduino and mobile application 

 

V. METHODOLOGY 
 

. There are various researches where we have used Bluetooth connectivity with sensors or IoT devices to operate home 

appliances. But what about those people who don’t know how to use a mobile phone or how to use Infrared remote 

control or the people who are living in the rural area where there is no proper internet.  
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So for them, we can implement home automation without Bluetooth connectivity or without using the internet where 

we can simply use various sensors as we have used IR sensors in this project where you don’t need any remote control, 

Your movement is only enough to switch on or off the light bulbs. 

 

VI. ADVANTAGES 

 

• High quality security 

• Higher reliability. Easy to use.  

• Easy to acces manage 

 

VII. APPLICATIONS 

 

• Smart home and agriculture use more seurity 

• MATLAB has many advantages compared to conventional computer languages for technical problem solving.   

• Algorithm development.  

• Modeling, simulation and prototyping.  

• Data analysis, exploration and visualization.  

 

VIII. FUTURE SCOPE 
 

1  Further research includes the performance evaluation of the developed prototype 

2smart home automation is automated using sensor while smart fan,light,door, is automated using btemperature and 

humiditysensor with fuzzy logic 

3fuzzdocs can test any API in the API document without parameterrestrictions 

4   A Mobile application is developed which is a user interface to control the devices 

 

IX. CONCLUSION 
 

A fuzzy logic based home security system is proposed. It is observed that using this proposedconcept, a better and 

flexible home security is provided. Proposed system inherits the properties offuzzy logic and thus provides 

intermediary values as compare to Boolean logic bi-value outputs.This paper has presented the prototype design and 

implementation of smart home controlSystem.The prototype uses six lamps, one speed-controlled fan, one window 

blind, and one security 

gate. The actual implementation of a smart home web service was also presented. The homeappliances are successfully 

integrated with the smart home control system through relays. Furthe 
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X. RESULT 

 
 

REFERENCES 

 

[1] E. Fernandes, J. Jung, and A. Prakash, ``Security analysis of emerging smart home applications,'' in Proc. IEEE 

Symp. Secur. Privacy (SP),May 2016, pp. 636_654. 

[2] E. Ronen and A. Shamir, ``Extended functionality attacks on IoT devices: The case of smart lights,'' in Proc. IEEE 

Eur. Symp. Secur. Privacy 1050 (EuroSP), Mar. 2016, pp. 3_12. 

[3] R. Graham, ``Mirai and IoT botnet analysis,'' in Proc. RSA Conf., 2017,1052 pp. 1_63. 

[4] J. Kim, J. Yu, H. Kim, F. Rustamov, and J. Yun, ``FIRM-COV: High coverage greybox fuzzing for IoT _rmware 

via optimized process emulation,'' IEEE Access, vol. 9, pp. 101627_101642, 2021. 

[5] D. D. Chen, M. Egele, M. Woo, and D. Brumley, ``Towards automated 7 dynamic analysis for Linux-based 

embedded _rmware,'' in Proc. Netw.Distrib. Syst. Secur. Symp. (NDSS), 2016, p. 1. 

[6] G. Hernandez,M.Muench, D.Maier, A.Milburn, S. Park, T. Scharnowski, T. Tucker, P. Traynor, and K. R. Butler, 

``FIRMWIRE: Transparent dynamic analysis for cellular baseband _rmware,'' in Proc. NDSS, 2022,pp. 1_19. 

[7] Y. Zheng, A. Davanian, H. Yin, C. Song, H. Zhu, and L. Sun, ``FIRM10AFL: High-throughput greybox fuzzing of 

IoT _rmware via augmented process emulation,'' in Proc. USENIX Secur. Symp. (USENIX Security),2019, pp. 

1099_1114. 

[8] V.-T. Pham, M. Böhme, and A. Roychoudhury, ``AFLNET: A greyboxfuzzer for network protocols,'' in Proc. IEEE 

13th Int. Conf. Softw. Test.,Validation Veri_cation (ICST), Oct. 2020, pp. 460_465. 

http://www.ijirset.com/


International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET) 

                                           |e-ISSN: 2319-8753, p-ISSN: 2347-6710| www.ijirset.com | Impact Factor: 8.423| A Monthly Peer Reviewed & Referred Journal | 

|| Volume 12, Issue 4, April 2023 || 

| DOI:10.15680/IJIRSET.2023.1204241 | 

 

IJIRSET©2023                                                       |     An ISO 9001:2008 Certified Journal   |                                                    3908 

 

[9] J. Chen, W. Diao, Q. Zhao, C. Zuo, Z. Lin, X. Wang, W. C. Lau, M. Sun, R. Yang, and K. Zhang, ``IoTFuzzer: 

Discovering memory corruptions in IoT through app-based fuzzing,'' in Proc. Netw. Distrib. Syst. Secur. Symp.,2018, 

pp. 1_15. 

[10] X. Feng, R. Sun, X. Zhu, M. Xue, S.Wen, D. Liu, S. Nepal, and Y. Xiang, ``Snipuzz: Black-box fuzzing of IoT 

_rmware via message snippet inference,'' in Proc. ACM SIGSAC Conf. Comput. Commun. Secur., Nov. 2021,pp. 

337_350. 

 

http://www.ijirset.com/


 

8.423 


