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ABSTRACT: Phishing attacks cost Internet users billions of dollars each year and are an ever-growing threat in
cyberspace. It is illegal to collect sensitive information from consumers through a variety of social engineering
techniques. Emails, instant messaging, pop-up messages, web pages, and other forms of communication can be
used todetect phishing tactics. This work provides a model for determining whether a URL link is genuine or
fraudulent. The dataset used for categorization comes from the University of New Brunswick database, which
contains a collection of benign, malicious, and phishing URLs that includes phishing URLs in many forms such
as CSV, JSON, etc., spam, malware, phishing, and defacement URLs. Phishing URLs are identified using a
combination of deep neural network methods and more than six (6) machine learning models. The goal of this
project is to develop web application softwarethat can identify phishing URLs from a database of more than 5,000
URLSs that have been randomly selected, divided into 80,000 training samples and 20,000 test samples, and then
divided again into equal proportions of phishing and legal URLs. To distinguish between legal and phishing
URLs, the URL dataset is trained and evaluated using features such as address bar-based features, domain-based
features, HTML-based features and JavaScript-based features

KEYWORDS: Feature extraction, classification, algorithm, and machine learning.

I. INTRODUCTION

We now rely heavily on the Internet to obtain and disseminate information, notably through social media. Pamela
(2021) claims that the Internet is a network of computers that houses important data. As a result, several security
measures are in place to safeguard that data, yet there is a weak point: the human. Security measures struggle far
harderto secure a user's data and equipment when they easily give up access to their computers or other devices.
Therefore, Imperia (2021) describes social engineering as a form of attack that is one of the most widespread
social engineering assaults. This type of attack is used to acquire user data, including login passwords and credit
card details. The assault occurs when an assailant dupes the victim into acting as though a text, instant message,
or email were coming from a reliable source before opening it. When the receiver hits the link, they mistakenly
think they've gotten a present and unknowingly click a harmful link, which leads to the installation of malware,
the freezing of the machine during a ransom ware assault, or the release of private data. Due to the fast adoption
of technological advancements, there has been a significant growth in computer security risks in recent years,
which has also increased the susceptibility of human exploitation. Users should be informed of the methods used
by phishes as well as ways to assist against falling victim to phishing.

II. RELATED WORK

Yuxiang Guan et. al. (2018) Analyse phishing website features and offers two types of web phishing detection
features: domain and name-based features. In order to achieve high accuracy and efficiency, many sorts of
characteristics have been extracted. The model has been strengthened by the extraction of several features.
Samuel

Marchal et al. (2015) Used the attributes collected from words that constitute a URL based on query data from
Google and Yahoo search engines, one idea of intra-URL relatedness was evaluated. These characteristics are then
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employed ina machine-learning-based categorization to identify phishing URLs in a real-world data collection.
He has presented a phishing detection machine learning technique that uses solely lexical and domain features.

Vahid Shahrivari et al. (2019) On the phishing website dataset, which contains 6157 legal websites and 4898
phishing websites, multiple classifiers have been implemented and assessed. Logistic Regression, Decision Tree,
Support Vector Machine, Ada Boost, and Random Forest are the classifiers that were tested. Different types of
classifiers were used, and the results were compared. Random forest emerged as the most efficient classifier after
the successful comparison. To evaluate the accuracy, a large data set was used.

Rishikesh Mahajan (2018) uses machine learning technologies to improve the detection process for phishing
websites. Using the random forest technique, he achieved 94.14 percent detection accuracy with the lowest false
positive rate. In addition, the results demonstrate that classifiers perform better when more data is utilised as
training data

M. Kawabata and T Mustafa (2018) proposed feature selection techniques to reduce dataset components for
higher order execution It also compared the outcomes of different data mining classification techniques. The
phishing websitedataset was obtained from the UCI machine learning library. He also proposes the use of a c4.5
decision tree approach to detect phishing URL websites. This method calculates heuristic values by extracting
features from the sites. The c4.5 decision tree algorithm was given these values to determine if the site was
phishing or not .

Gold Phish (2010)extracts page information from a displayed page using optical character recognition. It then
employssearch engines to determine whether the content of the page is consistent with its domain, so identifying
phishing sites. He combines URLs, HTML DOM (Document object model), third-party services, and search
engines to create the 15features. To detect phishing assaults, it trains these attributes using SVM (support vector
machine).

III. METHODOLOGY
. Data collection
The dataset used for the classification was sourced from was gotten from multiple sources listed in the earlier
stated methodology. The dataset used for classifying the dataset into phishing and legitimate URLs was sourced
from open source websites.

. Feature extraction on the datasets

The features extraction used on the dataset are categorized into

i. Address bar based features

ii. Domain-based features

iii. Html & java-script based features
. Data Analysis & Visualization

The distribution plot of how legitimate and phishing datasets are distributed base on the features selected and how
they are related to each other. the plot of a correlation heat-map of the dataset. The plot shows correlationbetween
different variables in the dataset. the feature importance in the model for Decision tree classifier and Random
forest classifier respectively.

. Data pre-processing
The datasets were first cleaned to remove empty entries and fill some entries by applying data pre-processing

techniques and transform the data to use in the models. The summary of the dataset number of missing values in
the dataset which all appear to be zero.
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. Performance analysis

The based methodology stated that the proposed system utilizes machine learning models and deep neural
networks. These models consist of Decision Tree, Support Vector Machine, XGBooster, Multilayer Perceptions,
Auto Encoder Neural Network, and Random Forest. The models determine whether a website URL is phishing or
legitimate. The models help give a 2-class prediction (legitimate (0) and phishing (1). In the model development
process, over six (6) machine learning models and deep neural network algorithms all together were used to detect
phishing URLs.

IV. EXPERIMENTAL RESULTS
This takes a string URL as input and returns a probability value (0-100) of URL being malicious. We declare a

URLmalicious if it crosses a probability value of 70%. To determine if a URL is malicious or legitimate we use a
Neural Network trained on 600,000 URLs.
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Figure 3
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V. CONCLUSION

This project was able to categorize and identify how phishers perform phishing attacks and the different ways
researchers have used to detect phishers. Therefore, the system proposed in this project worked with different features
and machine learning and deep neural networks such as decision tree, support vector machine, Xgbooster, multilayer
perceptions, auto-encoder neural network and random forest to identify patterns that can easily detect URI links. The
highest accuracy model based on the feature extraction algorithm used to detect phishing URLs and legitimate URL
links was integrated into a webapplication where users can enter URL links from websites to identify whether they are
legitimate or phishing links.
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