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ABSTRACT:Data hiding should be used concealed transmissions, closed captioning, indexing, or watermarking. It is 

in contrast to cryptography, where the survival of the message itself is not masked, but the content is hidden. Video 

Watermarking is implemented in different fields such as military and Industrial applications. The 2D Barcode with a 

digital watermark is widely interesting research in the security field. In this paper propose a video watermarking with 

text data (verification message) by using the Quick Response (QR) Code technique. The QR Code is prepared to be 

watermarked via a robust video watermarking scheme based on the lossless video watermarking using DCT techniques 

messages can be sent and received securely. Traditionally, video watermark was based on hiding secret information in 

image files. Lately, there has been growing interest in implementing video watermarking techniques to video files. The 

advantage of using video files in hiding information is to be added security against hacker attacks due to the relative 

complexity of video compared to image files. Video-based watermark techniques are mainly classified into spatial 

domain and frequency domain-based methods. The main aim of video watermark is to hide information in the other 

wrap media so that other persons will not observe the existence of the information. This is a major distinction between 

this method and the other methods of secret exchange of information because, for example, in cryptography, the 

individuals perceive the information by considering the implied information but they will not be able to realize the 

information. In the reverse process check the logo and QR code for authorized ownership. 
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I. INTRODUCTION 

 

Communicating and storing sensitive and confidential information has become part of day-to-day life. The 

digitalization of information and innovations in internet technologies has supported the exponential use of information 

transmission. Thus, secure transmission and storage of private information have received many researchers’ attention. 

Actually, according to a study by the ‘‘Ponemon Institute’’ and ‘‘IBM,’’ in 2015, data breach average cost was USD 

3.79 million, whereas another study by ‘‘Juniper Research’’ forecasted that by 2019, cybercrimes would cost about 

USD 2.1 trillion. As such, many techniques for hiding private and sensitive information in digital carriers have been 

developed. Hiding this information in images, text, videos, and audio is termed steganography. The method proposed in 

this paper depends on the following: coverless image steganography, optical mark recognition (OMR), and rule-based 

machine learning (RBML). So, the rest of the introduction discusses these related topics briefly. 

Steganography word consists of two words of Greek origin, ‘‘steganos’’ and ‘‘graphien,’’ which, when combined, 

mean ‘‘covered writing’’ . Steganography is a method to secure messages during transmission by concealing them 

within a carrier such as an image, video, text, or audio, which results in stego media. Carriers may also include hiding 

information in various formats such as codes, DNA, HTML, XML, or executable files (EXE) . By using steganography, 

the secret message format does not change, and the actual data are maintained. The objectives are to provide end-to-end 

secure data communication [1], concealment of the communication existence, and personal data protection. The cover 

medium chosen for embedding must have two features: it should be familiar, and the modifications should be invisible 

to a third party. To the best of our knowledge, digital images are the most famous carrier in steganography because they 

contain significant amounts of redundant data and can conceal sensitive data without any visible effects. So, in image 

steganography, confidential information is exclusively hidden in images. 

In almost all traditional image steganography methods, the payload is embedded into cover image pixels, creating 

modification effects. In these methods, the stego-images may be detected by any image steganalysis tool, and due to 
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this, security cannot be guaranteed. To address this issue, a coverless data hiding concept has been proposed . Coverless 

data hiding was proposed to resist existing steganalysis tools, first introduced in 2015 . The main idea of this technique 

is to find images that contain a payload. In coverless data hiding, a mapping relationship exists between the payload 

and the cover image. Compared with traditional steganography, coverless steganography does not change the cover 

pixels, such as LSB, PVD, etc. Therefore, the security of coverless steganography methods is higher than traditional 

steganography methods. Coverless information hiding does not mean that a cover is not required. However, compared 

with traditional steganography, coverless steganography directly uses the contents of the cover itself to represent the 

payload. The existing coverless steganography methods can be classified into text-based and image-based methods, 

depending on the type of cover transmitted. For the text-based type, the current methods mainly search for the texts 

containing the payload according to specific rules, such as the stego-texts, then determine the location of the secret data 

using labels. The current image-based methods are similar to image retrieval techniques; these methods use images 

retrieved from the image database to represent the payload. 

 

Paper is organized as follows. Section I gives brief introduction to the topic; Section II describes survey done to 

understand the problem and detect the underlying problem in system. The diagram represents the step of the process 

with blockchain. After transaction, how process takes place is given in Section III.Finally, Section V presents 

conclusion. 

II. RELATED WORK 

 

1) A Robust QR- Code Video Watermarking SchemeBased On SVD and DWT Composite Domain 

 

Nowadays, Digital video is one of the popularmultimedia dataexchanged in the internet. Commercialactivity on the 

internet and media require protection toenhance security. The 2D Barcode with a digital watermark iswidely interesting 

research in the security field. In this paperpropose a video watermarking with text data (verificationmessage) by using 

the Quick Response (QR) Code technique.The QR Code is prepared to be watermarked via a robustvideo watermarking 

scheme based on the (singular valuedecomposition) SVD and (Discrete Wavelet Transform) DWT.In addition to that 

logo (or) watermark gives the authorizedownership of video document’s is an attractive algebraictransform for 

watermarking applications. SVD is applied to thecover I-frame. The extracted diagonal value is fused with logo(or) 

watermark. DWT is applied on SVD cover image and QRcode image. The inverse transform on watermarked image 

andadd the frame into video this watermarked (include logo andQR code image) the video file sends to authorized 

customers.In the reverse process check the logo and QR code forauthorized ownership. These experimental results can 

achieveacceptable imperceptibility and certain robustness in videoprocessing.  

 

2) An Optimized Un-Compressed Video Watermarking Scheme based on SVD and DWT 

 

In this paper, we present a novel fast and robustvideo watermarking scheme for RGB uncompressed AVI 

videosequence in discrete wavelet transform (DWT) domain usingsingular value decomposition (SVD). For embedding 

scenechange detection is performed. The singular values of a binarywatermark are embedded within the singular values 

of the LL3sub-band coefficients of the video frames. The resultant signedvideo exhibits good quality. To test the 

robustness of theproposed algorithm six different video processing operations areperformed. The high computed PSNR 

values indicate that thevisual quality of the signed and attacked video is good. The lowbit error rate and high 

normalized cross correlation valuesindicate a high correlation between the extracted and embeddedwatermark. Time 

complexity analysis shows that the proposedscheme is suitable for real time application. It is concluded thatthe 

embedding and extraction of the proposed algorithm are welloptimized. The algorithm is robust and shows an 

improvementover other similar reported method. 

 

3)Content -Dependent Spatio-Temporal Video Watermarking using 3 - Dimensional Discrete Cosine Transform. 

 

In this paper we propose a content-dependentspatio-temporal watermarking scheme for digital 

videos.Contentdependency is achieved by incorporating the hash of the videosequence into the watermark. The video 

sequence is treated as a3-dimensional spatio-temporal signal for the purposes of videohash computation and watermark 

embedding and detection.Our experiments show that the video hash algorithm has gooddiscriminating power and 

robustness against various attacks.The watermark is also shown in the experiments to have goodrobustness against a 

variety of attacks, in particular when thewatermark is copied from one video sequence to another. 
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4)Video Watermarking Scheme Based On Robust QR-Code. 

 

Nowadays, one of the popular multimedia data exchanged in the internet is Digital video. Protectionrequires in requires 

enhancing safety in commercial activity on the internet as well as media. Widely interesting research is the 2D Barcode 

with a digital watermark is in the field of security. By using the Quick Response (QR) Codetechnique, in this paper we 

recommend a video watermarking with text data. Via a robust video watermarking schemethe QR Code is prepared to 

be watermarked based on the SVD (singular value decomposition) and DWT (DiscreteWavelet Transform). SVD is an 

attractive arithmetical transform for watermarking applications. In addition to that logo(or) watermark gives the 

authorized ownership of video document. For the cover I-frame the SVD is applied. With logo(or) watermark there 

fused the extracted diagonal value. For SVD cover image and QR code image the SVD is applied.The watermarked 

image inverse transform and add the frame into video, to authorized customers this watermarkedvideofile sends. In the 

reverse process for authorized ownership check the logo and QR code. Acceptableimperceptibility achieved by these 

experimental results and in video processing there certain robustness. 

 

5)A Watermark Technique based on SVD and DWT composite Function with QR-code. 

 

Nowadays, due to development in digital image and internet technology common users can easily copy important data 

andproduce illegal copies of image. So digital multimedia data exchange through internet is main idea which requires 

protection toenhance security, to resolve the copyright protection problem of various multimedia data and image, we 

propose differentwatermark technique used for data hiding by applying the QR Code technique. By using QR code we 

have propose DWT(Discrete-Wavelet-Transform), SWT (Stationary-Wavelet-Transform), SVD (singular-value 

decomposition) methodology forwatermarking technique. The 2D barcode with a digital watermark is a widely interest 

research in security. The combination ofDWT and SWT with SVD give better security, robustness andimperceptibility. 

 

6)Digital Video Watermarking Using DWT-DFT Transforms and SVD Technique 

 

In modern years there is no difficulty to makeperfect copies which guide extensive unauthorized copying,which is an 

immense concern to the film, music, software andbook publishing industries. Because of this unease overcopyright 

issues, many technologies are developed to defendagainst illegal copying. Use of digital watermarks is one ofthese 

technologies. Watermarking does the embedding anownership signal into the data directly. So that, the signal isalways 

present with the data (image, audio, video). DWTDFT-SVD techniques are used in the proposed scheme toimprove the 

robustness and overall computationrequirements. The proposed algorithm is tested using threevideo sequences of 

different format. In this approachachieved PSNR of the original and watermarked video signalis more than 60 dB. The 

proposed scheme shows highrobustness against several attacks. 

III. METHODOLOGY 

 

We propose a new broad error diffusion based halftone visual watermarking (EDHVW) strategy, Content aware 

Double-sided Embedding Error Diffusion (CaDEED). By means of thinking about the normal watermark unraveling 

execution with particular substance of the cover pictures and watermark, diverse commotion resistance capacities of 

different cover picture content and the diverse significance levels of each pixel (while being seen) in the mystery design 

(watermark). 

 

 

 
 

Figure: System Architecture 
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In the below architecture diagram describes user provide his input video file, text data and security key for hiding 

data into Video. The process of system is to collect necessary input from user and Encode the data into Video and 

Generate Watermark Video Similar to Input Video. When user wants to decode it then user needs to provide watermark 

video file and security key which is already used for encoding process. System validate watermark video and security 

key of user and decode the message from the video which is called as extracted data from the video. It is more secure. 

IV. CONCLUSION  

 

This method has achieved the improved imperceptibility and security watermarking. In this QR code encoding 

process and get excellent performances. In the first method watermark was embedded in the diagonal element. On the 

other hand embedding text messages in the QR code image. So, the dual process given two authentication detail. The 

logo is located very safely in the QR code image. This method is convenient, feasible and practically used for providing 

copyright protection. Experimental results show that our method can achieve acceptable certain robustness to video 

processing. 

In our future work, we will extend our proposed system related to video compression and continue to investigate the 

performance of the proposed scheme for a wider range of video inputs and attacks. Furthermore, we will also 

investigate techniques to increase the robustness of the scheme against temporal attacks 
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