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ABSTRACT: The project entitled “ DATA INTEGRITY PROOF IN CLOUD COMPUTING” has been envisioned as 

the de-facto solution to the rising storage costs of IT Enterprises. The high costs of data storage devices and rapid rate 

at which data is being generated it proves costly for enterprises or individual users to frequently update their hardware. 

Apart from reduction in storage cost, data outsourcing to the cloud also helps in reducing the maintenance. Cloud 

storage moves the user’s data to large data centres, which are located remotely, on which user does not have any 

control. The data storage in cloud is much effective way, however this feature of the cloud faces many new security 

challenges which need to be clearly understood and resolved. Provides a cloud data integrity method for customers to 

verify that their data is correct in the cloud. This proof of integrity is negotiable both with the cloud and with the 

customer, and can be included in service level agreements (SLAs). 
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I.INTRODUCTION 
 

Here we deal with the problem of implementing a method or algorithm for obtaining a proof of data possession in the 

cloud sometimes referred to as Proof of irretrievability (POR).Thisproblem tries to investigate and to find a proof that 

the data stored by a user at a remote data storage in the cloud (called cloud storage archives or simply archives) is not 

modified by the archive and thereby the integrity of the data is ensured. Thiskinds of proofs are very much helpful in 

peer-to-peer storage systems, network file systems, long-term archives, web-service object stores, and database 

systems. Such verification systems prevent the cloud storage archives from modifying the data stored in it without the 

consent of the data owner by using frequent checks on the storage archives. Such checks must allow the data owner to 

efficiently, quickly and securely verify that the cloud archive is not cheating the owner. The main aim of this project is 

to ensure maximum integrity to user’s data that they considered to be valuable assets. 

 

II.RELATED WORK 
 

The verification of remotely stored data has recently attracted a lot of growing interest [2]–[4]. For the first time, 

Ateniese et al"provable .'s data possession" (PDP) methodology for confirming file ownership takes public auditability 

into account on unreliable storage. They achieve public auditability with their system by using RSA-based 

homomorphic tags for auditing outsourced data. Ateniese et al. do not take into account the scenario of dynamic data 

storage, and extending their plan directly from the static data storage case to the dynamic case may have design and 

security issues. Ateniese et al. suggest a dynamic variation of the earlier PDP method in their following work. The 

system sets an a priori limit on the amount of queries, however, and it only supports very basic block operations with 

extremely limited capability. Block insertions thus cannot be supported. 

 

III.METHODOLOGY 
 

The algorithm automatically generates security key without user interaction that contains only text regions to be 

imprinted. Here the client has to register with the cloud to get access to cloud storage. The client can sign in only by 

entering a security key sent to mail to view his home page. If he wants to upload afile, he will be provided with an 

encryption key and to download the file a key will be generated and forwarded to mail. Only with the key the client can 

do any operations on cloud storage. Admin and TPA will maintain the client files and ensure data integrity and 

security. 
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IV. EXPERIMENTAL RESULTS 
 

Fig(a) In home page, data stored remotely can be controlled by admin, TPA or user by signing in to website. The 

information stored in archive is not modified by anyone as only authorised persons are able to view the information. 

Before viewing their individual home page they have to sign in separately in main home page. Fig(b) Data outsourcing 

to cloud server is becoming more popular among many people because of economic benefits. The owner of cloud 

storage will be provided with security key each time he tries to login in. This method ensure security as each time he 

will be provided with different security key. Fig(c) Verifies files before placing them in archive and add some metadata 

to a file and save it to archive. At the moment verifiers use this metadata to verify the integrity of data. Here the 

checking of data integrity is done each time file is uploaded and downloaded. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

        Fig(a)  Home Page                                                                                                              Fig(b) Owner Security 

 

 

 
 

Fig(c) Owner Home page 

 

V. CONCLUSION  
 

“DATA INTEGRITY PROOFS IN CLOUD STORAGE” project have worked to facilitate the client in getting a proof 

of integrity of the data which he wishes to store in the cloud storage servers with bare minimum costs and efforts. Our 

method was developed to reduce the computational and storage overhead of both the client and cloud storage server. At 

the client we only store two functions, the key generator function g, and the function h which is used for encrypting the 

data. Hence the data storage at the client is very much minimal and this scheme proves advantageous to thin clients like 

PDAs and mobile phones. 
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