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ABSTRACT: WSN is very applicable for many crucial applications such as patient monitoring, environmental control,
Battlefield environments or military, rescue or emergency operations, natural disaster relief operations, transport
systems and conferences. So this WSN is best suited for sending specific or sensitive or confidential information to a
specific person. But the security of information’s in general is very low in wireless networks, and so in this advanced
method uses a more satisfactory method for security in this category of environment, so, here TDES algorithm utilize
for the security purpose. Generally, a lot of power is required for devices when utilizing the Network. If it wants to
ameliorate the lifetime of Networks, need to diminish the energy consumption of the WSN. This presentation method
uses the LDC algorithm to well planned and so lessen the energy. So this paper, WSN utilizes two very efficacious
methods to maximize security purpose of salient news and diminish the energy consumption of the WSN. In this paper,
those algorithms have successfully addressed the need for this proposed method.

KEYWORDS: WSN, security, energy consumption, TDES (Triple Data Encryption Standard), LDC (Low Duty
Cycle)

I. INTRODUCTION

Ad-hoc networking allows new devices to maintain the connections of the network, and can add devices if
needed and delete them if not needed. The WSN is a genre in this respect; But WSN's applications are a bit different. It
is controlled by its power sources, from high-powered large-scale networks of small, fixed-networks.

One of the critical issues of Wireless is security and energy consumption. The main purpose of this proposed
method is to improve the efficiency and operation of the WSN. Why energy consumption is so important in WSN's
critical issues is that WSN nodes are powered by battery. So the focus of this researcher turned to issues of safety and
energy consumption. If the power of the WSN node is low, the routing capacity of the WSN is reduced, thus, reducing
the efficiency and longevity of the network. The advancement of technology at Battery has been far behind the
development of semiconductor technology. Therefore, reducing the energy consumption at the nodes is essential here to
improve the performance of the Network.

If WSN uses wireless transmissions, the protection of data is essential. From the node of each mobile, it is
very difficult to implement a secure control center. So this paper, the solution to both of these problems is making the
decision to solve.

Paper In [1], they have put forward some methods aimed at protecting the important data's used in WSN. For
that purpose, the researcher had put forward some attacks. In it, Black hole called the attack very important. But there is
no great benefit to it. When using the WSN Network, the power of the mobile phone is quickly exhausted due to the
low battery in the nodes. In [2], focusing on this concept, they used the AODV protocol. This is a routing protocol, so
by selecting routes for routing, they reduce the breakdown of the connection. But this AODV method did not improve
that much.

In [3], they have proposed the process of enhancing the effectiveness of QOS and protections. Researchers
have considered two solutions, using the CLD method to improve the performance of the QOS and the SSV method to
increase the security. But this too is not used to that extent. In [4], the aim is to reduce the energy consumption in the
nodes and increase the lifespan of the network. So the researchers decided to solve their problem using the method of
EAODV. They have developed EAODYV and differentiated it with AODV, DSDV and DSR, but security is limited.

In [5], each person using the WSN network, to security can must gave simply use their own address. For that
they have used the DDH, DSR and HASH function, but this increases the energy. In [6], we show that when data
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transmission takes place, energy consumption depends on the data. Researchers in the sixth paper have therefore used
the NS2 technique to reduce energy consumption, but this does not safety to data.

In [7], researchers focus on nodes because data is transmitted only by nodes. As they research those nodes, the
nodes are exposed to some harmful attacks. So they used two methods, AODV and NS2, but it takes a lot of energy. In
[8], we used the DSR because that the nodes are operate by battery. In addition, they have said that AODV is doing less
than a DSR. In [9], data on the transmission of vulnerabilities, such as DOS, are affected, so the author of in this paper
has tried to protect the WSN. So they used this IDS idea. But it did not succeed.

In [10], Next generations considering the high use of this WSN system, the editor of the 10" paper chose the
REDEAR method. But there was very little security involved.

II. TDES / 3DES USED FOR SECURITY PURPOSE

Since the security of confidential data is very low in this WSN system, this proposed method uses the
TDES/3DES method. This TDES system is based on DES. Therefore, it is very easy to change the software used
before, to use Triple DES. It has high reliability; In addition, it uses a long key to prevent multiple attacks. If used
correctly, this TDES method will keep data secure in effectively.

The key-K of the 3DES must be generated before using the 3DES. It contains three different types of keys:
K1, K2 and K3. This means that, length of 3TDES key 3x56 = 168 bits. The concept of encryption can be found in:

‘ 64-BIT PLAINTEXT ‘ ‘ 64-BIT PLAINTEXT ‘
Ly
¥
‘ DES CIPHER }1— K1 ——b{ DES REV.CIPHER ‘
= =
S l S
E E
= ‘ DES REV.CIPHER }‘_ K2 _+{ DES CIPHER ‘ =
(] [
& l =]
‘ DES CIPHER }‘_ K3 _45‘ DES REV.CIPHER ‘
Iy
¥
‘ 64-BIT CIPHERTEXT ‘ ‘ 64-BIT CIPHERTEXT ‘

Fig.1: Encryption and Decryption

Encryption and Decryption is specified in the following steps:
1. To encrypt simple text modules, use single-DES with key K1.
To decrypt the output of step one, use a single DES with the key K2.
To re-encrypt the output of step two, use a single DES with key K3.
Finally, the release of Step Three is the Cipher Text.
To decrypt the cipher text again, first decrypt it using a key K3.
Then encrypt with K2 and finally decrypt with K1.
This TDES system has activities like encrypt-decrypt-encrypt. This process can be implemented by assigning
the same value to K1, K2 and K3 in DES.
Encryption can be defined by the following mathematical equation:
Cipher text = E-K3 (D-K2 (E-K1 (Plain text)))
Decryption can be represented by the following equation:
Plain text = D-K1 (E-K2 (D-K3 (Cipher text)))
It is very easy to implement this 3DES method in both hardware and software and more secure compare with
other cryptography algorithms.

AN e

LDC FOR ENERGY CONSUMPTION

The energy consumption is greatly enhanced by the use of the WSN system to exchange information here. In
addition, we used 3DES in this paper to make data secure, It takes a lot of energy to protect data in a very efficient way.
Therefore, this paper uses LDC to reduce this energy consumption potential. That means the goal of LDC is to put it to
sleep when mobile nodes are out of work. What this means is that sleeping of the nodes will not make sense of
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unnecessary activity, reducing data storage and energy. In this case, a certain node can only sleep, and then other nodes
can collect information.

In this paper use the Berkeley MAC type in LDC. B-MAC defines the waking period of the entire LPL
structure, it call this the Check interval. The Check interval is denoted by T;. The check interval consists of two parts,
the listen interval and the sleep interval. The total number of important power consumers of the sensor node has five:

1) Transmitting energy E

2) Receiving energy E,,

3) Listening energy Ejigen

4) Sampling sensor data energy Eqensor
5) Energy of sleeping Egeep

Total energy E can be calculated by the following equation:

E= Etx + Erx + Elislen + Esensor + Esleep

The time it takes for each node to sensor the collect information and sample is 1100ms. The sampling rate can
be as follows:

Ry=1/ (T, * 60)

Where,

R = sampling rate
T, = Time to sensor

The sampling rate is chosen depending on the network conditions and the requirements of the application. The

energy-related sample data, Eg.,, S given below.
Fd = Tsensor * Rs
Esensor = Fd * CsensorV
Where,
F,= Frequency of sample data
Censor = Current consumption of sample data
V = Supply voltage

s Tpremuble 4"

8 | C
Source

I Channel sampling

>
T Preamble Time I:I Data frame
R I I Wait | I B Carrier sensing
Destination :
T — T,(—» Time

Fig.2: Operatlon of Berkeley MAC

The energy is consumed depending on the length of the preamble packet and data packets. Thus the energy of
the exchange can be stated as:
Fu=R,* (Npreamble + Naata) * Texp
Elx = le * Clbe

Where,

F\« = Frequency of packet transmission

Npreamble = length of the preamble packet

Nyaa = Times of Data packet generated

Ty = Time taken to exchange 1 byte

Cyp = the energy taken when exchanging 1 byte
The receiving power of a node is shaped by the reception of packets from its n neighbors, the power of that

receives data is stated as follows:
Frx <n * Rs * (Npreamble + Ndata) * Trxb
Ey=Fy* CyV

Where,

F.x = Frequency of received packet transmission

T.xp = Time taken to received 1 byte

Cix» = the energy taken when receiving 1 byte
The length of the preamble packet is,

I\IpreambleZ [T1 / Trxb]
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The value of Eg,ppie is 17.3 PJ. The energy consumed when the node is listening:
ElistenS Esample * (1 /Tl)
The frequency of listening and transient timing can be specified as follows:
Fhsten (Trlmt + Tron + Trx /xt Tsr) * (1 /'T; )
Ttran51ent = Trmll + Tron + Trx /tx
Where,
Tinic = Time taken to start the radio
T,.n = time taken to turn on the radio and its oscillator
T, = time taken to switch the radio to the receive mode
T, = time taken to sample the channel.
Sleep time refers to the time remaining for each second. The energy consumed is as follows:
Tsleep =1 —Fx = Fu = Ta— Tiisten
Esleep = Tsleep * Csleepv
Where,
Ciieep = current consumed while a node is sleeping
Tgieep = time taken while a node is sleeping
Finally, the amount of energy consumed during the transmission of information was reduced and was
calculated as less energy.

III. RESULTS AND DISCUSSION

The main purpose of this study is to address the issues that come up when using WSN. It uses some methods,
with the purpose of making it more efficient than the previous application. This study is based on the performance of
the sensor nodes. Using these methods efficiently improves the lifetime of Network, reduces energy and provides
greater security.

DES TRIPLE - DES
Key size (bits) 56 112 or 168
No. of rounds 16 48
No. of sub keys 16 48
Key generation Shift permute Shift permute
Block size (bits) 64 64
Mathematical XOR, Fixed S - XOR, Fixed S -
operations Boxes Boxes
attack Broken: Brute No known attack
Force, 1998
Memory used 18.2 20.7
(KB)

Table 1: Comparison between DES and 3DES

In Table 1, the algorithms such as DES and 3DES are compared based on performance. In that, it is difficult to
steal the data incorrectly, as the TDES algorithm is more than DES in key size. Because of the number of rounds and
the number of sub keys of TDES is more than DES, So difficult to access in the application. Memory size of the TDES
is also more than DES.
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Fig.3: Comparison of Security Performance

In Fig.3, TDES's the efficiency of security is higher in percentage compared to the DES method. This has
therefore increased the effectiveness of the protection of the WSN.
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Fig.4: Comparison of Energy Consumption Performance

In Fig.4, the S-MAC is higher than the B-MAC compared to the energy consumption efficiency. Thus, B-
MAC is considered to be the best at reducing energy consumption. Therefore, it can greatly reduce energy consumption
when using WSN.

IV. CONCLUSION

This current paper is developed with the intention of making it comfortable to use for all users of WSN
without any harm. That goal is to increase safety and reduce the energy consumption. We used the TDES system to
focus on security. This TDES system has given 95% percent of security efficiency. So this has proven to be the best.
We then used the B-MAC with the aim of reducing the energy consumption. It transports the energy much less than the
S-MAC. Therefore it is best suited to WSN. We implemented the performance of these two algorithms in the NS-2.3
(Network Simulator-version 2.3).
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