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ABSTRACT: Efficient and secure Conditional Access Systems (CAS) are vital for ensuring the secure delivery of
multimedia content in digital TV services. This paper presents two innovative approaches to enhance CAS for Pay-TV
systems. The first approach introduces a centralized key distribution scheme that optimizes group dynamics, offers
flexibility in channel package composition, and incorporates efficient load balancing mechanisms at the Group
Controller (GC) side. This scheme leverages an Optimal Binary Search Tree (OBST) data structure and Finite State
Machine (FSM) to expedite channel package searches and provides efficient mechanisms for user joining and leaving.
The second approach introduces a novel key distribution scheme based on algebraic group theory, combining the
advantages of both hierarchical and centralized systems. It offers channel package composition flexibility, load
balancing at the GC side, and employs OBST with FSM for rapid package searches. This scheme is scalable and
efficiently accommodates any number of users while sharing the central server's computational load.

The proposed solutions address the challenges of efficient and secure multimedia content delivery in CAS for Pay-TV
systems, offering optimized channel package management, rapid channel access, and scalability for future growth.

In the realm of digital TV services, subscribers are granted access to channels they desire. Conditional Access Systems
(CAS) ensure the secure delivery of multimedia content by utilizing a Control Word (CW). Traditional key distribution
systems necessitate an extensive exchange of messages for frequent CW updates. The architectural framework of CAS
is depicted in Figure 1.

I. INTRODUCTION

This section introduces an innovative centralized key distribution scheme designed for Pay-TV systems, emphasizing
efficiency and security. The proposed scheme capitalizes on the dynamic nature of user groups and allows for flexible
channel package composition. It also incorporates an effective load balancing mechanism at the Group Controller (GC)

level. To expedite the retrieval of channel packages from the existing database, the scheme leverages the Optimal
Binary Search Tree (OBST) data structure in conjunction with a Finite State Machine (FSM). Additionally, it offers
efficient procedures for user departures and arrivals, whether for individual users or groups. To address the limitations
associated with hierarchical and centralized systems, a novel key distribution scheme is presented. This scheme draws
inspiration from algebraic group theory and combines elements of both tree-like and centralized systems. It preserves
the freedom to compose channel packages for Conditional Access Systems, includes provisions for load balancing at
the Group Controller (GC), and utilizes the OBST data structure and FSM for efficient channel package retrieval.
Furthermore, the proposed scheme is scalable, accommodating any number of users within the centralized architecture.
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Figure 1: Conditional Access System

The server load is also distributed among multiple sub-servers. The scheme further enhances efficiency by providing
streamlined procedures for individual and batch user departures and arrivals. It is well-suited for both Pay Per View
(PPV) and Pay Per Channel (PPC) multimedia services within Conditional Access Systems for Pay-TV systems.

II. LITERATURE SURVEY

Hanatani [13] proposed a Secure Multicast Group Management and Key Distribution in IEEE 802.21. The proposed
approach is based on Logical Key Hierarchy (LKH) architecture and scheme uses 'complete sub tree' for distribution
of group keys.

Mapoka et al. [14] proposed a slot based multiple multicast group key management (SMGKM) scheme for wireless
mobile communication. This scheme adopted two tier decentralized framework in which first part is domain level core
wired network and second part is a wireless network at area level.

Dong-Hyun Je et al [15] proposed a scheme to optimize the batch rekeying interval, batch rekeying cost and security
damage cost per unit time for multicast communication.

In Digital TV service, subscribers get the access of channels of their interest. In Conditional Access Systems (CAS),
Control Word (CW) is used to deliver the multimedia content to legitimate subscribers securely. In order to update the
Control Word frequently, a large number of messages are exchanged in the conventional key distribution systems.
Due to large number of messages, quality of the multimedia content and timely delivery of the multimedia content are
major concerned.

In the context of Cloud Computing, key management becomes challenging due to multiple servers sharing resources
and the dynamic nature of server availability. Ramaswamy et al. [59] analyzed cryptographic key management issues
and challenges in cloud services, while Song et al. [60] explored key agreement protocols for cloud computing using
elliptic curve Diffie-Hellman (ECDH) secret sharing.

Liu et al. [16] proposed a key management system for Advanced Metering Infrastructure using the key graph. Odelu et
al. [17] introduced an authenticated key exchange scheme for integrated electronic patient records (EPR) systems,
while Chiou et al. [18] proposed a secure broadcasting scheme based on the Chinese Remainder Theorem, designed
for communication channels like radio and satellite.

As Supervisory Control And Data Acquisition (SCADA) systems became more interconnected with the internet, they
faced increased vulnerability to cyber attacks. Choi et al. [19] proposed hierarchical key management schemes for
SCADA systems, and later, Choi et al. [64] extended their work with a hybrid key management framework. Rezai et
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al. [20] presented an architecture for SCADA network security that used elliptic curve cryptography and symmetric
approaches to optimize communication cost.

In key management, both key distribution and key revocation are crucial stages for strengthening the overall security
of the cryptographic system. While various key distribution schemes have been proposed based on application needs,
automatic key revocation has received relatively less attention in the literature [21], [22]-[25].

III. SYSTEM DESIGN

Each Group Controller (GC) organizes the city's users into various groups based on their channel subscriptions.
Members who have subscribed to the same channels are grouped together. Initially, there are 'm' groups of members, or
in other words, 'm' active channel packages in the city. The number of active channel packages may fluctuate as
members shift from one package to another, join or leave. There are 'd' total channels available, with 'r' channels
remaining idle—meaning none of the members have subscribed to any of these 'r' channels. The 'm' active channel
packages collectively contain 'd-r' active channels.When a new member subscribes, they gain access to the channels
included in their selected channel package. If a member chooses not to subscribe to any existing package, the GC
creates a new package containing the selected channels. A channel package is dissolved and marked as inactive if it
contains only one member, and that last member also leaves the package. For every channel package, the Group
Controller (GC) generates a distinct package key denoted as m, along with a unique Group Package Key (GPK).
Subscribers who have subscribed to a particular package receive the GPK by using the package key n. The Control
Server (CS) distributes the Global Key (GK), which includes the Control Words (CWs) for all the channels, to all
Group Controllers (GCs). The GCs, in turn, provide the GPK, which comprises the CWs for the channels within their
respective packages, to the subscribers who have subscribed to those specific packages. Subscribers use the package
key 7 to decrypt the GPK. With the CW and the descrambling algorithm, subscribers can descramble the content of the
channel.

Central Server
with GK
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Channel

Channe Channel package- m
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Figure 2: Key Management Architecture of Proposed Conditional Access System
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GC initiates the setup process for each channel package individually. If there are 'm' active channel packages, then the
GC initializes 'm' such setups. To begin setting up a channel package for 'n' members, the GC chooses two large prime
numbers, denoted as pl and p2, as well as a number q. The selection criteria are as follows: pl is less than or equal to
one-fourth of p2, p2 is greater than q, and q is less than or equal to one-fourth of p2. The size of each prime number (in
terms of bits) is consistent and determined by a fixed threshold value set by the Control Server (CS), denoted as d1
bits.

The GC forms multiplicative groups, zpl* and zp2*, over the prime numbers pl and p2, respectively. Next, the GC
selects a random value, represented as x, from the zp1* group. Using this randomly chosen value x, the GC computes a
threshold parameter, denoted as 1, which is equal to x + q. It's important to note that as x varies, 1 also changes
accordingly. Additionally, the GC selects a random element o from the zp2* group.

Channel Package Assignment Mechanism: When a user subscribes to a specific set of channels, the first step is to
determine whether the channel package containing those selected channels already exists. If the channel package for the
selected channels is already available, the user can join the group of subscribers associated with that package. However,
if the set of selected channels either includes or is a subset of each available channel package, a new channel package
consisting of the selected channels is created by the Group Controller (GC).

To expedite the process of identifying the available channel package for the selected channels, all channels are
organized using an efficient data structure. Each GC categorizes the channels into three groups:

Active Channel Packages: These are packages that have at least one subscriber.

D-Active Channel Packages: These are packages that currently have no subscribers but were active channel packages in
the past.

Set of Individual Channels: This group comprises channels that are not part of any active channel package or D-Active
channel package.

It's important to note that any channel or group of channels may be a subset of any active channel package or D-Active
channel package. To facilitate efficient searching for the appropriate channel package, all channel packages are
organized using an Optimal Binary Search Tree (OBST) data structure, as illustrated in Figure 3.

H [Pk:-]_. LEE-E“].-D

0101
HI:F": '.:I.l H [pki:l.-
0.15,1 0.10,1 Level-1
5
\ |
Idg, Ids, Hipks), Hipks],
0.05,NA 0.10,NA 0.05,0 0.20,1
Ids, Ids, Ids, Ide,
0.05,NA 0.05,MA 0.05,MA 0.10,NA

Figure 3: OBST for Channel Package Search
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IV. RESULTS
Node (i) 0 1 2 3 4 5
Search 0.15 0.10 0.05 0.10 0.20
probability(Pi)
qi 0.05 0.10 0.05 0.05 0.05 0.10
Table 1: Search Probabilities of Nodes
Node Depth Search Probability Expected Cost Contribution
H(Pk1) 1 0.15 0.30
H(Pk2) 0 0.10 0.10
H(Pk3) 2 0.05 0.15
H(Pk4) 1 0.10 0.20
H(Pk5) 2 0.20 0.60
H(IdO) 2 0.05 0.15
H(Id1) 2 0.10 0.30
H(Id2) 3 0.05 0.20
H(Id3) 3 0.05 0.20
H(Id4) 3 0.05 0.20
H(Id5) 3 0.10 0.40
Total 2.80

Table 2: Expected Search Cost

When tree becomes the sub tree of a node then cost of this sub tree increases by sum of all the probabilities
in the tree.
i i (3.6)
Whijl= ) B+ ) a=Whr—1]+p,+Wlr+1,
=1 I=i—1
Choose the root that gives lowest expected cost.

Qi—1» i=i—1

E[ij] = {Min {E[ir — 1] + E[r + 1,j] + W[iil. i<=r<=j 3.7

To avoid computing the W[i,j] from scratch each time, these values are stored in the table W[1...n+1,

0...n], where W[1,0] = q0 and W[n+1,n]= gn.
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V. CONCLUSION

The discussed approaches in this paper provide innovative solutions to the challenges faced by Conditional Access
Systems (CAS) in Pay-TV systems. Ensuring efficient and secure multimedia content delivery is crucial in today's
digital TV services. These proposed schemes aim to enhance CAS functionality, offering a range of benefits for both
service providers and subscribers.

The first approach introduces a centralized key distribution scheme that optimizes group dynamics, channel package
composition, and load balancing at the Group Controller (GC) level. Leveraging advanced data structures like the
Optimal Binary Search Tree (OBST) and Finite State Machine (FSM), this scheme streamlines channel package
searches, making them more efficient. Additionally, it provides robust mechanisms for user joining and leaving,
enhancing the overall user experience.

The second approach takes advantage of algebraic group theory to create a unique key distribution scheme that
combines the benefits of hierarchical and centralized systems. This scheme also supports flexible channel package
composition, load balancing, and rapid package searches using OBST and FSM. Its scalability ensures the
accommodation of a growing user base while efficiently sharing the central server's computational load.

In conclusion, these proposed solutions address the key challenges faced by CAS in Pay-TV systems, offering
optimized channel package management, fast channel access, and scalability for future expansion. By implementing
these schemes, service providers can enhance the security and efficiency of multimedia content delivery, providing
subscribers with a more robust and enjoyable television experience.
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