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ABSTRACT: Medical field deals with a lot of physical actions, reactions and responses. Most of the communication 

between doctor and the patient is not digital. But, it would be easier, if it was. This framework allows the patient and the 

doctor to have contact over a network. It also follows the security parameters, confidentiality, authentication and 

integrity, by encryption, access control policy and, key management. Only the authorized doctor will be able to view the 

patient file. This helps both the parties involved, as the doctor does not need to view every patient file and the patient 

need not worry about the security.
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1.INTRODUCTION 
 
Medical data stands out as a highly confidential and crucial subset, encompassing a patient's health records, medical 

history,diagnosis, and prescriptions. The sensitivity of this data necessitates stringent privacy measures, restricting access 

solely to the patient and their designated healthcare provider. Data, a versatile information resource, is particularly 

critical in the context of medical information, encompassing patient health records and other sensitive details. The rising 

importance of preserving the confidentiality of medical data has led to the development of many strategies. These 

strategies include secure storage, encryption, access control policies, and regulated data sharing, ensuring that only 

authorized individuals can access and interact with the information. This approach concentrates on the three security 

parameters, confidentiality, authentication and integrity. These parameters are the basic units to establish any security 

framework. Considering them, the framework has been designed. It also encompasses a secure infrastructure of the 

storage of patient information to ensure everything is only visible to the authorized. It employs encryption protocols to 

safeguard the information when it is transmitted. Access control policies are implemented to regulate user access. 

 
2. LITERATURE REVIEW 

 
Senthil Murugan Nagarajan's IoMT Security [1] utilizes RES-256 algorithm for ensuring  

confidentiality and integrity of medical data during transmission. While effective, it may pose computational demands in 

resource-constrained environments. Proper key management is crucial to avoid vulnerabilities. "Emerging security 

mechanisms for medical cyber-physical systems"[2] explores security advancements tailored for medical cyber-physical 

systems, focusing on addressing vulnerabilities, ensuring data integrity, confidentiality, and system reliability. It 

emphasizes adaptability to evolving cyber threats but acknowledges potential complexity and costs in implementation. 

"A secure IoT-based modern healthcare system with fault-tolerant decision-making process" [3] discusses designing a 

secure healthcare system leveraging IoT for connectivity and data exchange. It emphasizes fault-tolerant decision-

making processes to ensure system resilience without compromising patient care. Challenges may include technical 

expertise required for implementation. "Secure health data sharing for medical cyber-physical systems for the healthcare 

4.0"[4] focuses on designing secure health data sharing mechanisms within medical cyber-physical systems, aligned with 

the Healthcare 4.0 paradigm. It utilizes user-centric design and evaluates performance on smartphone platforms for 

efficiency. "Secure Medical Data Sharing For Healthcare System"[5]  proposes a mechanism for secure distributed data 

storing and sharing, using data splitting and encryption approach. It ensures data recovery requires approval from trusted 

nodes, enhancing robustness and minimizing transmission delays. An iterative algorithm optimizes node selection for 

data storage. 
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3. PROPOSED METHOD 
 
3.1 Registration and Login 
The proposed method is an interface or a framework that enables an easy communication time between patient and his or 

her requested doctor. To enter into the interface both the patient and doctor need to either register or login. The login 

page is the first page that will come up, seeking the email and password of the doctor. If the doctor is not yet registered 

there is an option for a new user to click and register as shown in Figure 3.1.1. 

 

 
 Figure 3.1.1 Doctor Registration page 

 

In this page , the details of the doctor are to be filled in. They include, name, email, a new password, date of birth and 

contact number. Attribute section of the details is the type of specialist the doctor is referred to as, so it will become easy 

when taking up cases. As shown in Figure 3.1.2, the doctor fills up all the information and the login page opens up again. 

The doctor can then put in the password that was previously created and gain access to the interface. 

 

 
  Figure 3.1.2 Doctor Login page 
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Similarly, the patient login and registration takes place. 

 
Figure 3.1.3 Patient Registration page 

 

 
       Figure 3.1.4 Patient Login page 

 

 3.2  File Upload and Key Generation  

 

After the patient registration and login page the patient will be able to upload a text file in which he or she would address 

their concerns. As shown in figure 3.2.1, the patient will be able to upload a text file, while also entering his or her id and 

selecting the type of doctor they want to consult.    
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   Figure 3.2.1 Patient file Upload 
After uploading the patient will be able to view data like it is shown in Figure 3.2.2 

 

 
Figure 3.2.2 View Data 

 

Then there is a key generation option that generates a unique key for that specific file. When it is clicked the page 

immediately shows ‘Key generated successfully’, as it appears in Figure 3.2.3. 

 
 Figure 3.2.3 Successful Key Generation 

 
From the patient's side, keys generated can be viewed along with encryption time of the data as well as the cipher text 

like shown in figure 3.2.4. 
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 Figure 3.2.4 View Keys 

 
 3.3 Key Requests and Receiving Files  
In the doctor’s side of the interface, he or she will be able to see a series of files in encrypted form. If the doctor wants to 

view and treat a certain patient, they can send for a key request. Then the key request will be sent successfully as shown 

in the Figure 3.3.1 

 
  Figure 3.3.1 Send Request 

The patient will immediately receive a request along with the doctor’s attribute. If the request is sent by the specialist the 

patient wants to consult , he or she will be able to verify and send the key( Figure 3.3.2) The key will be sent to the 

doctor’s mail from which he or she can copy the key for further process as shown in Figure 3.3.3 

 

 
  Figure 3.3.2 Send Key 
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   Figure 3.3.3 Mail 

 
The file can be downloaded by the doctor after the correct key is given and if the wrong key is provided it denies the 

access (figure 3.3.3 and 3.3.4). 

 

 
 Figure 3.3.3 Download 

 
Figure 3.3.4 Key Not Matched 

 

 The doctor is now able to view and diagnose the patient’s concern. The communication between both the parties is 

established successfully and securely. One way communication is not sufficient when it comes to medical issues. The 

doctor should also be able to send his or her answer as a prescription to the patient. To achieve that, there is an option 

called share prescription that allows the doctor to write medication and tell the patient what to do further with the 

condition as mentioned in Figure 3.3.5 

http://www.ijirset.com/


International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET) 

                                       |e-ISSN: 2319-8753, p-ISSN: 2347-6710| www.ijirset.com | Impact Factor: 8.423| A Monthly Peer Reviewed & Referred Journal | 

     || Volume 13, Issue 4, April 2024 || 

        | DOI:10.15680/IJIRSET.2024.1304230 |  

  IJIRSET©2024                                                        |     An ISO 9001:2008 Certified Journal   |                                                    4751 

 

 

 
Figure 3.3.5 Prescription 

 

 The screen will show that the prescription is sent successfully. On the other side, the patient receives the prescription 

and will be able to  view it directly like it is shown in Figure 3.3.6. 

 

 

Figure 3.3.6 Prescription View 
 

4. RESULTS 
 

The encryption algorithms such as AES encrypting data of different types and sizes. Parameters like key lengths and 

modes of operation will be varied to analyze their impact on encryption strength and speed.  Encryption time for existing 

methods and proposed methods is compared  

based on the values of Table 4.1 and Figure 4.1 shows the graph of encryption times.

 
Table 4.1 
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Figure 4.1 

 

Just like encryption. We use AES algorithms to decrypt the encrypted data, evaluating the speed and accuracy of the 

decryption process. The comparison is based on Table 4.2 and the graph is shown accordingly in Figure 4.2. 

 
   Table 4.2 

 
Figure 4.2 

 
5. CONCLUSION 

 
The results of this study indicate that the proposed security and privacy mechanisms effectively prevent unauthorized 

access to patient data, thereby bolstering confidentiality and protecting healthcare services from potential vulnerabilities 

and attacks. The utilization of public and private keys, along with strong password protection, ensures controlled remote 

access while maintaining data confidentiality. By enhancing security measures and protecting patient data, the ultimate 

goal is to improve patient care, elevate medical standards, and ensure the integrity of healthcare services in the digital 

age. 
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