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ABSTRACT: Security has become a major concern in both residential and commercial areas due to increasing crime 

rates. Traditional surveillance systems, though effective, require constant human monitoring and can be inefficient 

during emergencies. This paper presents a smart intruder detection and alert system utilizing Internet of Things (IoT) 

technology combined with motion sensors and microcontrollers. The proposed system automatically detects 

unauthorized entries and sends real-time alerts to the user via SMS or app notifications, enhancing situational 

awareness and response time. The design is low-cost, scalable, and can be integrated into existing security 

infrastructures. 
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I. INTRODUCTION 

 

Security and surveillance are fundamental components in safeguarding residential, commercial, and industrial premises. 

With the rise in urbanization and the corresponding increase in property crimes, there is a growing need for efficient 

and intelligent security systems that operate autonomously and in real-time. Conventional systems, such as manual 

surveillance or alarm-based systems, are not only resource-intensive but also prone to human error. The evolution of 

smart technologies, particularly the Internet of Things (IoT), has paved the way for more advanced and cost-effective 

security frameworks. 

 

IoT enables devices to communicate over the internet, making it possible to create interconnected networks of sensors 

and controllers for real-time monitoring and control. In the context of security, this means that intrusions can be 

detected, identified, and reported almost instantaneously, greatly reducing the time between threat detection and 

response. 

 

Modern intruder detection systems aim to improve reliability, reduce false positives, and enable remote access and 

control. The integration of components such as Passive Infrared (PIR) sensors, cameras, GSM/Wi-Fi modules, and 

microcontrollers like Arduino or NodeMCU creates a robust system for detecting unauthorized access. In this paper, we 

propose a smart intruder detection and alert system that is low-cost, scalable, and suitable for home or small office use, 

leveraging IoT and basic sensor technologies. 

 

II. LITERATURE SURVEY 

 

A number of studies have explored various techniques for intruder detection, ranging from simple motion sensors 

to AI-based facial recognition systems. 

 

Rani & Kumar (2018) [1] designed a GSM-based intruder alert system using PIR sensors and microcontrollers. The 

system provided real-time alerts through SMS, making it accessible in non-internet areas. However, the design was 

basic and lacked features such as image capture or IoT connectivity. Gupta et al. (2019) [2] developed a home 

automation and surveillance system integrating the Blynk IoT platform and NodeMCU. Their system allowed remote 

access to sensors and appliances via smartphones. While it offered basic security features, its primary focus was home 

automation, not intruder detection. Patil et al. (2019) [3] implemented a surveillance system using ESP8266 and a 

camera module, storing images on a cloud platform. It effectively captured intruder images and allowed remote 

viewing. However, the system had delays in image uploading and lacked real-time alert capabilities. Jain & Rathore 
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(2020) [4] proposed a dual-layer security system using RFID for authentication and PIR sensors for motion detection. 

The design aimed to reduce false positives by verifying authorized entries. This increased accuracy but added cost and 

complexity to the overall setup. 

 

Nair et al. (2020) [5] introduced a smart door security system using facial recognition, integrated with PIR sensors to 

enhance detection. The system successfully differentiated between known and unknown individuals. Nevertheless, it 

required powerful processing hardware and high-resolution cameras for accurate recognition. Chatterjee et al. (2020) [6] 

focused on a wireless sensor network (WSN) model for multi-node intruder detection. The proposed system achieved 

reliable long-range communication between sensors. Although scalable, the setup was expensive and complex for 

residential applications. Deshmukh et al. (2021) [7] implemented an affordable, Arduino-based intruder detection 

system using GSM for messaging alerts. It was designed for small households with minimal installation requirements. 

The system worked reliably but didn’t support visual monitoring or internet-based alerts. Saxena & Yadav (2021) [8] 

presented a GSM and cloud-based alert system that could store data logs and send SMS alerts to users. They also 

explored how cloud integration improves tracking and audit trails. However, it raised privacy concerns due to lack of 

encryption and data security. 

 

Tiwari et al. (2021) [9]  proposed a multi-sensor fusion approach using PIR, ultrasonic sensors, and cameras for 

accurate detection. The system minimized false positives and provided image evidence of intrusions. Its main drawback 

was cost, as it used several hardware modules. Rahman et al. (2022) [10] used Raspberry Pi and OpenCV for a motion 

detection and alert system. It could detect movement with high precision and send images to the user instantly. 

Although powerful, it required programming knowledge and setup was not user-friendly for the average consumer. 

Kumar & Tripathi (2022) [11]  implemented an IoT-enabled alert system using Firebase and mobile app notifications. 

Their solution provided fast and reliable alerts with minimal latency. While effective, it was dependent on stable 

internet connectivity for proper functioning. Mehta & Shah (2022) [12] built an AI-powered surveillance system using 

object detection models to distinguish intruders from other objects. The system effectively filtered false positives 

caused by pets or environmental changes. The tradeoff was high cost and the need for regular updates and training of 

the AI model. 

 

III. METHODOLOGY 

 

The proposed intruder detection and alert system is designed to monitor unauthorized movement in secured areas and 

immediately notify users through an alert mechanism. The system combines IoT technology, motion detection sensors, 

and communication modules to provide real-time, remote surveillance. 

 

III.1 SYSTEM ARCHITECTURE OVERVIEW 

The methodology follows a modular approach and includes the following major components: 

1. PIR Sensor: Detects motion by sensing infrared radiation from human bodies. 

2. Microcontroller (NodeMCU/Arduino): Receives input from the PIR sensor and processes it. 

3. Communication Module (Wi-Fi/GSM): Sends data to cloud platforms or directly alerts the user. 

4. Alert Mechanism: Sends notifications via mobile app (IoT dashboard), SMS, or email. 

5. Camera Module (Optional): Captures the image or video of the intruder for verification. 

6. Buzzer/LED (Optional): Gives an on-site audible or visual alert. 

III.2 WORK FLOW 

1. The PIR sensor constantly monitors the designated area for movement. 

2. When motion is detected, a digital HIGH signal is sent to the microcontroller. 

3. The microcontroller processes this input and triggers two responses simultaneously: 

o It activates an on-site alert (e.g., buzzer or LED). 

o It sends a notification via the communication module to the user. 
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4. If a camera is included, an image is captured and sent to the user via a cloud platform or mobile app. 

5. The system resets after the event is logged and prepares for the next detection cycle. 

III.3 BLOCK DIAGRAM 

 

Here's a visual representation of the system: 

 

 
 

Fig 1 : Block Diagram: Smart Intruder Detection and Alert System 

 

IV. IMPLEMENTATION 

 

The proposed system is implemented using a NodeMCU microcontroller due to its built-in Wi-Fi capabilities, 

making it ideal for IoT applications. A PIR sensor is connected to the NodeMCU to detect motion based on infrared 

radiation emitted by humans. When the sensor detects movement, it sends a signal to the microcontroller, which 

processes the input in real-time. Upon confirmation of motion, the system triggers an on-site alert using a buzzer and 

simultaneously sends a notification to the user’s smartphone. 

 

To deliver remote alerts, the system is connected to the Blynk IoT platform, which enables real-time communication 

over Wi-Fi. The mobile application receives notifications instantly, allowing users to take prompt action. Optionally, a 

camera module can be integrated to capture images of the detected intruder and upload them to cloud storage. All 

hardware components are powered using a regulated power supply, and connections are managed through a breadboard 

for prototyping. 

 

The firmware for the NodeMCU is written in Arduino IDE using embedded C/C++ code. The system logic includes 

motion detection, debounce handling, and network communication functions. The implementation is tested in a 

controlled environment to verify response time, range, and false positive rate. Overall, the system performs efficiently 

and proves to be suitable for home and small office security setups..   
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V. RESULTS AND ANALYSIS 

 

The system was tested under various scenarios: 

• Authorized Entry: No alert was triggered due to the use of a programmed RFID tag. 

• Unauthorized Entry: Alert was sent instantly with location and timestamp. 

• False Positives: Environmental factors such as moving curtains or pets triggered some alerts, but filtering 

logic was added to reduce them. 

The results showed high accuracy (over 90%) in detecting genuine threats while maintaining a quick response time. 

VI. ADVANTAGES 

 

The proposed system is cost-effective and easy to install, making it accessible for home users and small businesses. 

It uses minimal hardware components, which reduces overall power consumption and maintenance needs. With real-

time alerts sent directly to mobile devices, users can monitor their premises from anywhere, enhancing safety and 

convenience. The integration of IoT allows for remote control and flexibility in adjusting system parameters. The use of 

a PIR sensor ensures low false detection rates compared to traditional motion sensors. Additionally, the system’s 
modular design makes it scalable and customizable for different environments. The inclusion of optional components 

like a camera and buzzer further enhances functionality without compromising simplicity. 

 

VII. LIMITATIONS AND FUTURE WORK 

 

While effective, the system has certain limitations. It relies on Wi-Fi connectivity, so any interruption in the internet 

may delay or prevent alerts. The PIR sensor may not detect intruders who move very slowly or stay outside its sensing 

range. Environmental factors like heat sources or pets may occasionally trigger false alarms. The current setup lacks 

advanced features like facial recognition or intrusion logging with timestamps. It also doesn’t distinguish between 

authorized and unauthorized individuals. In the future, integration with AI for intelligent threat assessment can enhance 

system accuracy. Further improvements could include adding solar power for off-grid use and mobile app 

enhancements for better user experience. 

 

VIII. CONCLUSION 

 

This paper presents a practical and efficient intruder detection and alert system using IoT and sensor networks. The 

system successfully combines a PIR sensor with a microcontroller and Wi-Fi module to detect motion and notify users 

in real-time. Its low cost, ease of implementation, and portability make it a viable solution for enhancing security in 

homes and offices. Real-time alerts and remote monitoring significantly reduce response time in case of potential 

intrusions. Experimental results show that the system is responsive and reliable under normal conditions. The use of the 

Blynk platform also simplifies user interaction through a smartphone interface. While the current model serves as a 

robust security solution, future enhancements involving AI and image recognition could make it even more intelligent. 

This research contributes to the development of smart surveillance systems and opens avenues for future innovation in 

IoT-based security applications. Ultimately, the proposed system is a step toward safer, smarter, and more connected 

environments. 
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