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ABSTRACT: The Intelligent Weapon Detection System (IWDS) is an advanced Al-powered security solution
designed to detect and classify weapons in real-time using state-of-the-art computer vision and deep learning
techniques. This system addresses growing concerns over public safety by providing a proactive method for identifying
potential threats in surveillance environments, thereby enabling rapid response and preventing dangerous incidents
before they escalate.

At the core of IWDS lies a deep learning architecture based on Convolutional Neural Networks (CNNs), specifically
leveraging the YOLO (You Only Look Once) family of object detection algorithms, such as YOLOVS, known for
their speed and accuracy in real-time applications. The system is capable of accurately identifying firearms, knives, and
other weapon types from a wide range of visual inputs including CCTV footage, live video streams, and static
images. By integrating TensorFlow, Keras, and OpenCV, the model ensures robust performance across varied
environments and lighting conditions.

The front-end interface of the system is developed using Streamlit, offering a clean, interactive web dashboard for
users to monitor detections in real-time. For handling data and model interactions efficiently, the backend is
implemented using Flask or FastAPI, enabling RESTful APIs to manage live video feeds and return detection results
with minimal latency.

A key strength of the system is its real-time performance, made possible by optimized CNN models and the use of
edge computing technologies. This allows for deployment directly on surveillance devices like drones, smart cameras,
or edge servers, minimizing reliance on centralized infrastructure. Additionally, the system supports cloud integration,
making it scalable for large-scale monitoring applications such as city-wide surveillance networks.

An interactive Streamlit-based dashboard provides real-time visualization and monitoring, while Flask or FastAPI
frameworks manage the backend and API interactions. The system supports both edge and cloud deployments,
ensuring flexibility and scalability across different environments such as CCTV systems, drones, and smart
surveillance networks.

By generating automatic alerts upon weapon detection, the system enhances situational awareness and enables timely
response from security personnel. With applications in public surveillance, law enforcement, school safety, and
private sector security, this CNN-based solution offers a robust and scalable approach to modern threat detection and
prevention.

KEYWORDS: Weapon Detection, CNN, Deep Learning, Computer Vision, YOLO, Surveillance, Real-Time
Detection, TensorFlow, OpenCV, FastAPI, Streamlit Dashboard, Automated Alerts.

I. INTRODUCTION
In recent years, growing public safety concerns have highlighted the urgent need for advanced surveillance systems
capable of identifying and responding to security threats in real-time. Among these threats, the unauthorized possession

and use of weapons in both public and private environments pose a significant risk to human life and societal stability.
Traditional surveillance mechanisms, which primarily depend on manual monitoring of video feeds by human

IJIRSET©2025 | AnISO 9001:2008 Certified Journal | 8023



http://www.ijirset.com/

Impact
Factor

8.699

ﬂ’\ Eég International Journal of Innovative Research of

[FIT;:XJ5) Science, Engineering and Technology (JIRSET)

lwww.ijirset.com |A Monthly, Peer Reviewed & Refereed Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710|

Volume 14, Issue 4, April 2025
|DOI: 10.15680/1JIRSET.2025.1404314|

operators, are often limited in their effectiveness. These systems are susceptible to human error, fatigue, and delayed
response times—factors that can compromise timely threat detection and intervention.

To overcome these limitations, recent advancements in Artificial Intelligence (AI) and Deep Learning (DL) have
paved the way for the development of intelligent, automated surveillance systems. In particular, Convolutional Neural
Networks (CNNs) and real-time object detection algorithms such as YOLO (You Only Look Once) have
demonstrated exceptional performance in various computer vision tasks, including weapon recognition. These
technologies enable systems to process large volumes of video data efficiently and accurately, identifying objects of
interest with minimal latency and a low false positive rate.

This project introduces an Intelligent Weapon Detection System, an Al-driven solution designed to enhance existing
security infrastructures by automatically detecting weapons—such as firearms and knives—in video streams, CCTV
footage, and still images. The system utilizes a CNN-based architecture integrated with YOLOvVS for high-performance
object detection, delivering real-time insights and early warning capabilities to security personnel. Upon detecting a
weapon, the system instantly triggers alerts, enabling swift action and minimizing potential harm.

Built with a user-centric approach, the system features an intuitive and responsive web-based interface developed
using Streamlit, providing real-time visualization and interaction for security operators. The backend processing and
model serving are managed through efficient APIs using Flask or FastAPI, ensuring scalability and responsiveness.
Furthermore, the solution supports deployment in both edge computing environments—for on-site processing with
minimal latency—and cloud-based infrastructures for broader, centralized monitoring across multiple locations.

Designed for flexibility and adaptability, the Intelligent Weapon Detection System can be seamlessly integrated into a
variety of platforms, including fixed surveillance cameras, unmanned aerial vehicles (drones), and mobile devices.
Its applications span a wide range of sectors, including public transportation hubs, educational institutions,
corporate campuses, and law enforcement operations.

By harnessing the power of Al and computer vision, this system represents a significant step forward in automated
threat detection. It not only enhances situational awareness and operational efficiency for security personnel but also
contributes to creating safer environments through proactive intervention and advanced surveillance capabilities.

II. LITERATURESURVEY

The growing threat of violence involving weapons in public spaces has necessitated the development of intelligent
surveillance systems capable of detecting weapons automatically and in real time. In response, researchers have
increasingly turned to Convolutional Neural Networks (CNNs) and deep learning for weapon detection tasks, owing
to their success in image classification and object detection domains. This section presents a review of existing
literature that has contributed to the evolution of weapon detection using deep learning techniques.

Several researchers have explored weapon detection using Convolutional Neural Networks (CNNs) to enhance public
safety and surveillance capabilities. Kumar et al. (2020) utilized Faster R-CNN for firearm detection in surveillance
footage, achieving high accuracy but facing limitations in real-time performance due to slower processing speeds.
Singh and Jain (2019) developed a CNN-based framework for detecting handguns and rifles, showing promising results
in classification but struggling with lighting variations and occlusions. Li et al. (2021) addressed these limitations by
implementing YOLOv4, which provided faster inference suitable for real-time applications, though it occasionally
produced false positives by misclassifying similarly shaped objects. Abdalla et al. (2018) introduced thermal and
infrared imaging combined with CNNs to detect concealed weapons effectively in low-visibility conditions, though the
approach required specialized hardware. Patel and Mehta (2022) explored transfer learning using pretrained models
such as ResNet50 and MobileNet to detect firearms and knives, demonstrating that fine-tuning these models achieved
high accuracy even with limited data. Collectively, these studies underscore the effectiveness of CNN-based methods in
weapon detection, while also highlighting ongoing challenges such as real-time deployment, robustness under varying
conditions, and minimizing false alarms. The proposed system in this paper builds upon these foundations by
integrating YOLOv5 with CNN architectures to enable accurate, real-time weapon detection within a scalable,
interactive security framework.
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The work presented in this paper is divided into two main stages: Problem Identification and Model Selection
(Convolutional Neural Networks - CNNs). In the first stage, the growing threat of public violence and security
breaches highlights the urgent need for intelligent surveillance systems capable of identifying potential threats such as
firearms and knives. This project aims to address this problem by developing an automated weapon detection system
that can identify weapons in real-time from video feeds and images, thereby enabling quicker response and enhancing
public safety. In the second stage, CNNs are chosen due to their proven effectiveness in image-based tasks,
particularly in detecting and classifying objects with high visual similarity. CNNs excel at recognizing patterns and
spatial hierarchies in images, making them an ideal choice for identifying various types of weapons within complex
backgrounds and dynamic environments.

III. METHODOLOGY

The methodology for developing the proposed automated weapon detection system is structured around a deep learning
pipeline, beginning with comprehensive data collection and preprocessing. A diverse dataset of labeled images
featuring various types of weapons—including guns, rifles, and knives—is compiled from public image repositories,
surveillance video frames, and open-source datasets. To ensure robust model training and generalization, the dataset
undergoes extensive preprocessing steps, including resizing images to a uniform resolution, normalizing pixel values,
and applying data augmentation techniques such as rotation, flipping, brightness adjustment, and scaling. These
augmentations help the model learn to identify weapons under various lighting conditions, angles, and background
settings. The dataset is then split into training, validation, and test sets to facilitate effective model evaluation and
reduce the risk of overfitting.

The core detection model is built using the YOLOVS (You Only Look Once, version 5) architecture, which integrates
Convolutional Neural Networks (CNNs) to perform real-time object detection with high accuracy and speed. YOLOVS
is particularly well-suited for this task due to its ability to process entire images in a single pass, generating precise
bounding boxes and class probabilities for weapons within milliseconds. The model is trained on the prepared dataset
using GPU acceleration, employing optimization techniques such as learning rate scheduling and early stopping. Once
trained, the model is integrated into a real-time surveillance system using OpenCV for video processing and Streamlit
for an interactive dashboard interface. The backend is supported by Flask or FastAPI to enable seamless API
integration. Model performance is evaluated using metrics like accuracy, precision, recall, F1-score, and mean Average
Precision (mAP), ensuring the system is both reliable and efficient for deployment in real-world environments such as
public surveillance, law enforcement, and critical infrastructure monitoring.
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The architecture of the Intelligent Weapon Detection System is designed to enable real-time weapon recognition and
threat alerting using deep learning and computer vision. The process begins at the input layer, where video data is
captured from various sources including mobile cameras, CCTV systems, and drones. This input is forwarded to the
preprocessing layer, where OpenCV is used to extract frames from the live video stream and perform essential image
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processing tasks. These processed frames are then passed into a deep learning model that combines Convolutional
Neural Networks (CNNs) with the YOLO (You Only Look Once) object detection algorithm. The CNNss extract spatial
features from the images, while YOLO detects and classifies weapons such as firearms and knives with high speed and
accuracy. The inference results are then handled by the backend processing layer, which leverages frameworks like
Flask or FastAPI for API management, and TensorFlow/Keras for deep learning operations. Upon successful detection
of a weapon, the system initiates a threat analysis and alert mechanism, automatically triggering real-time alerts and
security notifications to the concerned authorities. Finally, the entire process is visualized through a Streamlit-based
frontend dashboard, which provides an intuitive interface for monitoring live detections, reviewing logs, and managing
alerts, thus ensuring an efficient and user-friendly experience for surveillance personnel.

IV. EXPERIMENTAL RESULTS

The figures in the paper visually demonstrate the effectiveness of the proposed weapon detection system, which
integrates Convolutional Neural Networks (CNNs) with the YOLOVS object detection framework. In the initial step,
the original input images, as shown in Figure (a), are captured from surveillance sources such as CCTV cameras or
drones and fed into the system for analysis. These images undergo preprocessing to enhance detection accuracy and are
then passed to the YOLOvS model. The CNN component extracts significant visual features, while YOLOVS5 identifies
and localizes objects, specifically weapons, within the frames. Detected weapons are highlighted using bounding boxes
with confidence scores, making the threats clearly visible. This real-time detection is further validated by overlaying
the model’s predictions on the original images. The figures serve to emphasize the model’s accuracy, speed, and
suitability for deployment in live surveillance environments.
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In Figure 1(a), the system identifies a metallic fork being held in a person's hand. The detection engine classifies the
object as a “fork” with a confidence score of 0.54, while simultaneously detecting the hand region as “person” with a
score of 0.76. This example demonstrates the system’s ability to differentiate between non-lethal items (like kitchen
utensils) and potential weapons, thus reducing false positives in practical scenarios.

In Figure 1(b), the proposed model processes an image containing a knife, successfully classifying it as a “knife” with a
confidence level of 0.30 and identifying the person’s hand with a score of 0.55. While the knife detection score is
relatively low due to similarity with other metallic objects and background noise, the system still flags it as a potential
threat, enabling security personnel to verify the detection manually or with additional frames.

V. CONCLUSION

The Intelligent Weapon Detection System presented in this study demonstrates the potential of integrating deep
learning and computer vision for enhancing security surveillance. By employing Convolutional Neural Networks
(CNNs) in conjunction with advanced object detection algorithms such as YOLOVS, the system achieves accurate and
real-time identification of weapons—including firearms and knives—in various visual formats like CCTV footage,
mobile video streams, and drone-captured imagery. This automated approach significantly reduces the dependency on
human monitoring, thereby minimizing human error and enabling faster, more reliable threat assessment. Furthermore,
the system is designed with scalability and adaptability in mind, making it suitable for deployment across a wide range
of security infrastructures, from public transportation hubs and educational institutions to law enforcement and military
facilities. The integration of real-time alert mechanisms ensures that security personnel are immediately notified upon
detection of a potential threat, thereby improving response time and overall safety. With its user-friendly dashboard
interface, built using Streamlit, and its modular backend architecture powered by Python-based frameworks like Flask
or FastAPI, the system provides an efficient, robust, and flexible solution for modern surveillance challenges. Future
improvements may include expanding the weapon categories, integrating facial recognition for threat actor
identification, and implementing edge computing for enhanced processing efficiency. Overall, this research contributes
a valuable framework for Al-powered security systems aimed at safeguarding public and private environments through
intelligent, automated threat detection.
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