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ABSTRACT: With the rapid increase in decentralized data sharing, ensuring security, privacy, and proper access
control has become a significant challenge. Traditional centralized systems often suffer from data breaches,
unauthorized access, and a lack of transparency. This paper presents a novel framework that combines blockchain
technology with proxy re-encryption (PRE) to provide secure and privacy-preserving data sharing. Blockchain ensures
data integrity and decentralized access control through a transparent and tamper-proof ledger. Proxy re-encryption
enables encrypted data to be re-encrypted for authorized users without exposing private keys or original content. This
approach supports dynamic, trustless collaboration among multiple parties without relying on centralized authorities.
The proposed system efficiently handles key management, access delegation, and revocation. It is especially suitable
for sensitive domains such as healthcare, finance, and the Internet of Things (IoT). Implementation strategies and
performance analysis demonstrate that the framework is both scalable and practical. This work aims to advance secure
data sharing in real-world decentralized environments.

KEYWORDS: Blockchain, Proxy Re-Encryption, Secure Data Sharing, Decentralized Storage, Data Privacy,
Consensus Protocols, Key Management, Data Integrity.

L. INTRODUCTION

The exponential growth of data sharing across diverse sectors has made secure and efficient data management a critical
priority. Traditional methods of data sharing, which rely on centralized systems, often suffer from vulnerabilities such
as unauthorized access, data breaches, and lack of transparency. These challenges are further compounded by the
increasing need for dynamic access control, where data needs to be securely shared among multiple parties without
compromising privacy.

Blockchain technology has emerged as a transformative solution for enhancing security and trust in decentralized
environments. Its decentralized, immutable, and transparent nature eliminates the need for centralized intermediaries,
making it a robust choice for ensuring data integrity and auditability. However, blockchain alone cannot address the
complex requirements of secure data sharing, particularly in scenarios requiring dynamic and flexible access control.

To address this limitation, proxy re-encryption (PRE) has gained attention as an effective cryptographic technique. PRE
enables secure data sharing by allowing encrypted data to be re-encrypted by a proxy using a re-encryption key, without
exposing the original plaintext. This ensures that only authorized parties can decrypt and access the data. By integrating
blockchain with proxy re-encryption, a trustless and secure framework for data sharing can be established, overcoming
the limitations of traditional methods.

Aim
This paper aims to propose a hybrid framework that leverages blockchain technology and proxy re-encryption to enable

secure, privacy-preserving, and efficient data sharing in decentralized environments. The framework seeks to ensure
data integrity, dynamic access control, and trustless collaboration among multiple parties.
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Objectives

1. Enhance Data Security and Privacy: Utilize proxy re-encryption to enable secure and flexible data sharing while
preserving user privacy.

2. Establish Trustless Data Sharing: Leverage blockchain to maintain a transparent, immutable ledger of access
control and data-sharing transactions.

3. Eliminate Single Points of Failure: Employ blockchain’s decentralized architecture to mitigate risks associated
with centralized systems. Ensure Scalability and Efficiency: Design a system capable of handling growing data
volumes without significant computational overhead.

II. LITURATURE SURVEY

‘ Authors ‘ Year ‘ Title
| Y. Yang H Zhu H . Lu, J. Weng. Y. Zhang, | 0I5 | Cloud Based Data Sharing with Fine-grained Proxyv Ke-
E.-E. K. Choo encryption
] J. Wei, W.Lin, X, Hu I016 | SecureData Sharing in Clond Computing Using
ERevocable-Storage Identity-Based Encryvption
k] . . H. 5 W, 016 | ASurvey of Froxy Re-Encrvption for Secure Data
Sharing in Clound Computing
E | M. Sepehri, A Trombetta, M. Sepehii I0I8 | SecureData Sharing in Clond Using an Efficient Inner-
Product Proxy Re-Encryption Scheme
5 E. T.Rguven, N. Dualha, M. Laurent I0I0 | Authenticated ey Agreement Mediated by a Proxy Re-
encrvptor for the Internet of Things
6 A KEahman, AL J. Tslam, K. Tslam, II. I0I0 | Enhancing Data Security for Clond Computing
Eundu. M. R. Karim. Z. Rahman, 5. 5. Applications through Distributed Blockchain-based SDIN
Band Architecturein IoT Networks
T W-E . Eim.D. Seo. D, Kim, T.-Y. Lee IZ1 | Group Delegated ID-Based Proxy Reencryption for the
Enterprise [oT-Cloud Storage Environment
5 5. ALhehnd, O. Bamasag, D. Alghazzawi, A I Dvnamic Secure Access Controland Diata ‘Shﬂl'mg
Jamjoom Ihluugh Trusted Delegation and Revocation in a
Blockchain-Enabled Clond-IoT Environment
o Y. Ould-Yahia. 5. Bonzefrane, H. 0X2 A data-owner centric privacy model with blockchain and
Boucheneb. 5. Banerjee adapted attribute-based encrvption for [oT and cloud
environment
1T | Zia Lllah, Basit Raza. Hahib Shah, 202 | Towards Blockchain-Based Secure Storage and Trusted
Shabzad Khan, Abdul Waheed Data Sharing Scheme for [oT Environment
1T D.Rani, N, 5. Gill, P. Gulia I01T | Design of a Clond-Blockchain-based Secure Internet of
Things Architecture
Iz . B. wom, ). Xia, ELB. T C. I02IT [ AProxy REe-Encrvption Approach fto Secure Data
MN.A.Cohblah. H. Xia, J. Gao Sharing in the Internet of Things Based on Blockchain
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III. IMPLEMENTATION

Tools and Technologies :

Category Tools / Technologies
Front-End Development | HTML, CSS, JavaScript
Back-End Development | JSP (JavaServer Pages), Servlets

IDE NetBeans

Web Server Apache Tomcat

Cryptography AES-256 (Symmetric), ECC (Asymmetric), SHA-256 (Hashing)
Database / Storage IPFS (Decentralized), Google DriveHQ (Cloud Storage)
Security Protocols HTTPS, TLS

Techniques Implemented :

End-to-End Encryption: Sensitive data is encrypted on the client side using AES-256 before upload to ensure
confidentiality.

Key Pair Generation and ReKey Creation: ECC is used to generate public-private key pairs and derive secure proxy
re-encryption (ReKey) values for each authorized user.

Proxy Re-Encryption for Access Delegation: A proxy server securely transforms ciphertext using ReKeys without
accessing plaintext, enabling authorized sharing.

Blockchain-Backed Metadata Management: File hashes and ReKeys are recorded on the blockchain for tamper-
proof logging, auditability, and decentralized access control.

Dynamic Access Control: Access rights can be granted, modified, or revoked in real time by updating ReKeys, with
changes reflected on the blockchain ledger.

Deployment Steps :

1. User Registration and Key Generation
Users access the web application and register securely. Upon registration, an ECC-based public-private key pair is
generated for each user to facilitate encryption and re-encryption operations.

2. File Encryption and Upload
Before upload, the selected file is encrypted on the client side using AES-256 to ensure confidentiality. The encrypted
file is then uploaded to cloud storage (e.g., Google Drive), while its hash is computed for integrity verification.

3. ReKey Generation

When the file owner decides to share the encrypted file with another user, a ReKey (proxy re-encryption key) is
generated using the owner's private key and the recipient's public key. This ReKey enables secure access delegation
without revealing the plaintext.

4. Proxy-Based Re-Encryption
A trusted proxy server uses the ReKey to transform the encrypted file into a form that is decryptable by the intended
recipient. The proxy does not learn or store the plaintext during this process.

5. Decryption by Recipient

The recipient downloads the re-encrypted file and decrypts it using their private ECC key. The original symmetric AES
key is used to retrieve the original content securely.
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6. Audit and Revocation

All key generation, re-encryption, and access events are recorded immutably on the blockchain. The data owner retains
full control to revoke or update access rights by modifying or removing the ReKey, ensuring real-time dynamic access
control.

System Architecture:

Login after Upload the file
m lMI authorized in encrypted
Data Owner

View
request/send key

logout

Trust authorit

logout

@®

Y

Send a request
to download

[- Register Login ater
authorized

IV. ALGORITHM DESIGN

I Download file

Data User

Step 1: Owner encrypts data with symmetric key (AES-256)
Step 2: Owner encrypts AES key with their public key
Step 3: Owner generates ReKey using:
ReKey = ReEncrypt(OwnerPrivateKey, RecipientPublicKey)
Step 4: Proxy transforms encrypted AES key using ReKey
Step 5: Recipient decrypts AES key with their private key
Step 6: Recipient uses decrypted AES key to access original data

V. TESTING AND EVALUATION

The system was tested to evaluate its effectiveness in secure data sharing, proxy-based access delegation, and
blockchain-backed traceability. Testing was conducted in both simulated and controlled environments using sample
data across multiple user roles.
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A. Testing Scenarios

Test Case

Description

TC1: Valid Data Access

Authorized recipient successfully decrypts shared data using ReKey.

TC2: Unauthorized Access Attempt | Unauthorized user fails to access data without a valid ReKey.

TC3: ReKey Revocation

Revoked ReKey prevents recipient from decrypting data post revocation.

TC4: Tamper Detection

Modified encrypted data fails hash verification on the blockchain.

TC5: Concurrent Access

Multiple authorized users accessing data simultaneously via separate ReKeys.

Performance Metrics

* Access success rate: 100% for authorized users using valid ReKeys
* Average re-encryption time: ~120ms per data block, with minimal overhead

Challenges

* Latency due to blockchain write delays (e.g., ReKey registration, access logging)
» Complexity in managing dynamic key revocation across multiple recipients

Name :

Enter Your Name

Daob:

dd-mm-yyyy

Phone No

nter Your Phone No

Password :

VI. RESULTS

Registration Page:

Data User Register

Email :

Enter Your Email

Gender :

select Your Gender ~

Address :

Enter Your Addres:

Sign Up

Login Page :

User Login

IJIRSET©2025

Email :

Enter Your Emai

Private key :

Enter Your Private Key
Password :

Enter Your Password
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Gmail :

proxyservermailgroupnol@gmail.com

L 4
a» Hi, aditya¥Your Data User Registration is Approved Private Key | IMirdMAasZxA=

® proxyservermailgroupnol@gmail.com
- to me -
Filename : new.txt
Re-Decryption key: FJvSW/bUDXO0u3Y4HLhMsA==
e ™ TSN
| € Reply ] [ —» Forward ) | |
M A A
File upload :
Upload File
File Keyword :
new
Convert PDF to Text here
Select File :
i (-:.hocse Fﬂe: TEST1.txt
Preview File :
HOCHwWMBtkwDC1+ZdxuSVGI3OFTCXxtwmDbdGHhgalLMe8PUURPyx
fSipCOpmYadjvQnd4kKyYyulYqs82jgS5o3ras)e7qycLD/r 1 mDvGNEep+3+b
pkZuaz1Uk+TORTOWTTIG3XMNS154BdigoX6LvEDiuPw==
File Access control :
Requested Files
File Name User Name Requested Time Status Approve Reject
new.txt aditya 2025/02/02 22:57:28 Approved
new.txt aditya 2025/02/02 22:58:35 waiting
new.txt aditya 2025/02/02 22:58:41 waiting
new.txt aditya 2025/02/02 22:58:46 waiting
ms office key.txt sneha 2025/02/03 12:56:52 Approved Reject
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File download :

Download Files

File ID File Name Requested Time Status Action

1 new. txt 2025/02/02 22:57:28 Approved

2 new. txt 2025/02/02 22:58:35 Approved

3 new.txt 2025/02/02 22:58:41 Approved

4 new. txt 2025/02/02 22:58:46 Approved Download
VII. CONCLUSION

The integration of blockchain and proxy re-encryption (PRE) offers a robust solution for secure and scalable data
sharing in decentralized systems. Blockchain ensures transparency, immutability, and integrity, while PRE enables fine-
grained, privacy-preserving access control. This combination eliminates key challenges like single points of failure and
poor key management. It allows dynamic delegation and revocation of access, making it ideal for sensitive domains
such as healthcare, finance, and IoT. The system supports trustless collaboration among multiple parties without
compromising data confidentiality. Both theoretical and experimental evaluations confirm its effectiveness, scalability,
and efficiency. Overall, the proposed framework advances secure data sharing by blending the strengths of blockchain
and PRE. It sets the stage for building privacy-aware, decentralized data ecosystems suited for real-world applications.

VIII. FUTURE SCOPE

In the future, lightweight blockchain methods can be used to save energy and improve performance. Al can help
monitor the system, detect threats, and manage access automatically. Strong encryption techniques can keep data
private even while sharing. The system can be improved to work across different platforms and cloud services. Easy-to-
use tools for key management will help more people use the system. It can also be updated to follow data protection
laws like GDPR and HIPAA. Smart contracts can be added to automate data sharing and access control. These changes
will make the system more secure, flexible, and user-friendly.
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