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ABSTRACT: In the proposed study, we have developed a Police Complaint Management System utilizing blockchain
technology, specifically built on the Ethereum Testnet. This project addresses the inefficiencies and lack of
transparency in traditional complaint management systems, which often suffer from delayed processing, tampering, and
lack of accountability. By leveraging blockchain, we aim to create a system that ensures data integrity, transparency,
and enhanced security for managing police complaints. The approach involves using ReactJS for the frontend interface,
Node.js for the backend server, and Solidity for writing the smart contracts that form the backbone of the blockchain
interactions. Users can register and log complaints using MetaMask or any other Ethereum compatible wallet, which
provides a decentralized and secure method for identity verification. The integration of these technologies facilitates a
seamless and user-friendly experience, ensuring that the system is accessible and efficient. The results of this project
demonstrate a significant improvement in the reliability and trustworthiness of the complaint management process.
Blockchain's immutable ledger guarantees that all submitted complaints are tamper-proof and verifiable, thereby
enhancing the integrity of the system. This transparency ensures that complaints are processed in a timely and unbiased
manner, fostering greater public confidence in law enforcement agencies. This system benefits society by enhancing
accountability and trust in law enforcement agencies. By reducing the potential for corruption and ensuring that all
complaints are handled with the utmost integrity, the system can improve community relations and promote a more just
and transparent policing environment. Additionally, the decentralized nature of the blockchain ensures that data is not
controlled by a single entity, further safeguarding against misuse and fostering a more democratic approach to
complaint management.

KEYWORDS: Police Complaint Management System, Blockchain Technology, Ethereum Testnet, Complaint
Handling, Decentralization, Corruption Prevention, Solidity

L. INTRODUCTION

In today’s interconnected world, effective management of complaints is crucial for maintaining trust and satisfaction
among stakeholders. Traditional complaint management systems often face challenges such as lack of transparency,
data security risks, and inefficiencies due to centralized operations. To address these issues, the “PCMS” project
proposes a revolutionary approach leveraging blockchain technology. Blockchain, renowned for its immutable and
decentralized nature, offers a robust solution to enhance the transparency, security, and efficiency of complaint
registration and management. By decentralizing data storage and utilizing cryptographic principles, PCMS ensures that
every complaint registered is securely recorded in a tamper-proof manner, fostering trust and accountability. The
proposed system consists of two main modules: the Admin Module and the User Module. The Admin Module enables
authorized personnel to respond promptly to complaints, track their status in real-time, and authenticate actions
securely using blockchain wallets. On the other hand, the User Module empowers individuals to register complaints
seamlessly, receive updates on their status, and access search functionalities for transparency and ease of use.

By implementing PCMS, organizations can significantly improve their complaint resolution processes. This leads to
enhanced customer satisfaction, streamlined operations, and reduced risks associated with data manipulation and
unauthorized access. Ultimately, PCMS aims to set a new standard in complaint management systems by combining
technological innovation with user-centric design principles.

II. PROBLEM STATEMENT
In today’s digital age, traditional complaint management systems face issues like data tampering, lack of transparency,
and inefficiency, leading to user distrust. Our project addresses these challenges by developing a Police Complaint

Management System using blockchain technology. This system ensures data integrity, transparency, and security,
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preventing unauthorized alterations. Users can register complaints, track progress, and receive updates securely. By
prioritizing a user-centric design, the system enhances accessibility and trust, setting a new standard for complaint
management in the future.

III. LITERATURE SURVEY
SR |Paper Name IAuthorName YearAlgorithm/Method IAdvantages/Disadvantage
No.
1 Blockchain Jagger 2022 Multidisciplinary Real-world use cases, applicationsof]
Technologyand Bellagarda, approach combining blockchain technology and
Cryp- tocurrencies | Adnan M. Abu- blockchain technology, cryptocurrencies.
Mahfouz identity verification, NFT
creation, and fraud
prevention.
2 | Blockchain- based [Rana Zaini 2023| Cryptographic Hashing | Enhanced marketopportunities for
Smart Contract for [Fathiana Algorithm, Digital sellers and buyersglobally.
Decentralized Signature for
Marketplace decentralized marketplace
operations.
3 A Web-Based, Jagger 2021 Combining blockchain [Reduction in fraud and scams within|
Blockchain- Enabled  Bellagarda, technology, identity  the NFT space.
NFT Application | Adnan M. Abu- verification, NFT creation,
Mahfouz and fraudprevention for
reducing fraud in the NFT
space.
4 NFT Market Shayel Shams 2023| NFT Metadata Storage [Insights into the dynamics of the
Research: A Algorithm,Wallet INFT market, aidinginvestors.
Statistical Overview Integration Algorithm
based on Digital
Assetsunder the
Crypto Space
5 | A Brief Analysis of | Tuhina Shree, 2020 Proof of Work (PoW), |Analyzing challenges and
Blockchain Ra-jalakshmi, Proof of Stake (PoS), |contributions to the blockchain|
Algorithmsand Its | Krishna murthi Delegated Proof ofStake [community.
Challenges (DPoS), Byzantine Fault
Tolerance (BFT

IV.PROPOSED METHODOLOGY

The Police Complaint Management System harnesses the power of Blockchain Technology to create a secure and
transparent platform for complaint registration and management. This system overview provides a comprehensive look
into the architecture and features of the project, illustrating its potential to transform the way complaints are handled in
a decentralized environment. At its core, the system leverages blockchain technology to provide a decentralized and
immutable ledger that records all transactions and interactions within the platform. This ensures transparency, security,
and trust, empowering users to engage with the system confidently. Each complaint and status update is recorded on the
blockchain, making it tamper-proof and easily auditable. The architecture of the Police Complaint Management System
is modular and scalable, allowing for seamless integration with various applications and services. The platform’s
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infrastructure is supported by a network of decentralized nodes that work together to validate transactions, execute
smart contracts, and maintain the integrity of the blockchain ledger. This decentralized network ensures the reliability
and resilience of the system. Central to the user experience is an intuitive interface that provides easy access to com-
plaint registration and management features. Users can submit complaints by providing necessary details such as
description, category, and location.

The system also allows users to update the status of their complaints, ensuring that they are informed about the progress
and resolution of their issues. The interface is designed to be user-friendly, making it accessible to a broad audience.
Security is a top priority in the Police Com- plaint Management System. Robust encryption protocols and decentralized
authentication mechanisms protect the integrity and confidentiality of user data. Through decentralized identity
solutions and cryptographic techniques, users retain full control over their digital identities and assets, reducing the risk
of unauthorized access and fraudulent activities. The Police Complaint Management System represents a significant
advancement in complaint handling, leveraging blockchain and Al technologies to provide a secure, transparent, and
efficient platform. Its modular and scalable design, combined with robust security measures, ensures that it can adapt to
the evolving needs of users while maintaining the highest standards of data integrity and user empowerment.

V.SYSTEM ARCHITECTURE
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VI. PERFORMANCE ANALYSIS

Aspect Police Complaint Management Traditional ComplaintManagement
System(PCMS) System (TCMS)
Data Integrity Utilizes blockchain’s immutable ledger [Relies on centralized databases prone to
for tamper-proof complaints unauthorized modifications
Transparency IProvides full transparency via public Limited transparency due to restricted
blockchain ledger access to complaintdatabase
User Satisfaction High due to secure login viaMetaMask | Lower due to complexprocesses and
and assurance ofcomplaint immutability securityconcerns
Processing Time Faster due to real-time blockchain Slower due to manual handling and
transactions andautomated workflows bureaucraticdelays

VII. CONCLUSIONS

In conclusion, this project represents a significant advancement in the domain of blockchain technology, particularly in

the context of police complaint management systems. By leveraging the Ethereum testnet and technologies like
ReactJS, Nodejs, and Solidity, we have successfully developed a robust and secure platform for handling complaints.
The integration of MetaMask for user registration and identity verification ensures a decentralized and tamper-proof
approach to managing sensitive data. The results of our project demonstrate tangible improvements in transparency,
data in- tegrity, and user satisfaction compared to traditional systems. Blockchain’s immutable ledger guarantees that
all complaints are securely logged and accessible, fostering greater trust between law enforcement agencies and the
public. This application not only en- hances accountability but also mitigates potential corruption by providing a
transparent mechanism for monitoring complaint resolutions. Looking ahead, the application of blockchain in
complaint management systems holds immense potential. Future iterations could explore enhancements such as
incorporat- ing Al for sentiment analysis of complaints, implementing decentralized storage solu- tions for evidence
management, and expanding interoperability with other blockchain networks. Moreover, scaling the system to handle a
larger volume of complaints and integrating additional security features will further solidify its reliability and adoption
in real-world scenarios. In essence, our project underscores the transformative impact of blockchain technol- ogy in
enhancing operational efficiencies and accountability within law enforcement. By continually refining and expanding
its capabilities, we aim to contribute to a more transparent and equitable society where justice and integrity are upheld
through inno- vative technological solutions.
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