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ABSTRACT: In In the modern healthcare landscape, ensuring secure, efficient, and accurate patient data management
is a growing challenge. This project proposes a Blockchain-Enabled IoT Healthcare System that combines RFID
technology, IoT sensors, and blockchain to improve patient identification, real-time health monitoring, and data
security. Patients are assigned RFID tags containing essential information, while IoT sensors track vital signs such as
heart rate, temperature, and SPO2. All collected data is securely stored on a blockchain network, providing tamper-
proof, decentralized access to authorized medical staff. This integration minimizes errors, enhances transparency,
prevents unauthorized access. The system aims to build a more reliable, connected, and secure digital healthcare
infrastructure.
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L. INTRODUCTION

In the rapidly advancing healthcare sector, managing patient data securely and efficiently is crucial for enhancing
medical services and ensuring patient safety. Traditional systems are vulnerable to cyber threats and data manipulation,
compromising confidentiality and accuracy. This project introduces a Blockchain-Based IoT Healthcare System that
integrates RFID technology and IoT sensors to improve patient identification, real-time monitoring, and data security.
RFID tags store vital patient information, enabling accurate tracking and reducing errors, while IoT sensors monitor
health parameters like heart rate and temperature. The data is securely stored on a blockchain, ensuring tamper-proof,
decentralized access. This system enhances data integrity, supports proactive healthcare, and streamlines administrative
processes, ultimately revolutionizing healthcare infrastructure and improving patient care. By leveraging the
decentralized nature of blockchain, the system reduces the reliance on centralized authorities, giving patients more
control over their data. It also enables real-time access for authorized medical professionals, ensuring faster and more
informed decision-making in critical healthcare situations.

II. LITERATURE SURVEY

The integration of blockchain technology with Internet of Things (IoT) systems for healthcare has gained significant
attention due to its potential to address security, privacy, and efficiency challenges in patient data management.
Blockchain has been identified as an effective solution for ensuring the security and privacy of healthcare data. Its
decentralized, tamper-proof structure makes it ideal for storing patient health records, protecting sensitive data from
unauthorized access. IoT technology has revolutionized healthcare by enabling real-time monitoring of vital signs such
as heart rate and temperature. RFID technology is used to improve patient identification and management within
healthcare facilities, reducing errors and improving workflow efficiency. The integration of blockchain, IoT, and RFID
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has been shown to enhance patient safety and data integrity by ensuring accurate tracking and secure data storage.
Through reviewing multiple research papers, I gained valuable insights into how these technologies work together to
create a reliable and secure healthcare system. These studies helped me understand the real-world applications, benefits,
and limitations of each component, forming the knowledge base for this project. Despite the many advantages,
challenges like scalability, integration complexity, and interoperability still need to be addressed for large-scale
deployment. Continuous innovation and collaboration between healthcare professionals and technologists are essential
to fully realize the potential of this integrated system. Future studies may focus on improving energy efficiency and
reducing latency in IoT-blockchain communication for smoother implementation.

1. METHODOLOGY

A structured approach is followed to design and implement a secure and efficient Blockchain-Enabled IoT
Healthcare System using RFID technology. The system integrates hardware components (RFID tags and IoT sensors)
with software elements (blockchain network and database) to monitor patient vitals, accurately identify patients, and
ensure data security. The process is divided into several stages for clarity and smooth execution.

1. Patient Identification Module:
This module uses RFID tags to wuniquely identify each patient within the healthcare facility.
It stores patient details such as name, unique ID, blood group, and a summary of their medical history for quick access.

2. IoT-Based Health Monitoring Module:
This module integrates sensors such as temperature, heart rate, and SPO2 to enable real-time monitoring of patients'
health and send data into the blockchain technology

3. Blockchain Data Storage Module:
This module provides tamper-proof, decentralized storage for all patient-related medical records.
It employs cryptographic algorithms to maintain data integrity and restrict access to authorized personnel only.

4. Access Control & Authentication Module:
This module enables only verified users such as doctors and nurses to access sensitive patient data through
blockchain-based encryption.

5. Data Communication Module:
This module ensures that sensor data is transmitted in real time to the blockchain with minimal delay.
It focuses on maintaining secure and high-speed communication to support timely medical decisions.

6. User Interface Module:
This module provides an intuitive web or mobile interface for medical personnel to view and manage patient data,
displaying real-time health statistics and historical records in a user-friendly format.

IV. EXPERIMENTAL RESULTS

The experimental results of the Blockchain-Enabled IoT Healthcare System showed high accuracy in patient
identification and seamless real-time health monitoring. Patient data was securely stored on the blockchain, ensuring
fast access and data integrity. The system's access control and multi-factor authentication kept the data secure, while
timely alerts notified healthcare providers of abnormal vital signs. Overall, the system proved scalable and efficient,
confirming its effectiveness in secure patient data management and monitoring.
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V. CONCLUSION

This project demonstrates a secure and efficient healthcare system by integrating blockchain, IoT, and RFID
technologies. It ensures accurate patient monitoring, reliable data storage, and improved healthcare management.

Key outcomes include:

Achieved accurate and real-time patient monitoring using RFID and IoT sensors.

Ensured secure and tamper-proof medical data storage through blockchain technology.

Enabled efficient access to patient data, aiding in accurate and informed clinical decision-making.
Strengthened patient data privacy with robust access control mechanisms.
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Future Enhancements:

e Implement advanced data visualization tools for better insight into patient health trends.
e Introduce support for wearable health devices to expand monitoring capabilities.
e Enhance scalability to support larger hospital networks and multi-location access.

These improvements will strengthen the system’s adaptability and broaden its application in modern healthcare
settings. They also pave the way for smarter, patient-centric care through enhanced technological integration.
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